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Abstract

IoHT has several benefits for real-time smart healthcare, but because of its limited processing power, storage capacity,
and self-defense capabilities, security issues are growing. Although newer blockchain-based authentication solutions
have strong security features due to their tamper-resistant decentralized architecture, they come with a high resource
cost, requiring a lot of processing power, more storage, and time-consuming authentication procedures. As such, these
difficulties provide barriers to reaching the ideal levels of scalability and temporal efficiency, which are essential for
the efficient functioning of large-scale, time-sensitive IoHT systems. To solve these challenges, this paper presents an
authentication approach designed especially for IoHT systems. Our work consists four-phase process, which includes
setting, registration, login and authentication, and HERs Exchange data. To enhance both efficiency and scalability,
the proposed scheme employs a combination of 3-D map dimensions chaotic-based public key cryptosystems, and
blockchain-based, fog computing technologies and IPFS. We simulate the proposed work to implement health electronic
record (HER) by the Ethereum platform and solidity language, the simulation experiments were tested using the JMeter
tool. Showed that the key generation time for chaotic-based is faster than (ECC)—furthermore, the average latency ~
3.7 ms. A security analysis of the proposed scheme was implemented by the Scyther tool. The formal security analysis
demonstrated that the proposed scheme is secured against potential attacks and supports the scalability of the [oHT

system.

Keywords

Blockchain, Chaotic Cryptography, Fog Computing, IPFS, IoHT.

I. INTRODUCTION

An idea called the Internet of Healthcare Things (IoHT) com-
bines Internet of Things (IoT) technology with medical equip-
ment. In addition, it is anticipated that IoHT will form the
basis of future healthcare systems, where all medical devices
will be Internet-connected and supervised by healthcare pro-
fessionals. As it expands, the IoHT offers quick and reason-
ably priced healthcare [1]. Currently, IoT is used in several
sectors, including healthcare [2, 3]. Especially, when consid-
ering IoHT, this quick growth gives rise to important doubts
regarding user privacy and security, needing thorough con-

sideration and focus. Healthcare systems are vulnerable to
many vulnerabilities that may lead to security and privacy
breaches [4]. These probabilities include the potential for
unapproved entry into extensive numbers of subtle patient
information, including personal and health records that are
crucial for determining lifesaving [5]. Consequently, safe-
guarding privacy and security in IoHT systems has drawn
focus in recent years. Critical security needs include data in-
tegrity, confidentiality, non-repudiation, and the authentication
and identification of IoHT devices and users. Authentication
stands out as a fundamental concern because it is necessary to
sustain the fulfillment of other security standards [6]. There
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is a chance that authorization and authentication procedures
will be compromised because healthcare equipment is moni-
tored, operated, and managed by several apps and users. The
majority of the authentication methods discussed in IoHT lit-
erature fall into one of two architecture types: decentralized
or centralized [7, 8]. In centralized using a single server or
a trustworthy third party to distribute and manage login cre-
dentials is one way to centralize authentication. In addition, it
consists of three steps. One type of authentication is one-way,
which happens when two parties wish to communicate but
only one of them authenticates to the other, leaving the other
party unauthenticated. The second type of authentication is
two-way authentication, or mutual authentication, in which
the two entities authenticate one another. The final type of
authentication is called three-way authentication, in which a
central authority verifies each party’s identity and helps them
verify each other’s identities [9]. As the number of users in-
creases, scalability issues with central authentication systems
may cause performance bottlenecks. They are also vulnerable
to single points of failure, which have the potential to under-
mine the authentication procedure as a whole. Furthermore,
privacy risks may arise from the concentration of sensitive
user credentials [10, 11]. Due to their compatibility with the
dispersed and diverse character of IoHT systems, decentral-
ized authentication solutions utilizing blockchain technology
are becoming more and more recommended [8, 12]. The fun-
damental characteristics of blockchains, such as consensus,
immutability, decentralization, and security, have been empha-
sized by researchers. The advantages of employing blockchain
technology for big data management and authentication were
emphasized [13, 14]. These benefits included boosting secu-
rity and privacy protocols, facilitating seamless data exchange,
boosting data integrity, and generally improving the quality
of large data. Consequently, other blockchain platforms have
surfaced, including Multichain, Ethereum, Bitcoin, and others,
with unique benefits over the others. These systems use sev-
eral consensus techniques to provide variable degrees of secu-
rity and scalability [3, 15]. Because of this, some blockchain
platforms—including Multi-chain, Ethereum, Bitcoin, and
others—have evolved throughout time, each with unique ben-
efits over the others. These systems use various consensus
techniques to provide variable degrees of security and scal-
ability [16]. Thus, by scattering several fog nodes across
different regions, the fog concept establishes a decentralized
computing platform. By residing between the physical layer
and cloud layers, it efficiently manages data processing and
resolves computational restrictions in cloud and IoHT de-
vices [17]. Our proposed work uses fog computing bringing
cloud services to network edges and offering suitable com-
putational support for IoHT devices to achieve this goal. In
our work, we also use a three-dimensional (3-D) map chaotic

Key Cryptosystem to reduce communication overhead during
authentication. This system uses a 3-D map of chaotic keys, is
small, minimizes communication overhead, and is sized to fit
the restricted processing power of IoHT devices [18]. Lastly,
our approach combines immutable blockchain technology,
fog computing, and Interplanetary File System (IPFS) with an
authentication scheme to ensure the security of participants
communicating through public channels in a decentralized
environment. Blockchain technology also supports the identi-
fication of decentralized nodes. As a result, this work makes
the following contributions:

* We proposed a multi-factor authentication scheme.

* Our work utilized a chaotic Key Cryptosystem to re-
duce communication overhead during authentication
and guarantee scalability and efficiency.

* Also, in our work, we do a formal security analysis
using the Scyther tool to validate the strength of the
proposed scheme against will-known attacks.

We employ IPFS files to reduce the load on blockchain
and that led to making our work faster than many mod-
ern schemas.

Finally, our work was simulated by utilizing Ethereum
blockchain, Ganache, Solidity, and node JS to evaluate
it for two main metrics latency and throughput this
metric was tested by using apache-JMeter.

The structure of the paper is as follows: Related Work Sec-
tion II. Primitive Tools is covered in Section III. The System
model is explained in Section IV. The planned scheme and
its phases are explained in Section V. Performance analysis,
simulation, and evaluation metrics are all covered in depth
in Section VI. The formal security analyses are presented in
Section VII. The research is finally concluded in Section VIII.

I1I. RELATED WORK

In 2008 Satoshi Nakamoto et al [19], proposed blockchain
technology, a distributed decentralized network that serves
as a network of independent networks in charge of oversee-
ing an assortment of time-stamped records, which was first
presented in 2008. The structure of the blockchain is made
up of linked blocks that are protected by basic cryptography.
Three fundamental ideas underpin this technology’s operation:
immutability, decentralization, and transparency.

In 2018, Liu et al [20], supported the use of both local and re-
mote authentication methods. The local authentication method
combines a hash-based limited disclosure approach and a map
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of chaos to provide mutual authentication among a smart-
watch and a mobile phone. After the device has been verified
on a local level, the cloud conducts remote authentication via
a mechanism known as yoking-proof. In 2018, Almadhoun
et al, [21], introduced an authentication system that utilizes
blockchain-enabled fog nodes and Ethereum smart contracts
to address the capacity constraints of the 10T, grant access
to IoT devices, and verify users. This method enables the
system to expand its capacity by using fog nodes for compu-
tational operations. The system had a low time efficiency, to
authenticate [oT devices. Although the scheme offers strong
security, it does not align with the requirements of most IoT
connectivity scenarios. This work has limitations such as com-
putational overhead because the integration of the blockchain
with a smart contract may not be suitable for all IoT devices,
especially those with limited processing power. Moreover,
in terms of scalability and security vulnerabilities, it is not
entirely immune to attacks; there are potential vulnerabili-
ties in smart contracts. In 2019, Liang et al, [22] developed
a blockchain-powered system for managing and verifying
identities. The system’s goal is to enhance patient data confi-
dentiality while allowing more flexibility in accessing health
records. This study has limitations in scalability due to the
degradation of the blockchain performance as the number of
transactions increases, resulting in significant implementation
challenges in the healthcare sector. Furthermore, it poses data
privacy concerns.

in 2021 Javed et al, [23] introduced blockchain-based decen-
tralized identity control utilizing smart contracts for electronic
health records. This technology has been the subject of nu-
merous research studies, including Health-ID for EHRs and
Health-ID for remote healthcare. Furthermore, a blockchain-
based authentication technique was developed to lessen the
need for re-authentication between several hospitals, improv-
ing productivity and cutting down on time spent on devices
with limited memory and processing power. This document
has limitations, such as issues with a system’s or process’s
capacity to effectively manage growing volumes of work or
data. While the proposed blockchain-based method enhances
decentralization and security, there are still concerns about
blockchain networks’ capacity to manage massive volumes
of data and transactions. The system may encounter delays
and incur higher operating costs as the number of users and
transactions increases, according to performance metrics like
transaction gas cost and transactions per second. The research
also notes that while the blockchain has the ability to increase
transparency and trust, it is difficult to guarantee that all par-
ticipants will abide by privacy laws and healthcare regulations.
This is particularly important when dealing with diverse regu-
latory environments that span several states and regions. Chen
et al. [24] suggested a way to reduce the time needed for au-

thentication in 2022. Complete authentication and lightweight
authentication are the two components of the approach. They
employed CP-ABE for full authentication in order to main-
tain confidentiality. The XOR gate and hash function were
employed for the purpose of lightweight authentication. This
technique made it possible to create a physiological sensing
device that can calculate parameters even though it has less
processing power. They created a random number generator
with the patient data as seeds. Lastly, this approach does not
leverage the blockchain to strengthen the security mechanism;
instead, it makes use of a third party.

Umoren et al. [25] deployed blockchain smart contracts in
2022 to address issues related to user identification and other
constraints in fog and IoT technologies. Secure authentica-
tion, immutability, and scalability were all included in the
decentralized fog computing framework. It also covered the
scalability and immutability concerns with fog computing.
Although the plan offers strong security, it is unable to satisfy
the requirements of common IoT connectivity scenarios. The
study’s coverage of the proposed system’s implementation is
insufficient. More specifically, there are unclear explanations
in the provided data structure and code, which could make
it difficult for other researchers to duplicate and improve the
work. Furthermore, there is not enough information provided
regarding the experimental design and performance metrics.
More thorough explanations of the simulation model and the
outcomes are required in order to appropriately validate the
findings. There isn’t a detailed comparison of the proposed
approach and current solutions in the discussion. A com-
prehensive assessment that takes into account variables like
assault resistance, computing expense, computation duration,
and communication overhead would provide a deeper com-
prehension and validation of the recommended methodology.
Asaeed et al. in 2024 [26], presented a group authentication
using the SSS algorithm, ECC, fog-based computing, and
multi-level blockchain to build lightweight and scalable group
authentication in IoMT, introducing a way to handle chal-
lenges like scalability and time. The evaluation test demon-
strates good scalability and time efficiency. Additionally, the
ECC algorithm faces challenges managing the massive quan-
tity of devices and sensors, because it has limited key size.
Consequently, we employed the 3-D maps chaotic algorithm
to address this issue.

III. PRIMITIVE TOOLS

A. Blockchain Technology

In 2008, Satoshi Nakamoto introduced blockchain technology,
a distributed decentralized network that oversees a collection
of chronologically recorded documents. The blockchain is
comprised of interconnected blocks that are safeguarded by
fundamental cryptography. This system functions based on
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three fundamental principles: transparency, decentralization,
and immutability [19]. The decentralized nature of blockchain
enables secure and dependable data sharing in the Internet
of Things (IoT) [18]. It is widely used in mutual authentica-
tion and functions as a reliable framework for authentication
systems and safe storage [14,27]. The benefits of utilizing
blockchain technology in healthcare are significant. It is a
prudent choice, especially because the healthcare industry has
given high importance to safeguarding patient data in light of
technological progress [1]. Furthermore, numerous specialists
have determined that integrating blockchain technology into
the healthcare sector would be a viable remedy [21]. Con-
sequently, we opted to utilize the Ethereum blockchain in
our proposed work, due to Ethereum’s superior performance
in various areas, including efficient management of a sub-
stantial volume of transactions, in addition to the following
rationales [28-30].

1) Architecture

Ethereum employs a public blockchain structure, enabling
universal participation in the network and the deployment of
decentralized applications (Dapps) through the use of smart
contracts.

2) Mechanism

Ethereum is now using a Proof of Work (PoW) consensus
mechanism, however, it is in the process of converting to a
Proof of Stake (PoS) consensus model through the Ethereum
2.0 upgrade.

3) Smart Contract

Ethereum is widely recognized for its groundbreaking smart
contract capability, which empowers programmers to design
programmable contracts that autonomously execute upon
meeting specified requirements.

4) Scalability

Ethereum has seen scalability issues as a result of its Proof
of Work (PoW) consensus process, leading to network con-
gestion and elevated transaction costs during times of in-
creased demand. Finally, Table I shows some comparisons of
Ethereum platforms.

B. Fog Computing

Implementing “’sensor-to-cloud” connectivity is not feasible
for several healthcare applications. Some apps prohibit the
storage of health information beyond the healthcare facility’s
premises, and ensuring patient safety is a significant concern
in the event of network and data center malfunction [31]. Fog
computing is a solution to the aforementioned concerns. Fog
computing is an outgrowth of cloud computing. It is posi-
tioned or placed in the middle of the cloud and IoHT devices.

TABLE 1.
COMPARISONS OF ETHEREUM
Characteristic | Ethereum
Architecture Public blockchain

Smart Contract | Introducing innovative capabilities for

smart contracts

Scalability Encountering difficulties in achieving
scalability
Mechanism PoW and PoS

Instead of sending data to the cloud for retrieval and process-
ing, fog computing offers services that are located close to
the end units [32]. Healthcare apps are highly responsive to
latency and demand quick feedback. This allows fog com-
puting to efficiently analyze real-time data generated by IoT
devices with minimal additional processing. The fog design
alleviates the computational load on the cloud. Fog and cloud
computing provide users with the ability to access and utilize
capacity, processing power, and network resources. Neverthe-
less, fog nodes distinguish themselves from clouds by their
proximity to the network edge, which allows for the mini-
mization of time delay [33]. Fog nodes are designed to carry
out basic computational tasks, hence reducing the need for
more advanced devices such as routers, set-top boxes, access
points, and mobile phones. Fog computing enables real-time
analysis by conducting storage and computation near the end
devices [34], it can meet the requirements of healthcare sys-
tems.

C. Chaotic Cryptography

In this work, we utilized chaotic-based key management and
a public key cryptosystem provided by Mohammed [18]. The
cryptosystem has been used to offer aspects of a public-key
cryptosystem, including ’key exchange, management system,
and encryption/decryption” of the intended content. Further-
more, the system cryptography protocol effectively addresses
the issue of man-in-the-middle attacks by utilizing chaotic
management systems as its foundation. The key management
system supplied is based on the beta-transformation mapping.
An assessment is conducted to compare the new chaotic key
exchange protocol with the Diffie-Hellman elliptic curve cryp-
tosystem (DHECC). Fig. 1 shows key generation time in each
ECC and Chaotic-based.

D. Hash Function

The SHA-256 algorithm, developed by the NSA, is widely
utilized in encryption protocols such as SSL, TLS, and SSH.
Hashing is a very secure encryption process that is challenging
to decrypt and extremely unlikely to generate identical data
items. The US government utilizes this technology to safe-
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Fig. 1. Key generation time in each ECC and
Chaotic-based [18].

guard confidential data and authenticate passwords [35, 36].
In our work utilizing the hash function was a very important
tool to guarantee the integrity of data and the anomaly.

E. Interplanetary File System (IPFS)

The Interplanetary File System, or IPFS, is a decentralized
file storage system that stores and retrieves data via a dis-
tributed network. In such a scenario, files, documents, and
other application-related data can be stored on IPFS. IPFS
is used to store the encrypted files that the administrator up-
loaded. Every file on IPFS has a distinct content identifier
(CID), making it simple to retrieve and validate. By using
content addressing, which refers to a file’s content rather than
its location, IPFS ensures redundancy, fault tolerance, and
simple file retrieval [37,38]. IPFS is utilized to store patients’
encrypted healthcare data on off-chain storage (IPFS) or re-
trieve and receive the stored data. The patient is responsible
for storing and retrieving the information, while the healthcare
provider is only able to obtain the data.

IV. SYSTEM MODEL

A. Network Model
The proposed framework in our study comprises three pri-
mary layers. These layers, along with their components, are
illustrated in Fig. 2.

1) User layer:

As we deal with healthcare institutions, it means we engage
with a diverse group of individuals, including (Administrators,
patients, doctors, nurses, and the staff) within those institu-
tions.

* Administrators:The administrator (Adm;) plays a piv-
otal role in supervising and managing access to the
various components of the system.

csP M
§
§
¥
Cloud Layer
FPS m m FPS
Fog/Blockchain (== o =
=) =)
Layer

Users Layer .
\/
Patient Doctors r-’ Admin

Fig. 2. Proposed System Model.

 Patients: Patients (P;), who are the main benefiting
of healthcare services, are getting more involved in
their care using digital health tools. This helps them
take a more active role in making decisions about their
healthcare.

* Doctors: Doctors (Dr;), play a vital role in the health-
care system. They diagnose illnesses, provide treat-
ments, and offer guidance to patients.

* Nurses: Nurses are the backbone of the healthcare sys-
tem, providing essential care and support to patients.

2) Fog layer:

This layer consists of many fog servers, with each fog server
responsible for delivering sufficient computation and storage
capacity to its allocated users and IoHT devices. The fog
server contains significant storage and computational capaci-
ties and is tasked with managing the blockchain and verifying
user credentials. Furthermore, it stores and secures the health-
care data of patients on off-chain storage (IPFS) and retrieves
and receives the stored data [38].

3) Cloud Layer:

The fog servers are linked to the cloud layer, which consists
of cloud servers with high-level computing and storage capa-
bilities. The main duty of the cloud server is to register nodes
”fog servers, users, and IoHT devices” [39].

4) Blockchain:
The blockchain serves as a decentralized authority for the ver-
ification and authentication of every entity in the IoHT system
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such as users and devices. Each fog server is connected to
the blockchain to authenticate and validate the identification
of both the user and the IoHT nodes. The verification step
is conducted by the fog server in the corresponding location
utilizing a smart contract [40].

B. Ck Threat Model

By employing the Canetti-Krawczyk model (CK), we may
methodically create and assess the proposed strategy. The
inclusion of multiple essential security features [41]. is vital
for the implementation of the proposed system. This study
encompasses the following aspects:

* Scalability.

* Mutual authentication

* Protection of personal privacy.
* Defense against assaults.

* Ensuring the accuracy and reliability of communication.

V. PROPOSED SCHEMA

This part shows a resilient healthcare authentication system
that is organized across four distinct phases: Setting, Regis-
tration, Login and Authentication, and (HER) data Exchange.
Our work introduces a healthcare system that includes six
main components: Cloud Healthcare server provider (CSP),
Users (U;) such as (Patients (P;), Administrators (Adm;), and
Doctors (Dr;)), Fog server provider (FPS) and blockchain
(BC). The goal is to establish a secure environment for the ex-
change of data between its components based on blockchain.
Furthermore, it employs the (FPS) to reduce the latency and
bring the cloud service near to the end user. In addition, This
work provides other benefits, such as mutual authentication,
streamlined key management, password anonymity, and ro-
bust protection against a range of malicious attacks, including
insider threats, Man-in-the-Middle (MITM) assaults, replay
attacks, and impersonation. The symbols employed in our
investigation are specified in Table II.

A. Setting Phase

In this phase, the (CSP) is considered the main responsible
for managing and registering the users, Fog Service Provider
(FPS), and IoHT devices. Each user and IoHT device obtain
the shared key (SK) locally by implementing a key exchange
protocol based on a chaotic logistic system to guarantee se-
curity. The CSP employ a highly secure cryptographic hash
function known as the h(.) function, implemented through
SHA-256 which is a member of the SHA-2 family and plays
a main role in verification and anomaly for major parameters.

TABLE II. SYMBOL USED IN OUR SCHEME

Symbol | Description
CSP Cloud Healthcare server provider
BC Blockchain
Adm; Administrator
U; Patient
T Difference between sent and receive
time
Prag, | Admin private key
Pry Doctor private key
Puy Doctor public key

SK Shared Key

HERp | Patient Health Electronic Record
SKy Admin shared key

Opyrr | HER owner

Uyer HER request

Additionally, our proposed scheme uses chaotic-base cryptog-
raphy for the Encryption function (Enc()), and the Decryption
function (Dec()).

1) Node; registration
At first, each node; such as (FPS, Pd;, [oHT sensor S; .... etc.)
generates own private key (node;,, ) and public key (node;,,)
using the chaotic system (as described in section 3.3). the
following step explains node; registration process.

Step 1: node; selects an identification node;,,, and time (7§)
and send registration request to the CSP {node;, ,, Ty, node;,, }.
Step 2: CSP checks the freshness of the received request by
calculating T's—T,< T, where T’ denotes request receiving
time and represents the acceptable difference between T* and
T.

Step 3: CSP classifies the node;,;, to add to related list such
as (FPS list, pd; list, S; list) then Save ( node;,,,, nodeipu,
CSP ,,) in the BC.

Step 4: CSP check if registered node;,,, its IoHT device (pd;)
then need to assign to the FSP then sends {CSP ,,, Pd
FPS ,, } to BC.

Step 5: After assigning pd; to the FSP, finally the registration
of node; successful.

ipu’

B. User Registration Phase

At this point, will outline the registration process with a spe-
cific focus on the registration of the Fog Service Provider,
TIoHT devices, and users such as (Administrators, Patients,
and doctors). Every user is required to enter accurate and
complete information, including their username, password,
Ethereum wallet address, and other relevant details, only once.
Here is a description of the registration process. In this part,
the Users (Uj) who wishes to register in the system must do
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csp I

- U calculates shard key SK A
- U sends registration request with

his credentials CSP v

U generates Prand Pu keys

CSP sends HP' to store in-
BC and assign fog server ID

- CSP computes HP' = h(Pw Il Un)
- CSP calculates the shared key Sk

- CSP generates HER,,
- CSP store HER;, in IPFS OO
/P \
AL Aton
X CE—CIR 4

BC

Beke0

g
8

Fig. 3. User Registration.

the following steps, and the patient registration is shown in
Fig. 3.

Step 1: Uj should register his information such as (User-
name (Uny;,), address (Ady,), phone number (Pny;), pass-
word (Pwy;), Ethereum wallet address (Way,), Type of disease
Tdy;i) ) in the CSP computed HPy; anomaly by calculating
HPy; = h (Uny, || Pwpi) then store it in the BC through a
smart contract.

Step 2: U; generates the private key (Uj, ) and public key
(Uipu) based on the chaotic system as described in section 3.3.
Step 3: The U; computes a shared key (SKy;, ), ensuring that
the encryption (Enc(.)) and decryption (Dec(.)) processes for
safeguarding S; sensitive health information data are carried
out with a robust key based on the chaotic logistic system.
Step 4: CSP creates and encrypts Electronic Health Record
(HERp;) with all of the aforementioned medical information
and lists of doctors associated with a new patient and saves it
on IPFS.

Step 5: CSP assigns Patient (U;) information to the fog server
FPSip that connects within the same area.

Step 6: CSP sends the patient (U;) information (HPy; )to the
BC by calling the smart contract.

C. Login and Authentication Phase

At this time, the User (U;) wants to gain access to the system’s
services, and resources must provide valid parameters to the
system. Fig. 4 describes the process steps.

Step 1: U; enters his/her Uny, , Pwy, , then chose random
number r; € Z; . Furthermore, U; calculates A = h (Uny;) and
HUUI- =H (PWU,- || Ul’lU,. H h( Iy ) )

Step 2: U; encrypts ( r; ) with the shared key SKy, , E =
Encsky, (i)

Step 3: U; sends the login request { HAy, , E, A} to the FSP
as a first authentication factor.

Step 4: When FPS receives the login request from the U; ,
F PS verifies it as follows:

a. FPS check A ? Un'y, if match FPS restore the random
number by decrypt r’; = Decsk,,. (E).

&=Xx~» @
(e5e) 0
S Step3

FSP check
A=TUn'y,

decryptr = Decgy,, (E). ‘

compute Hil'y, =1 (PWy, [I7,)

Step4,

<vc>
Seps [ compwolity, <y, ‘

v, reccive VC' from the FPS
FPS compute L =H (Way,® VC' ©
%)

FSP request Way, from blockchain

Blockehain response with Way,

o
compares L =" L'

‘ authenticated successfully ‘ Terminates |

Fig. 4. User Login and authentication.

b. FPS retrieves Pw'y, from BC and computes HAy; = h (
Pw'y, || H(7;)) and compare HAy, ? HA'y; . If true, accept;
FPS sends the challenge a verification code (VC) to U;.
Step 5: Upon the U; receive VC' from the FPS compute L =
h (Way,& VC' & h( r; )) then sends L to the FPS.

Step 6: At the time F PS receives the L form U; , F PS retrieves
Way, from BC and calculates L' = h ( Way, & VC & h( r/;
)) and compares L? L'. In this case, the FPS confirms the
U; login and authenticated successfully. Otherwise, refuses
the login process. The Doctors login and authentication
are the same process as the patients. doctors must provide
valid parameters to gain access to the system to check the
HERp; and make an update based on the role and privileges
given to them by the administrator.

D. HER Data Exchange Phase

During this time, after users complete the registration and
authentication phases, a HER related to the patient is created,
these HERSs consist of personal health data that are generated
after patient examination inside the hospital. Furthermore.
HER can be reached by each HER owner and the user. in
addition, HER owner predefines access privileges such as
(read, write, and edit). This phase includes four components:
HER owner (Oggg), Users (Uggr) such as (Doctor, Nurse,
and Admin), FPS, and BC. Furthermore, we establish Secure
HER data exchange for Patients and Users. In addition, we
employ fog computing to guarantee the security of exchanging
HER data. Smart contracts are designed to automatically
execute their functions once certain access requirements are
fulfilled. The following steps and Fig. 5 explain the process:
Patient side

Step 1: Ogygr sends a query request to FPS to ask for HER
with these parameters <IDp, >.

Step 2: At the moment FPS receives the request from the
OyEr , FPS retrieves the SKp and Wap from BC.

Step 3: FPS retriever HERp from IPFS.
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Step 4: FPS selects a random number (r) and calculates E=
Encgg (r). and sends E to Oggg.

Step 5: Opgp restore (r) by computes Decsk (E) then calcu-
lates E = h (wap || r) and send E to FPS.

Step 6: FPS computes E = h (wap || r) and compares if E
==F’ then Oggg gain access to HER, otherwise Terminates
the phase

User side

Step 1: Ungr sends a query request to FPS to ask for HER
with these parameters </Dy, >.

Step 2: At the moment FPS receives the request form the
Unkgr , FPS retrieves the SKyy and Way from BC.

Step 3: FPS retriever HERp from IPFS.

Step 4: FPS selects a random number (r) and calculates E=
Encgk (r). and sends E to Ugygg.

Step 5: Upygg restore (r) by computes Decsk(E) then cal-
culates E = h (way || r) and send E to FPS. Step 6: FPS
computes E = h (way || r) and compares if E ==E’ then Uy gg
gain access to HER, otherwise Terminates the phase.

=(r)

17- P Dec=(1)
Computes E=h(Wall r)

Fig. 5. HER Data Exchange.

VI. PERFORMANCE ANALYSIS

A. Simulation Environment

Table III provides a comprehensive overview of the equipment
employed in the conducted test, which leveraged the widely
used simulator tool, Ganache. Ganache serves as a valuable
resource, enabling developers to establish a local Ethereum
blockchain environment for supervised experimentation and
analysis. The testing and deployment of smart contracts on
the blockchain were facilitated through the Truffle tool. Ad-
ditionally, Node.js played a pivotal role in constructing the
proposed framework. The simulation was carried out on a

TABLE III. INSTRUMENTS EMPLOYED DURING THE
SIMULATION OF OUR WORK

Component | Description
MacOS Operating System
Solidity Smart contract programming language
Truffle Testing smart contract
Ganache Local Ethereum blockchain Simulator
tool
Node.js Developing tool for clients

Mac OS 476.0.0.0.0 LTS 64-bit system, equipped with 8 GB
of RAM, and powered by a Dual-Core Intel Core i5 CPU
operating at 2.7 GHz. Figure visually depicts the interplay of
various tools involved in executing and simulating our project.

B. Metric
The latency and throughput are among the criteria utilized for
evaluation. The following is a brief explanation of these:

1) Throughput:

Throughput = Totalnumbero ftransactions | Totaltimeinseconds.

ey

2) Latency:
Latency = CommitTime — Submittime(2) 2)

C. Analytics and Finding

To evaluated the practical utility of our findings for various
user roles and responsibilities through a thorough performance
assessment using Apache JMeter version 5.6.3 [42]. The sys-
tem’s ability to function in real-world scenarios was fully
examined using Apache JMeter, a renowned tool for mea-
suring load performance. In this work employed JMeter to
conduct simulations including a range of 100 users. The users
engaged with the system, performing different tasks. JMeter
measures throughput in kilobytes per second, representing the
data transferred within a specific time frame. Fig. (6), (7), and
(8), display a graphical depiction of the achieved throughput in
the proposed scheme. The experiment revealed a direct linear
relationship between the system’s throughput and the quantity
of users and requests. The consistent increase in throughput
illustrates the efficiency of our job. Furthermore, Latency is
the time differential between sending a request and receiving
a response within a system. We utilized JMeter to analyze
the average latency of the proposed design in this study.The
average latency of the system, compared to the throughput of
the specified job. The experiment’s highest recorded latency
was approximately ~ 3.7 ms.
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Fig. 6. Response Time Percentiles.

Ll Bytes Throughput Over Time

30000 1

25000

20000

15000

Bytes / sec

10000

0622:04 0622:04 0622:04 0622:04 0622:04 0622:04 0622:04 0622:04 0622:04 0622:04 0622:04 0622:04 06 22:05

Elapsed Time (granularity: 1 min)

Fig. 7. Throughput Over Time.
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Fig. 8. Latencies Over Time.

secret SK: Function; // symmetric key
hashfunction hash; Claim Status  Comments
usertype XOR; -

const PU: Function; // PUBLIC key

usertype ID, Pw, ri, wa;

protocol Test (U, FPS)

[
role U

const SMs;
send_1(U, FPS, XOR (hash (ID,ri)),XOR(hash(Pw,ri)), {ri} sk(W));
recv_2(wa, U, SMS);

send_3(U, FPS, (XOR (wa, SMS)), ri, ((XOR (wa, SMS)), ri), hash (PU));
claim_U1(U, Secret, SMS);

claim_U2 (U, Secret, Pw);

claim_U3(U, Secret, ID);

claim_UA4(U, Alive, XOR (hash (ID, r)));

bEitd

)

claim_U8(U, Alive, XOR (wa, SMS));

3
role FPS
1{

EERRER R
!

H

i
FEEE

|

const sMs;
recv_1 (U, FPS, XOR (hash (ID, ri)), XOR (hash (Pw, ri)), {ri} sk(U)); =~ oo
send_2(FPS, U, SMS);

recv_3(U, FPS, (XOR (wa, SMS)), ri, (XOR (wa, SMS)), ri), hash (PU));

claim_ FPS 1(FPS, Secret, SMS);

claim_ FPS 2(FPS, Secret, Pw);

claim_ FPS 3(FPS, Secret, ID);

claim_ FPS 4(FPS, Alive, XOR (hash (ID, ri)));

claim_ FPS 5(FPS, Alive, XOR (hash (Pw, ri)));

claim_ FPS 6(FPS, Alive, {ri} sk(U));

claim_ FPS 7(FPS, e, hash (PU));

claim_ FPS 8(FPS, Alive, (XOR (wa, SMS)));

}

Fig. 9. Scyther formal analysis.

VII. SECURITY ANALYSIS

In order to verify the effectiveness of the suggested secure
mechanism, formal security evaluations were carried out using
the Scyther tool for formal analysis, as shown in Fig. 9. Fur-
thermore, examined the effectiveness of the suggested method
in relation to security and privacy. When creating security
protocols for any system, it is crucial to take into account three
fundamental security principles: Confidentiality, Integrity, and
Availability, commonly known as CIA [43]. Confidentiality
ensures that only authorized users can access the system’s
communications. Data integrity ensures that only authorized
individuals can modify stored data, while data availability
guarantees that users can access the data as needed. Moreover,
our method provides benefits such as mutual authentication,
efficient key management, and password anonymity. The
system is engineered to endure common harmful at-tempts
including insider threats, Man-in-the-Middle (MITM), and
Reply. We will now summarize the aforementioned primary
security requirements assessment in Table VI. As shown in
Table V, we thoroughly examined some attacks and evaluated
the robustness of the system against each one. To protect
privacy, our plan places a high priority on data ownership,
making sure that only users are in control of their data. The
use of blockchain technology for transaction authentication
strengthens the system’s defenses against hostile incursions,
increasing the likelihood that an adversary won’t be able to
take over 51% of the network’s resources or alter the data. The
method also guarantees other privacy-enhancing features like
auditability and transparency of data. By keeping the control
policy on a blockchain ledger, which the patient alone can
amend or revoke, fine-grained access control is made possible.
Furthermore, A comparison study of suggested model against
several current systems is shown in Table IV.
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TABLE VL
SECURITY REQUIREMENTS

Requirement | Scheme Solution
Confidentiality | Done by utilization of symmetric key
cryptography.
Integrity Hashing of data blocks in blockchain is
achieve integrity.
Availability Achieved by restricting reactions that
are considered valid within the network.

VIII. CONCLUSION

This paper explores important privacy and security concerns
related to electronic health records (EHRs) and the Internet
of Healthcare Things IoHT. To give IoHT devices enough
computational assistance, our approach incorporates fog com-
puting, which expands cloud services to network edges. Us-
ing a 3D Chaotic Key Cryptosystem during authentication
to reduce communication overhead. These chaotic keys are
especially useful for IoHT devices with constrained process-
ing power because they are small and effective in lowering
communication overhead. Furthermore, combine immutable
blockchain technology with an authentication system to pro-
vide secure interactions over public channels in a decentral-
ized setting. Blockchain technology also makes decentralized
node identification possible. The evaluation results show that
suggested strategy has lower latency when compared to cur-
rent blockchain-based authentication techniques and exhibits
strong scalability, dependability, and resilience against known
attacks. The methodology used for implementing and evaluat-
ing smart contracts involves utilizing Ganache, an Ethereum
platform, and the Solidity programming language. In addition,
evaluate latency and throughput via the Apache JMeter tool.
Finally, the Scyther tool is utilized to do a comprehensive
security analysis of our method, demonstrating its robustness
and resilience against potential threats. For future work, at-
tend to use biometrics such as fingerprints to authenticate the
admin to add extra security level.
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