Received: 22 March 2024 | Revised: 6 July 2024 | Accepted: 19 July 2024

DOI: 10.37917/ijeee.22.1.31 Vol. 22 | Issue 1 | June 2026

Open Access

Iraqi Journal for Electrical and Electronic Engineering

Review Article

University of
Basrah
College of
Engineering

Unraveling Phishing Attacks and Countermeasures: A
Comprehensive Review

Ali Raheem Al-Hafiz*, Adnan J. Jabir
Department of Computer Science, College of Science, University of Baghdad, Baghdad, Iraq

Correspondance

*Ali Raheem Al-Hafiz

Department of Computer Science, College of Science, University of Baghdad, Baghdad, Iraq
Email: aliraheem2201m@sc.ubaghdad.edu.iq

Abstract

Recent advancements in communication and wireless technologies have greatly increased the number of internet users.
These users often share personal information online, making it vulnerable to attackers. Phishing, a common type of
online fraud, involves tricking people into giving their personal information through spam or other deceptive methods.
Even though this threat has been around for a long time, it is still very active and successful. Attackers have improved
their methods over the years to make their attacks more convincing and effective. Therefore, it is important to carefully
study this type of attack to raise awareness among both users and cybersecurity researchers. This review paper explains
the basics, types, and methods of phishing and presents a unified attack lifecycle framework to provide users and
researchers with a clear understanding of phishing. Additionally, anti-phishing methods are thoroughly analyzed
to determine their strengths and weaknesses. Researchers use different strategies to develop anti-phishing solutions,
including blacklisting, whitelisting, heuristics, machine learning, and deep learning techniques. To help readers choose
the best anti-phishing solution, research studies using these strategies are categorized, evaluated, and compared using
specific criteria to show their strengths and weaknesses. Furthermore, the datasets used to develop anti-phishing models
are discussed and reviewed. Finally, this paper provides a detailed overview of current phishing challenges and suggests

future research directions in this area.
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I. INTRODUCTION

Over the last few years, there have been nearly 1.13 billion
websites on the Internet, according to Forbes Advisor [1].
The number of Internet users has increased, since October
2023, with about 5.3 billion users accounting for 67.7% of the
world’s population. At the same time, the number of social
media users increased reaching 4.5 billion users. Concur-
rently, the attacks on the websites has increased as evidenced
by statistics [2] through the pandemic Covid-19, due to work-
ing and teaching becoming online, resulting in a significant
increase in the work for email services, student platform web-
sites, educations, banking services,..etc. Therefore, the targets
being exposed to phishing attacks has been significantly in-
creased [3,4]. The Internet Crime Report Cybercrime (IC3)

investigations show that phishing attacks have increased at
the highest rate in the last five years; there have been 300,497
reports of phishing.

Consequently, it is predicted to have cost over $10 billion
in losses overall, exceeding the $6.9 billion from 2021 [5].
According to Kaspersky’s company, there were 500 million
attacks in 2022, and that increased to double since before last
year [6]. In addition, Anti-Phishing Working Group (APWG)
reported that phishing attacks was 4.7 million and the number
of phishing attacks increased to 150% at the start of 2019,
furthermore, the report of the APGW in Q4 of 2022 [7] stated
the highest priority is given by attackers to companies or
organizations or brands to attack them to collect sensitive
and useful information. According to the office of national
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statistics. Recent research [8] found that Phishing has been
the most popular technique employed by cybercriminals. It
defined Phishing as a technique used to get sensitive and pri-
vate information such as usernames, passwords, and payment
card details, through fraudulent texts, emails, and websites.
To trick users into doing things like clicking on a hyperlink
that installs malware or steals personal data, the attackers
use social engineering techniques [2].To launch phishing at-
tacks, fraudsters mostly rely on fake emails where victims are
tricked into providing the requested information. As a result,
users may avoid online banking, shopping, and e-commerce.
Businesses may also suffer from a decline in stock price, a
loss of reputation, and a decline in customer confidence, Fig.
1 shows the targets that have received the most attacks

Most of the recent research introduced phishing attack
as social engineering techniques to increase their probabil-
ity of success [1]. Therefore, networks are seeing a sharp
rise in social engineering attacks, which compromise cyber-
security. Cybercriminals attempt to influence people and
organizations into disclosing sensitive and valuable informa-
tion [9]. Whether a network has strong firewalls, encryption
techniques, intrusion detection systems, or anti-virus software,
social engineering poses a threat to network security. Com-
pared to computers or other technologies, humans are more
likely to trust other humans. As a result, they are the weak-
est link in the security chain. A person is psychologically
persuaded to reveal private information or violate security
protocols by malicious operations carried out through human
interactions [10].

Social engineering assaults are the most potent since they
pose a threat to all systems and networks because of these
human interactions.

Businesses, Brands, Organizations

-

® Webmail/Saas H Other ® Social media

financial institutions o logistics/shipping ® Cryptocurrency

B payment

Fig. 1. Targets that have mostly been attacked

The U.S. Department of Justice lists social engineering
attacks as one of the worst global concerns. According to a
2016 report by cyber security research firm Cyence, social
engineering assaults targeted the United States the most, with
the highest cost of attack, followed by Germany and Japan.
These attacks are thought to have cost the US $121.22 billion.
Particularly, hackers and cybercriminals from all over the
world target and have an impact on American businesses.
Another example in 2018, confidential customer data was
stolen from the Equifax company after it was breached for
several months. This business is a consumer credit reporting
and monitoring agency that compiles information on private
persons as well as commercial clients in order to keep an
eye on their credit histories and stop fraud [11]. Therefore,
phishing attacks have evolved in recent years due to high-tech-
enabled economic growth worldwide. The rise in all types
of fraud loss in 2019 has been attributed to the increase in
deception scams and impersonation, as well as to sophisticated
online attacks such as phishing.

There have been several well-known phishing attack types.
This includes spoofing, malware-based phishing, email/spam,
data theft, DNS-based phishing, and web-based phishing over
the phone and package delivery [12].The global impact of
phishing attacks will continue to intensify, and thus, a more ef-
ficient phishing detection method is required to protect online
user activities. Several countermeasures methods for identi-
fying phishing websites have been proposed in the literature
like, Visual Similarity, Heuristic, Lists-Based, Machine Learn-
ing, and Deep Learning techniques. In this paper, the attacks
types along with a phishing timeline is presented. In addition,
the current research works dedicated to detect the phishing
attacks are analyzed thoroughly to show their strengths and
weaknesses. There have been several review articles [13] dedi-
cated for the phishing and anti-phishing attacks; however, this
review article has the following distinctive contributions.

* Presenting a unified flowchart capable of identifying
numerous common phishing techniques, illustrating
how attackers modify their approaches to target victims.

* The past research on phishing lacked critiques from
fellow researchers. Therefore, this study extensively
explains anti-phishing techniques and highlights the
significant weaknesses of each method.

* Presenting an inclusive diagram detailing the steps to
construct a phishing detection model for researchers,
covering gap identification, dataset selection, classifier
choice, data preprocessing and segmentation, classifier
training, and testing.

* This study thoroughly explains datasets and their repos-
itories from prior studies. It assists researchers in select-
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ing suitable datasets for designing appropriate models.

The paper is organized as follows, Section II contains
a detailed explanation of phishing, its history, the most im-
portant types, and its effects on individuals and institutions.
Then we discuss the life cycle of phishing attacks, what steps
the attacker takes to carry out the fraudulent link attack, and
their motives. Section III presents the phishing types and the
analysis of the current research works on the anti-phishing
techniques. Section IV discusses the data set used in previous
studies for the past five years and the methods of dividing
and distributing it and adopting the repositories of the data
set. Section V describes an analytical study of the distribution
of different phishing scams. Section VI concludes with an
analytical study and discussion of previous research and what
this research paper has presented.

II. ATTACK TECHNIQUES

Cisco company referred to the Phishing as the act of send-
ing fraudulent emails or other types of communications that
seem to be from a reliable source. The intention is to either
install malware on the victim’s computer or steal sensitive
data, such as credit card numbers and login credentials [14].
The phishing process involves the following elements:

1. Attacker: People or groups that execute phishing at-
tempts with the intention of gaining a specific kind of
advantage, such money or identity concealing (which,
for example, describes the circumstance in which phish-
ers do not utilize the identities they have stolen). Ac-
cording to AVG the Hacker (Attackers) can be classified
into different types based on their motives, skills, and
methods, such as: script kiddies, hacktivists, cybercrim-
inals, cyberterrorists, and state-sponsored hackers [15].

2. Victims: Individuals or organizations who suffer the
consequences of an attack, such as data loss, identity
theft, financial damage, reputation harm, or physical
injury. Victims can be targeted by attackers for various
reasons, such as: personal vendetta, political agenda,
financial gain, or random opportunity [16].

3. Tools for attack: Hardware or software tools that give
attackers the ability to carry out various kinds of tasks,
including after-exploitation, exploitation, scanning, and
reconnaissance. Attacking tools can be either specially-
made tools for specific attack, like malware, ransomware,
or phishing kits, or they can be authentic tools used for
malicious purposes, like Nmap, Metasploit, or Netcat
while Vulnerability was refer a weakness in a system
that can be exploited therefore the Exploit was taking
advantage of the identified vulnerability [17].

According to their cybersecurity vulnerabilities, phishing at-
tacks have been classified into several categories:

A. Email Phishing

Users are tricked into providing their credentials via a care-
fully crafted fake email, and a Phish-Me study [18] found that
fake emails are the starting point for 91% of phishing attacks.
Curiosity (13.7%), fear (13.4%), and urgency (13.2%) are the
main reasons why people are vulnerable to these emails [19].
Phishing email is described as a message that usually appears
to come from a well-known organization and requests your
personal information [20]. The scammer targets two groups
with phishing attacks: individuals and employees because they
are trying to steal credit card number, social security number,
account number, password, or private photo. Definitely the
impact of this attack is huge as 3.4 billion spam emails are
being sent daily throughout the world. Additionally, for every
100 internet users worldwide in 2021, there were 16.5 leaked
emails.

B. Vishing

Is described as the act of using the telephone in an attempt
to scam the user into surrendering private information that
will be used for identity theft. When an attacker tries to get
information from a victim over the phone, it is known as vish-
ing, or voice phishing [21]. According to Gupta [22], phone
numbers and personal information obtained from millions of
users’ social media accounts and caller ID can be utilized to
execute these attacks. A caller posing as the victim’s bank, for
instance, can state that unexpected charges have been found on
the victim’s account before requesting that the victim confirm
their credit card details. The target of that attack is individuals
and the mostly goal is to get personal information about the
victim by making fake calls or speaking on the phone with
fraud sound. The impact of that attack was appeared in 2022;
almost seven in ten respondents reported having encountered
vishing attacks. This represents an increase from 54 percent
in 2020.

C. Whaling

Refers to a specific, uncommon, and highly specialized form
of phishing that targets only VIP clients. The term “whaling
attacks” refers to phishing attempts that target high-ranking
personnel, such as top executives in any organization and
other important individuals in the business world. The higher
profiles or any senior managerial level positions in a corporate
firm are the primary targets of the whaling attack [23]. The
primary aim of that attack is to steal money or sensitive infor-
mation or gain access to their computer systems for criminal
purposes. A whaling attack in 2022 was the most common
type of attack against Asian organizations. One whaling attack
costs the company a loss of $47 million [24-26].
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D. SMISHING

The researchers defined the smishing in many form like is a
type of phishing in which attackers send text messages that
look to be from a reliable source, requesting that recipients
click on a link or provide personal information via text mes-
sages rather than via emails. It also refers to a technique of cy-
bercriminals using malicious links, phone numbers, or emails
to target mobile Short Message Service (SMS) devices [27,28].
The goal of that attack is to gain personal information about a
victim, the goal of that attack is to Gain personal information
about a victim and using that sensitive information to get full
access to bank account or get control access on computer. The
impact for smishing was clearly appeared in April 2022, hack-
ers sent an average of 2,649,564,381 smishing messages per
week, moreover in 2023, less than 35% of people are familiar
with smishing as stated in [29].

E. Spear Phishing
Is a different kind of attacks that exploit technical flaws in
software, protocols, and machines. Spear-phishing attack’s en-

gineering might be described as social in nature as compared
to technical. Spear-phishing is the practice of sending victim-
specific emails that are specifically tailored to trick victims
into doing something that will benefit the predator. Because
of the nature of the attack, the attacker just needs a very basic
understanding of technology [8]. The primary targets for that
attack are government officials and high-profile individuals,
business partners or suppliers. Therefore, the attack aims to
obtain gain confidential information [30]. Undoubtedly, this
attack was influential in 2022, 47% of spear-phishing world-
wide were scams, making them the most common type of
cyberattack in this category [31].

Fig. 2, shows most common phishing techniques and
illustrates how attackers modify their approaches to target
victims and we supposed that user try to login website of
bank.

* Message Received: If you receive an Email, SMS, or
social media message (ESS), ask yourself: Is it from
someone I trust? If yes, great! Else the message is
detecting as ESS phishing.

User clicks on link

Redirected to
trusted website?

User logged in

User receives an email, SMS, or
social media message (ESS)

Is ESS from Trust
source?

ESS phishing
detected

User redirected to phishing
website

URL phishing.
detected

No Spear phishing

Yes

User continues
normal activities

L Whaling Phishing Detected

detected

Fig. 2. Most common phishing technique
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* Clicking Links: If you decide to click on a link in the
message, watch out for two possible outcomes:

* Redirected to a Trusted Site: If the link takes you to a
website you recognize and trust, like your bank’s site,
you’re safe to enter your login details.

» Redirected to a Phishing Site: But if the link leads you
to a suspicious website, such as a fake login page, be
cautious. This is known as "URL phishing”.

* Entering Login Details: If you do enter your login
information, pay attention to what happens next:

* Suspicious Activity: If your account starts acting strangely,
like sending odd emails or transferring money without
your knowledge, it might be a ”whaling”.

* Login Failure: If your login fails unexpectedly, it could
indicate a “’spear phishing” attack.

* If nothing happens to them, the user can resume normal
activities.

II1. PHISHING TIMELINE

In phishing, attackers use a phony website that appears to
be a visual replica of an authentic website in order to obtain
sensitive data from victims [32]. To clarify the phishing at-
tack process the following scenario is assumed. The attacker
creates a fraudulent website and sends convincing emails with
a link to it to users of an online service in a generic/traditional
phishing scenario, often known as mass-email phishing cam-
paigns. The Data is collected by the server hosting the phony
website, just when a user of the web service clicks on the
link and inputs the personal information. As we shown in Fig.
3, the first stage is known as the reconnaissance or planning
phase, during which the attackers select a phishing vector,
communication channels, and possible victims [33,34]. The
attacker tries to collect public and private information using
special tools, via social media, or using network tools, where
sufficient information about the target must be known. The
second stage, known as weaponization or setup, is when phish-
ers get ready to spread phishing materials to their intended
victims [35].

After completing the process of collecting information
about the target (the victim) and knowing what the victim’s
desires are (the bait), the attacker then creates a fake web
page using one of the tools found in “Kali Linux operating
system”. The subsequent phase is known as the “’phishing
phase,” during which phishers begin to distribute to place baits
on victims [36]. The attacker must choose the appropriate
means (method) to send the fake URL or fake page to the
victim using social media, email, or via text message.

Using stolen information for fraudulent activities then
steps ¢ covering the tracks and preparing for further attacks

Masquerading as the trusted entity and usingsocial

Step 4 ineering and collecti information then Gain access

& 4

Step 3 Sending phishing email and distributed Malware

Creating phishing page and setting up attack infrastructure
Step 2

Step 1 Gathering information and identifying targets

URL Phishing Timeline

Fig. 3. Phishing attack steps

Sometimes the victim will doubt the fake link and will not
click on it. Therefore, the attacker must use social engineering
to convince the victim to click on the fake link and even more
to convince the victim that it is a trustworthy site. The next
phase is known as the “exploitation” or ’penetration phase”,
during which phishers take advantage of victims’ vulnerabil-
ities to trick them into disclosing sensitive information [37].
When the victim clicks on the fake URL, the fake website will
appear which is similar to the original website. Here, several
options appear for an attacker to either use the malicious pro-
grams like Trojan while loading the website, or click on the
poisoning link, which enables him to penetrate the victim’s
computer and obtain all his sensitive information, or steal
private information of the victim like (name, work, birth, bank
number, and password). Before to the last phase, the phishing
operation has been effective, and the hackers have managed
to get the data they had planned to steal. Phishers may choose
to take additional steps in order to profit financially or may
choose to use the information they have gathered for other
objectives [33]. In the final stage, the attacker must erase the
traces that indicate an address on the Internet or use a hidden
browsing method or a network (VPN), as we show in Fig. 3.

IV. PHISHING DETECTION TECHNIQUES

A. List-Based

These techniques are used by browsers such as Google Chrome,
Microsoft Edge, and Firefox to identify phishing websites. It

comes in two varieties: whitelisting and blacklisting [38]. A

white list consists of a list of authorized, valid domain names

or URLs. The details of websites that are trustworthy and that

the user wants to visit are listed on a white list. A black list, on

the other hand, is a list of websites that the user does not want

to visit and that are fraudulent. In addition, compared to the

black-list, the white-list data is more precise and smaller [39].
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Furthermore, Whitelist-based phishing which was a website
detection technique had worked on some features such as logs
and the IP address and login user interface (LUI) data of every
URL a user visits to detect phishing websites [40]. Addition-
ally, Google company used API called it “block list” which
is a database that includes websites and IP addresses which
Google, other search engines and antivirus software providers
have marked as unsafe for use. That allows users to check if a
specific URL address is included in the blacklist of phishing
websites on Google. However, drawbacks have appeared in
that technique like their susceptibility to minor URL modifi-
cations that can bypass the system and provide a high rate of
false positives. Moreover, that technique fails in preventing
zero-day phishing sites [41]. Therefore, researchers suggest
that these lists must be regularly updated to detect the phishing
website.

B. Visual Similarity

Theses techniques compare the visual features of the target
website with the suspected website to identify phishing at-
tempts. The features can be Global features and local fea-
tures, and Visual attributes like including CSS, text layout,
source code, logos, and screenshots. Because users are now
smarter than ever, skilled phishers always design websites
that are “visually similar” or even identical to the target web-
sites. However, aside from HTML text, there are other ways
to create a “visually similar” or similar web page, including
photos, flashes, movies, and more [42—44]. Additionally, [45]
suggested a technique for identifying phishing websites using
some features like CSS files in web pages to detect if phishing
websites or legitimate. In addition, [46] proposed the Link
Guard algorithm to determine whether a URL is suspicious
and used an image-based page-matching approach to obtain
similarity between the target pages and pages in phishing web-
sites. Moreover, [47] proposed a detection method based on
the URL and web page similarity to detect phishing websites
or not. Nonetheless, these techniques compare the suspect
web page to previously visited or saved web pages, it’s inef-
fective against zero-hour phishing attacks and it is complex,
also slower by nature furthermore it is expensive and needs
computing resources [48]. In contrast [49] proposed solutions
for drawbacks of visual similarity technique by combining
visual similarity with machine learning or URL base, or by us-
ing machine learning or deep learning techniques in phishing
detection.

C. Heuristic

This approach makes use of several features that are gathered
from the website and utilized to determine if it is legitimate
or illegitimate. There are two methods in the heuristic-based
approach, referred to as content-based and non-content-based.

While features based on host information and URLSs are em-
ployed in non-content-based approaches to identify phishing
sites, content-based approaches use the website’s content to
determine the legitimacy of the website [50-54]. The heuristic
techniques examine the text and URL structure of phishing
websites, and extract the characteristics of phishing, then cre-
ate a model to identify phishing sites based on the extracted
attributes. Additionally, most researchers present methods
for phishing detection such as [55]. presented the ‘Phish
Net’ technique, which proposed lists of the basic URL-based
phishing websites based on five heuristic guidelines. In addi-
tion, [56]. presents an FSM technique that monitors web page
forms and corresponding reactions to assess the behavior of
a web page to detect phishing websites. Consequently, when
comparing heuristic to list-based techniques, this method is
faster and has fewer false positives or false negatives, but it is
less accurate. Once an attacker learns the heuristic approach,
he can get past the heuristic filter and accomplish his purpose
of stealing credentials [57]. To mitigate the drawbacks in the
heuristic technique [58] proposed to increase accuracy using
a Hybrid-rule base for phishing detection.

D. Machine Learning (ML)

Is the scientific study of statistical models and algorithms
used by computer systems that perform certain tasks without
the need for explicit programming. Machine learning has
been used in several everyday applications. A learning algo-
rithm that has figured out how to rank web pages is one of
the reasons that every time a web search engine like Google
is used to search the internet, it functions so well. These
algorithms are used for various purposes like data mining,
image processing, predictive analytics, security detection, etc.
The main advantage of using machine learning is that, once
an algorithm learns what to do with data, it can do its work
automatically [59]. ML can be classified into four categories:
supervised learning, unsupervised learning, semi-supervised
learning, and reinforcement learning. In supervised learning,
the data has already been classified because the system was
trained on labeled data, but in unsupervised learning, the algo-
rithm is trained on unlabeled data, which means that the data is
not classified. Semi-supervised learning combines supervised
and unsupervised learning. Also, the Reinforcement learning
algorithm learns by interacting with its environment. The most
ML classifiers are Random Forest (RF), Support Vector Ma-
chine (SVM), Naive Bayes, Hidden Markov Models (HMM),
Decision Tree, K-Nearest Neighbor (KNN), Gaussian Mixture
Model (GMM), Artificial Neural Network (ANN) [60]. Au-
thors in [61] explained how ML is used in phishing detection,
by looking at things like web addresses, how websites were
built, and the code used on the page. This information helped
to make datasets that could recognize fake sites. The work
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in [62] presents how ML dealt with a dataset, teaching ma-
chine learning computers to spot these fake sites using these
datasets. The work in [63] used ANN classifier to achieve an
accuracy of 83.38%. The work in [64] proved that ML worked
well with big and complicated data, and it was proven to be su-
per accurate, with success rates of more than 99%. However,
some drawbacks appear in ML it cannot detect all Zero-day
attacks, and another challenge is the skill of fraudsters, which
makes it difficult to detect fraud [65]. Therefore [46,66] sug-
gested using ensemble or Hybrid rather than single classifier
to get more accurate in detecting phishing attacks. Other
research [67,68] was proposed using feature extraction and
feature selection to get a high accuracy rate. Table I, states
the recent works that utilized the ML for phishing detection.

E. Deep Learning
A subset of machine learning algorithms called deep learn-
ing algorithms attempt to identify numerous levels of dis-

tributed representation. It is a new strategy that has been
widely used in standard artificial intelligence fields such as
semantic parsing, transfer learning, natural language process-
ing, computer vision, and many more [99]. The idea of Deep
learning is to train a neural network to find specific informa-
tion [19]; Therefore, neural networks was used to analyze
large amounts of data, detecting subtle and complex phish-
ing patterns in emails, websites, or other content. Several
deep learning techniques [78] have been presented recently to
deal with various artificial intelligence challenges like Deep
Neural Networks, Recurrent Neural Networks, and others.
Authors in [100] suggested identifying phishing URLs, us-
ing an LSTM model. This approach encodes the URL string
using the one-hot encoding method first and then feeds each
encoded character vector into the LSTM neurons for testing
and training. Also [101] used LSTM-based method for phish-
ing page identification. The work in [102] explained how to

TABLE 1.
PRIMARY STUDIES ON MACHINE LEARNING TECHNIQUES
Ref Classifiers Accuracy Outline of research Dataset Dataset ratios | Publisher Year
[63] ANN 83.38% The ANN was used to classify the phish- | UCI TR=80% IOP science 2018
. o . . N TS=20%
ing/phishing websites using 18-URL features.
[69] SVM, 90% Two machine learning classifiers were utilized | PhishTank NA Springer 2018
NV-Bayes . .
and compared using 14 different features to
distinguish phishing websites from legitimate
websites.
[70] RF, NLP 97.98% A real time ant phishing model was proposed | PhishTank, NA Elsevier 2019
based on NLP features and machine learning | Yandex
classifiers.
(71] Stacking 1 is RFE | 97.4% Several feature extraction methods were used | Kaggle NA Emerald 2019
KNN, Bagging with several stacking ensemble models were
Stacking 2 is KNN, | 97.2% used to identify the phishing website.
RF, Bagging
TR=50%
[72] ANN,RF, SMO 95% Fuzzy Rough Set (FRS) method was used | UCIL,UCI2, TS= 50% IEEE 2019
to identify nine common features throughout | Mendeley ;
the three data sets to detect the phishing web-
sites.
[73] ADBOOST 99% A feature selection based on the correlation | PhishTank, Dataset is | JJCIT 2020
to the other features and to the class label was | MillerSmile, | classified
used with the ADBOOST to increase the ability | Google from  50%-
to identify phishing. 90%
Several types of classifiers in machine learning
[74] RF, SVM, GLM, | 98.34% was used with 30 selected distinct features to | UCI NA EUDL 2020
GAM, RP, RT identify phishing with high accuracy.
RF,
NV- Bayes, TR=70%
[75] KNN, 98.03% Several types of machine learning classifiers | GitHub IEEE 2020
I . TS=30%
LR, were utilized. Their performance were com-
DT pared using the common metrics.
RF, 97%
[76] PCA, 91% Several machine learning classifiers was uti- | Kaggle NA ICSSIT 2020
DT 94% lized and evaluated to identify the phishing
websites. The PCA method was used to se-
lect the important features.
[77] RF, Chi-Squared 96.2% Several machine learning classifiers was uti- | UCI, Mende- TR=50% CONECCT 2020
97.8% . . e L TS=50%
Pearson lized and evaluated to identify the phishing | ley
websites. The Chi-Squared method was used
to select the important features.
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TABLE 1.
PRIMARY STUDIES ON MACHINE LEARNING TECHNIQUES (Continued)
Ref Classifiers Accuracy Outline of research Dataset Dataset ratios | Publisher Year
[78] RE, SVM, C4.5, DT, 99.2% Several machine learning classifiers was uti- | Ebbu2017, NA Springer 2020
PCA, KNN lized and evaluated to identify the phishing | UCI
websites. The PCA method was used to se-
lect the important features. In addition, various
dataset repository was used to train the systems
in order to increase the detection accuracy.
KNN, RF 97.33% Ensemble learning with several machine
[79] ANN, RF 97.16% learning classifiers were used to classify the ucCI NA 1EEE 2020
RFC, C4.5 96.36% phishing websites.
[80] RF 99.36% Introduce a newly method, named EPDB which | PhishTank F{.‘;;:g; Springer 2020
focused on extracting the important features
from URL and used the random forest classifier
to detect the phishing websites.
[81] RF, DT, K-NN, SVM 96.87% Several machine learning classifiers with | Millersmile, NA Taylor Francis | 2021
wrapper-based feature selection techniques | PhishTank
were used to detect the phishing websites.
[82] SVM, ISHO 98.64% an improved spotted hyena optimization algo- | UCI NA Springer 2021
rithm was used to select the important features
with SVM classifier.
. . . . . TR= 80%
[83] LR, Ad Boost, GB 85.6% Different machine learning algorithms were | PhishTank, TS=20% IEEE-GCAT 2021
compared with ensemble learning techniques. | OpenDNS
The stacking classifier has shown the best accu-
racy.
[84] ANN, DT 97.40% ANN and DT were used to detect the data pat- | Alexa, Phish- | TR1=50% ICDABI 2021
terns in the URL. Tank TS1=50%
TR2=70%
TR2=30%
[85] RF 97.51% Different machine learning classifiers were UCI, Springer 2021
DT,XGB 98.45% used with two dataset repositories. Mendeley
. . . . TR=55% 2021
[86] SVM, DT, RF 97% Several types of classifiers in machine learning | UCI ICAIS
. . TS=45%
were used with two feature selection methods,
then the final fusion was decided.
SVM, 73.95%
NVB, 79.80%
[87] LR, 94.48% A general scheme for building reproducible and | Alexa, Yan- | NA Elsevier 2021
RF, 96.61% extensible datasets for website phishing detec- | dex,  Phish-
DT 94.09% tion was proposed. Several methods were used | tank, Open-
to select the relevant features and tested with | phish
different types of machine learning classifiers.
[88] KNN 85.08% The KNN classifier as utilized with a correla- | Kaggle NA JAIMLNN 2021
tion techniques to find the best feature set.
[89] LR 98:42 % The logistic regression classifier was used to | Kaggle, NA goorﬁ\elrsence 2021
classify website as phishing or not. Github, Phish-
Tank
. . . . TR=70% .
[90] Locally-SVM, SVM, | 99.9% Seven machine learning classifiers with three | NA TS=30% Springer 2022
BDT, AP, LR, NN, different datasets with different size was used -
DT to detect the phishing emails. The effect of the
number of features used for the classification
process was also analyzed.
. TR=0.67%
[91] XGB 96.44% An XGBoost ensemble model combining Ran- | Kaggle TS=0.33% IEEE 2022
dom Forest and K-Nearest Neighbors was used ’
to detect the phishing websites.
. TR= 80%
[92] XGB, RF 97% An adaptive approach was used to detect the | Mendeley TS=20% IEEE-IDSTA | 2022
phishing websites.
[93] K-means, RF, DT, | 98.61% The SHAP values was used for features selec- | Kaggle, NA 1IEEE- CCICT | 2022
Cat Boost, Light GB, tion, then several well-known machine learning | Alexa, UCI,
Ad Boost classifiers were used with the SMOTE method | PhishTank
for data normalization. In addition, various
dataset repository were used to train model for
phishing website detection.
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TABLE 1.
PRIMARY STUDIES ON MACHINE LEARNING TECHNIQUES (Continued)
Ref Classifiers Accuracy Outline of research Dataset Dataset ratios | Publisher Year
Ad Boost, 98.63% . . . .
[94] Two novel feature selection strategies was uti- | Mendeley, NA Springer 2022
GBM 97.05% . . . .
lized to find and examine the key properties | Rami et al
required for identifying spoof websites.
. . Alexa, TR=80% .
[95] RF, DT, XG Boost, | 99.17% A hybrid feature set was built based on URL PhishTank TS=20% Springer 2022
SVM, LR and hyperlinks to be used with the machine
learning classifiers in order to increase the sys-
tem accuracy.
[96] LR, RF, NV-Bayes, | 95.99% Several machine learning classifiers were used | Kaggle NA IC2IE 2022
DT, XGB, Extra Tree with three ensemble methods to detect the | (D1,D2)
phishing websites.
[97] MLP, KNN, RF, | 97.76%, 98.9%, | A multi-layer stacked ensemble model for | UCI(D1), NA IEEE 2022
LR, XGB at layer | 96.79%, 98.43% the detection of phishing websites, named | Mendeley
1, REXGB, MLP at MLSELM, was proposed, such that the out- | 2018(D2),
layer 2 and XGB as put of each learning layer become input to the | Mendeley
meta learner. next layer to increase the detection accuracy. 2020 (D3,D4)
RF, XGB RF= 97% XGB= | Three factors that affecting the classifiers
98] 97% were studied and analyzed, like dataset UCL Mendeley| NA MDPI 2023
GB=98% balancing, hyper-parameters optimization,
GB, XGB XGB=98% and feature selection.

extract the representation of the URL of the phishing website
using the auto encoder. The work in [103] used two classifiers
DNN and SVM and employed a two-label dataset with 28
features to achieve an accuracy of 96%. Authors in [104] used
a multi-classifier with 14 features, achieving an accuracy of
90%. The work in [105] used a new method called (PDR-
CNN) which was extremely fast and encoded information
from URLs. It used two classifiers CNN and LSTM with
an accuracy of 97%. A Hybrid between machine learning
and deep learning classifier RF and NLP is used in [70] with
feature selection methods (CFS subset eval) to achieve an
accuracy of 97.98%. authors in [71] divided the dataset into
two groups, weak and strong features, to increase accuracy;
therefore, it had two results of accuracy because it used two
different classifiers in the same model. The first one used (RF
with NN) with an accuracy result of 97.4%, and the second
one used (KNN, RF, and NN) with an accuracy of 97.2%.
Authors in [79] used various deep learning methods with a
single machine learning classifier (KNN and RF) (ANN and
RF) (C4.5 and RFC) to achieve accurate results of 97.33%,
97.16%, and 96.36%. [74] Used various machine learning
models (RF, SVM, Generalized Linear Model, Generalized
Additive Model, Recursive Partitioning, Regression Trees),
and only one dataset repository to achieve an accuracy of
98.34%. For instance, [75,81,85-87,92,95,96,98] used Multi-
classifier to improve the timely detection of phishing attacks
and provide a robust model for website security. Nonetheless,
researchers turned to using feature selection methods such as
(Chi-Squared and Pearson or PCA, SHO, SOMTE, TF-IDF)
with various machine learning models [72,76,78, 82,93, 106]
to increase the accuracy of phishing detection. The evolution
of anti-phishing detection by using machine learning or deep

learning was continuous; therefore, the researchers introduced
novel methods to improve the accuracy of phishing detec-
tion such as (EPDB, MLSELM, and PhiKitA) [80,97, 107].
While incredibly powerful, Deep learning does come with
certain drawbacks or challenges such as that requiring a vast
collection of data for high-efficiency output. In comparison to
the other traditional machine learning approaches, the other
one has high computational costs including powerful GPUs
and large amounts of memory, furthermore a dependence on
data quality; meaning the model’s performance will suffer if
the data is biased, noisy, or incomplete Table II provides a
detailed comparison among the research works that utilized
the deep learning techniques.

V. DATASET

It is a collection of information comprising various charac-
teristics of phishing websites, URLs, labels, HTML code,
screenshots, and phishing kits—tools used by attackers to
create and deploy phishing websites. Such datasets are valu-
able for machine learning purposes, aiding in the training and
testing of algorithms designed to detect phishing websites.
Essentially, a dataset is a compilation of webpage elements
gathered from numerous websites. This section will elabo-
rate on the datasets sources and sizes. Dataset size refers to
the total count of legitimate and phishing webpages utilized
within the dataset, while the source column indicates where
authors acquired these webpages. Most phishing datasets are
downloaded from public repositories or private resources, as
depicted in the Fig. 4.

Dataset sizes range from 100 to 1000 phishing websites
for small datasets, to hundreds of thousands for larger ones
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TABLE II.
PRIMARY STUDIES ON DEEP LEARNING TECHNIQUES
Ref Classifiers Accuracy Outline of research Dataset Dataset ratios | Publisher Year
[104] | SVM, DBN 90% Two types of features were used which re origi- | Real flow data | NA Hindwai 2018
nal features and interaction features. DBN with | from ISP
SVM were used for website classification.
— v
[103] ]S)\I;Il\lj’ 22;7/2 A fresh-phish framework was proposed based | PhishTank, ?;;55%; IGI Global 2018
on DNN and SVM using 28 different website | Alexa
features.
[104] | DNN 86.63% A lightweight phishing URL model detection | Real time flow | NA MDPI 2019
was proposed based on DNN. The model was | data
implemented using raspberry Pi with low en-
ergy consumption.
[105] LSTM, CNN 97% A fast phishing detection, named PDRCNN | Alexa, Phish- | Classified Hindawi 2019
was proposed. It used LSTM to extract global | Tank dataset  into
features from URL and CNN for phishing web- 8:1:1
site classification.
[108] RF, GBTF, DNN 96.4% Several machine learning and deep learning | PhishTank, NA 1IEEE 2020
methods were used with some URL features, | Majestic
like lexical, host-based, and content-based. repository
99.52% PhishTank. TR=75%
[109] | DNN, LSTM, CNN 99.57% A deep learning model was proposed with 10 ? Springer 2020
. L Alexa TS=25%
99.43% features only to increases the speed of phishing
detection.
. L TR=66.% .
[110] | DNN 96.25% A deep neural network with Adam optimizer | UCI Springer 2021
- . . TS=34%
was utilized to detect the phishing URL using
30-feature vector.
[111] RNN, 94:3% Employed the RNN with LSTM to detect the | PhishTank, NA PLOS ONE 2021
LSTM 93.6% . .
phishing websites. Alexa rank
. . . . TR=70%
[112] | CNN-LSTM 93.28% A hybrid classification model of CNN and | PhishTank, TS=30% Emerald 2023
LSTM was proposed for website phishing de- | WHOIS
tection using URL and website contents as clas-
sification features.
UCI2015,
[113] RF, CNN, FCNN, | 96.94%, 91.38%, | More than one datasets from different sources | Mendeley_201§ NA 1IEEE 2022
LSTM 90.13%, 89.73% were used and an ensemble model with more | Mendeley_202(
than one phishing method and deep learning
models was proposed.
[114] | RF, DT, LR, KNN, | 97.73% The focus was on data preprocessing to extract | UCI Classified IJISAE 2022
ANN, Max Vote the most features required to increase the model dataset into
accuracy. 9:1

focusing on phishing attacks. These datasets include infor-
mation extracted from websites, such as IP addresses, HTTP,
HTTPS, DNS records, and more. A primary feature (target)
distinguishes legitimate (0) from illegitimate (1) websites, is
crucial in identifying phishing websites. The differences in
feature size between legitimate and phishing datasets in some
instances are substantial. This observation may lead us to infer
that the anti-phishing community still lacks consensus regard-
ing the optimal dataset size. Consequently, there are varied
sources for datasets. The largest phishing dataset available is
Phish Tank [115] which is the most widely used resource for
phishing datasets. Over 24% of the research works primarily
utilized PhishTank as a source for phishing content. Example
for Phish tank dataset is which has introduced a newly method
to preserve the existing user experience while improving the
security. The dataset contains 30 features and 11055 samples
which was divided into training data=56% and test data=44%.

The work in [69] used 14 different features and 33000 sam-
ples to distinguish phishing websites from legitimate websites
as we shown in Table III.

Authors in [73] used Phish tank dataset with different
dataset repository (PhishTank,, MillerSmiles, Google search-
ing) and divided into 50% -90% train and test data. The
work in [83] used (Open-dns) dataset with phish tank and
divided into 80% train and 20% test. Moreover, authors
in [84] used various dataset repositories (Alexa and Phish-
tank) and divided dataset into Train1=50% and Test1=50%
and Train2=70% and Test2=30%. Several researches only
use highly ranked datasets or widely visited websites for their
experiments such as Kaggle. One of dataset in Kaggle reposi-
tory can be found in [116], which includes 247950 instances,
of which 128541 are from phishing URLs and 119409 are
from legitimate URLs. It includes 41 features and 1 target
variable (O=legitimate, 1=phishing).
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——————| Dataset Source

Data Collection — Public Repositories —
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Security
Computer

Email Traffic

Research
e | Institution
Reportin -
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H

Open Phish

Github

Fig. 4. Dataset sources.

TABLE III.
PHISHTANK DATASET SUMMARY
Ref | Dataset -Source | Samples | features
[81] PhishTank 11055 30
[70] PhishTank 33000 14

Furthermore [76, 88,96] used Kaggle dataset without clas-
sified dataset while [91] used Kaggle dataset and classified it
into Train=0.67% and Test=0.33%, as shown in Table IV.

Other research works deal with different dataset like UCI
[117], which contains several dataset for phishing website that
include URL structure, content, and external services. Sev-
eral works used only UCI dataset, like [86] used UCI dataset
and divided into Train=55% and Test=45%. While the work
in [78] used various dataset repositories (Ebbu2017, Scenario,
Role-based UCI ). In contrast, the ambiguous size and clas-
sification of a dataset for each research was not mentioned.
Other research works [2,22] used Mendeley [118] dataset for
identifying phishing website with 87,111 number of features
and different size of simple we shown in Table IV. The re-
search work [13,84,87,93] that utilized the above datasets are
summarized in Table V.

On the other hand, some research work proposed new
datasets. For example, the work in [119] created two dataset
variations that contain 58,645 and 88,647 websites labeled as
legitimate or phishing. Another example is the work in [107]
proposed PhiKitA, it was a novel dataset, which consists of
phishing kits, and phishing websites generated using these

kits. These datasets were created to help researchers and
users in detecting the phishing websites. Fig. 5, shows the
percentage of use of each of the dataset repositories.

TABLE IV.
KAGGLE DATASET SUMMARY
Ref | Dataset Source Samples Features
[88] Kaggle 1353 10
[96] Kaggle 651191 ‘ 11056 | 11 ‘ 32
TABLE V.
MULTI-SOURCE PHISHING DATASET
Ref Dataset -Source Samples Features
[84] Alexa, Phishtank 58645 88647 | 111 | 111
[7,18] | UCI, Mendeley 10000 11055 | 31 | 49
[97] Mendeley 58645 88647 | 111 | 111
UCI, Mendeley,
[2] D1, D2 10000 11055 | 31 | 49
[119] | Mendeley D1, D2 58645 88647 | 111 | 111
Kaggle, Alexa,
931 1 ycr, Phishtank 11035 32
PhishTank,
[70] Alexa Rank 7900 , 5800 NA
[92] Mendeley 11430 87
Alexa, Yandex,
[77] PhishTank, 11430 87
OpenPhish
[87] PhishTank, Yandex 73,575 102

PhishTank
24%

B UCI = PhishTank M Mendeley Alex MKaggle Mother

Fig. 5. Dataset repositories.
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VI. PHISHING DETECTION FRAMEWORK

According to the above analysis, the phishing detection pro-
cess can be put in a general framework. The proposed frame-
work encompasses the five fundamental steps involved in
crafting a phishing detection model, as shown in Fig. 6.

Initially, the process begins with defining the research
gap and identifying its sources, whether hypothetical, derived
from prior global research publications, or real-world issues
obtained from cybersecurity-specialized companies, or institu-
tions. Moving to the second phase, the emphasis lies on deter-
mining dataset sources and sizes and evaluating the number
of features and the number of samples available, Following
this, the third phase entails formulating an action strategy,
selecting a detection model or combining multiple models,
and choosing suitable classifiers aligned with dataset size and
information for enhancing accuracy. Proceeding to the penul-
timate phase, dataset preparation involves preprocessing to
eliminate distorted or irrelevant data, ensuring uniform for-
matting suitable for training and testing the classifier. Each
model designed for phishing detection involves reducing the
number of features (feature selection) or transforming original
features into new sets (feature extraction). Feature selection
aims to enhance a machine learning model’s performance in
terms of speed, accuracy, and efficiency by choosing relevant
features from a dataset. Numerous methods, such as filters,
wrappers, and embedded methods, are utilized for feature
selection in machine learning models. Filter methods rely on
statistical measures like correlation, information gain, or chi-
square tests to select top-ranked features. In contrast, wrapper
methods employ machine learning algorithms to select the
optimal subset for maximizing model performance. Embed-
ded methods integrate the feature selection process within
machine learning algorithms, such as NN or DT [77,120]. Fi-
nally, in the last phase, the dataset undergoes division into two
segments: the training dataset utilized for classifier training,
and the test dataset employed to assess classifier performance
and determine the accuracy of results.

VII. OUTSTANDING CONCERNS AND
CHALLENGES

In many studies, people have suggested different ways to
stop phishing attacks. But none of these ways completely
stops phishing. Over time, phishing attacks are getting more
common and are becoming a popular way to commit online
crimes. Whenever researchers come up with a solution to stop
phishing, the attackers change their tactics to get around it.
So, it’s like a close competition between the attackers and
the researchers. Phishing scams happen in two main ways:
through tricking people with fake emails or websites, or by
using harmful software. Solutions to stop phishing are based

on these ways of attacking. The most global challenges are:

1. Blacklisting and whitelisting methods have a low suc-
cess rate of approximately 20% in detecting zero-hour
phishing attacks and incur network communication
overhead.

2. Machine learning and Deep learning approaches are
more effective but are time-consuming, especially with
small datasets, and require frequent updates, adding to
operational costs.

3. User education plays a critical role in mitigating phish-
ing risks.

4. Improving user interface design with clear warnings
and automated malicious message detection can com-
plement user education efforts against phishing attacks.

5. The research used in this article revealed several chal-
lenges encountered by the researchers, which can be
succinctly summarized like:

* Runtime analysis problem.
* Dataset Size.

 Dataset Splitting.

¢ Model (classifier) Selection.

¢ Feature selection Techniques.

VIII. CONCLUSION

This review aims to provide a comprehensive overview of
phishing and anti-phishing techniques, bringing together scat-
tered information into one article. Through a systematic re-
view of the literature, we analyzed how well different phishing
site detection methods work, examining 122 studies that detail
the datasets and algorithms researchers have used over the past
five years. Our research included articles and reports from
prestigious international cybersecurity organizations special-
izing in artificial intelligence. The results of this investigation
have led to a strategic roadmap to help researchers detect
phishing. This roadmap outlines important steps for detecting
phishing, focusing on key data sources and model consid-
erations. This paper has presented the most important and
common methods used by attackers and the target groups
for each type, ensuring the success of the attack depending
on the target group. Additionally, we created a timeline that
shows the steps attackers take to carry out phishing attacks.
From this detailed study, we conclude that although signifi-
cant progress has been made in understanding and combating
phishing, continued efforts are necessary to keep pace with
evolving threats. The strategic roadmap and attacker timeline
presented in this paper serve as valuable tools for researchers
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and cybersecurity professionals, guiding them in developing
more effective anti-phishing solutions. Future research should
focus on improving detection methods, exploring new data
sources, and using advanced machine learning and deep learn-
ing algorithms to enhance the effectiveness of anti-phishing
measures.
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