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Abstract

Because elliptic curve cryptography offers a promising trade-off between security and computational performance, the
field of current cryptographic techniques has taken a particular interest in it. Two basic digital signature algorithms—the
Elliptic Curve Diffie-Hellman Algorithm (ECDH) and the Elliptic Curve Digital Signature Algorithm (ECDSA) are
the subject of this performance analysis and comparison. These methods are based on elliptic curve cryptography.
The analysis takes into consideration realistic application demands as well as factors like key length and security level.
The results provide useful information on trade-offs between performance and security. A list of acceptable ECDSA
requirements for digital signatures was used for the comparison. These characteristics are sign, sign/s, no PC verify, no

PC verify/s, siglen, keygen, keygen/s, verify, and verify/s.
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I. INTRODUCTION

Electronic signatures, often referred to as digital signatures
or electronic signatures, are used to confirm that documents
and transactions made online are valid. Electronic signatures
are widely used to verify the user’s identity and the validity
of the transaction in a range of applications, including online
banking services. There are several unique characteristics of
an electronic signature. A digital signature is an individual’s
property. It is not possible to assign or transfer a right [1].

The use of electronic signatures in electronic financial
systems is not without its problems, though, particularly when
it comes to security and efficiency. Conventional electronic
signature systems need complex hardware and encryption
techniques, which can be time- and resource-consuming. Con-
sequently, using it might not be possible to use electronic
banking apps, particularly on mobile devices or in environ-
ments with constrained bandwidth [2]. The scientists recom-
mended making use of to solve these problems, lightweight

electronic signature systems were developed specifically for
use in electronic banking applications. Usually, these systems
are based on simple algorithms that function well on many
devices, such as tablets and smartphones. A simple electronic
signature method is the Digital Signature Algorithm (DSA),
which is based on hash functions and standard arithmetic [3].
Among the various applications where DSA is commonly
used are electronic financial services. It is thought to be safe
and efficient [4]. A crucial component of cryptocurrency se-
curity is the encryption mechanism, which falls into three
categories: hashing, symmetric, and asymmetric. The public
and secret keys are generated from prime numbers. The pri-
mary methods for verifying data are asymmetric encryption
techniques and hash functions and protecting cryptocurrency
transactions [5]. The maximum key size for symmetric en-
cryption methods like Rivest-Shamir-Adleman (RSA) and
Advanced Encryption Standard (AES) is 32 bits, and they are
limited in their capacity to generate single keys. Because of
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this, there’s a chance that attackers may make duplicate copies
of these keys, which might compromise prime factors [6].

The alignment of the public and private keys in a digi-
tal signature technique may be created to guarantee a safe
transaction [7]. Digital signatures also make use of a few
algorithms. ECDSA provides an additional example based
on elliptic curve cryptography [8]. ECDSA is well known
for its effectiveness and security and is frequently utilized in
electronic banking and other applications [9] and [10]. On
ECC, a great deal of study has been conducted. To provide the
same degree of security as RSA or key exchange algorithms
like Diffie Hellman, ECC uses fewer keys. ECC has received
a lot of attention and acceptance following twenty years of
study and development. Laws pertaining to the government,
finance, and business have been implemented to support this
efficientThe use of public-key technologies increased. In con-
trast to methods often referred to as symmetric or secret key
techniques, like DES, Diffie and Hellman initially proposed
the notion of developing new cryptographic systems in 1976.
They accomplished this by finding solutions to difficult math-
ematical problems (such genuine factor problems or discrete
logarithms over a finite range). After 10 years, Miller and
Kobletz discovered that elliptic curves might present complex
problems and possibly usher in a new age of public-key en-
cryption systems. The Elliptic Curve Cipher (ECC) cannot
provide the same level of security as RSA or Diffie-Hellman
because of the consistency problem. Another reason to dis-
courage cryptanalysis from cryptography is provided by ECC,
the next-generation public key cryptography technology [11].
Second, without requiring any pre-existing secrets, ECDH
serves as an essential agreement mechanism that makes it pos-
sible for two parties to create a shared secret via an insecure
communication channel. It functions through the employment
of the Diffie-Hellman key exchange protocol and finite-field
arithmetic [12] and [13]. In this study, these two algorithms
are compared.

II. RELATED WORKS

In this article, a novel mapping technique for elliptic curve
cryptography (ECC) data encoding and decoding is proposed.
This approach uses a lookup table based on the coordinate
values’ frequency distribution to turn text messages or au-
dio samples into points on an elliptic curve. For real-time
applications, the suggested solution is more effective, safe,
and appropriate [14]. In several research, the popular digital
signature algorithm ECDSA has been assessed and contrasted
with alternative signature algorithms. In [15], the researchers
offered a comprehensive examination of the ECDSA method’s
applications, security, and performance. The reason this algo-
rithm was selected is because it works well in many different
applications, including electronic banking, electronic health

care, electronic government, and electronic commerce, while
also providing security. The ECDSA method for electronic
applications provides three important security features: in-
tegrity, authentication, and non-repudiation. ECDSA has also
been shown to work well since it uses short keys and requires
less computing power than other public key encryption algo-
rithms like RSA. This research offers a novel, secure, and
confidential block chain-based biomedical.

Image processing system in [16]. The final Healthcare
4.0-enabled multimedia imaging processing system consists
of the block chain layer, edge layer, fog computing layer, and
cloud storage layer. Periodically, the edge layer gathers and
transmits patient medical data from the bottom layer to the top
layer. Fog nodes securely store multimedia data from the edge
layer in cloud storage by using a block chain and lightweight
cryptography. Users in the medical field can then securely
search for such data to monitor or treat medical issues. For
safeguarding biomedical image processing while maintaining
privacy, elliptic curve digital signatures (ECDSA), elliptic
curve cryptography (ECC), and elliptic curve Diffie-Hellman
(ECDH) are suggested. Publicly available CT scans and chest
X-rays are used to validate the suggested procedure. The
results of the experiments indicate that the proposed model
performs better computationally in terms of mean square er-
ror (MSE), encryption and decryption durations, and peak-
to-signal noise ratio (PSNR). Using various key sizes, Md.
Ismail Jabiullah et al. [17] created and developed an ECDSA-
based security method for block chain transactions. The re-
searchers provide a novel approach for quick programming
implementation of an elliptic curve digital signature technique
for self-affirmation, using an estimated starting coefficient
p in a finite Galois field GF(p). The most important feature
of this approach is that it moves from bit-level operations,
which are slow on chips, to word-level operations, which
are substantially quicker. In order to complete many higher
levels, the mathematical operations carried out during execu-
tion replace word-level tasks with bit-level ones. Schematic
findings supporting the assertion that ECDSA is suitable un-
der forced situations are obtained with an 8.2 GHz Pentium
4 CPU. A more dependable technique for a wireless sensor
network system is employed in this study by [18]. Elliptic
Curve Diffie Hellman key exchange mechanism is studied and
explored using Elliptic Curve Integrated Encryption Scheme
and PyCryptodome module. The advantages of ECC for key
creation and encryption and decryption are assessed by con-
trasting it with Rivest-Shamir-Adleman (RSA) in this study.
The results of the investigation demonstrate that ECC has far
smaller keys than RSA and provides a greater level of secu-
rity, allowing for more compact implementations for a certain
level of protection. The authenticity of the data becomes in-
creasingly important in data communication systems when
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messages are exchanged across unsafe routes. If there is a
vulnerability in the transmission system, there is a chance that
an untrustworthy party will intercept. Since the elliptic curve
that GF (p) depicts is only closed to addition, the consequence
of adding two points on an elliptic curve is always another
point on the elliptic curve. The authors of [19] utilized p
= 149 for their investigation. Higher security is offered by
elliptic curve encryption (ECC), which uses a lower key size
than non-ECC encryption. For example, a 160-bit ECC key
is equally secure as a 1024-bit RSA key. The use of elliptic
curve cryptography (ECC) for protecting multi-factor systems
in cloud computing. The paper presents a method for ECC
encryption and decryption and compares the performance and
efficiency of the ECC algorithm with that of the RSA algo-
rithm. This research provides an architecture and flowchart for
the proposed system and assesses the secrecy, integrity, and
authentication performance of ECC. The findings demonstrate
that when it comes to cloud data security, the ECC technique
outperforms RSA [20]. This essay provides several email
security options, addresses a variety of email communication
issues, and describes how email works. It offers several ideas
and techniques for enhancing and preserving email system
security [21].

I1I1I. PROPOSED METHOD

Maintaining ECDSA’s security and efficacy is now one of our
top priorities. It is challenging in many ways to ensure usabil-
ity across several domains. The purpose of the suggested sys-
tem is to compare and assess the elliptic curve cipher digital
signature algorithm’s usability and user experience, including
its documentation, user interface, and simplicity, as well as
to identify any methods to improve it. The following is the
way the research is conducted: The procedure for contrasting
data results between the employed algorithms, ECDSA and
ECDH, as the sender transmits diverse data types including
messages, videos, or other forms of data, is illustrated in the
provided Fig. 1.

Fig .2 summarizes the process of digital signatures using
asymmetric cryptosystems. Before generating a signature for
a message, the sender must first employ cryptography to gen-
erate a hash value for it. This value is subsequently encrypted
using the sender’s private key to produce the signature. The
technique below can be used by a third party, such as the
receiver, who has access to the signer’s details and the mes-
sage, to validate the signature. The recipient is responsible
for decrypting the message using the sender’s public key from
the signature.

The receiver is also in charge of creating a hash value, h’,
from the message. The signature is deemed to be genuine if
h=h’ [22].

Data (Message)
ECDSA — — ECDSA
NIST Protocols NIST Protocols
BRAINPOOL Protocols BRAINPOOL Protocols
SECP Protocols SECP Protocols

Comparative Analysis

Results

Fig. 1. Proposed Method

A. ECDSA

Elliptic curves are employed in the ECDSA, a variation of the
Digital Signature Algorithm (DSA). Using the ECC method,
ECDSA generates and verifies digital signatures [23].

B. ECDH

An anonymous key exchange protocol called Elliptic Curve
Diffie-Hellmann Key Exchange (ECDH) gives communica-
tion users a pair of keys—the public key and the private
key—to encrypt data transferred across an insecure chan-
nel [24]. The performance of the ECDH and ECDSA may be
compared in the following areas.

1) NIST Protocols

The National Institute of Standards and Technology is known
by its acronym, NIST. The organization is in responsible of
creating and upholding standards for a wide range of tech-
nologies, including cryptography. The aforementioned duties
are among its responsibilities. Several elliptic curve standards,
most notably NIST192p, have been released by NIST. The
purpose of these guidelines is to guarantee the effectiveness
and safety of elliptic curves [25]. The details that are included
in the header of Table I include the following: Length of sig-
nature, Key Generation Time: The amount of time required
to generate a pair of keys. Keys Generated per Second: The
number of keys that are capable of being generated in a sin-
gle second. signatures on data, and so forth. The number of
signatures executed in a second is measured in signatures per
second. checking signatures, and other things. Verifications
per Second: The quantity of signatures that can be verified in
a single second on a personal computer without the need for
pre-calculating keys. Signature without a key Verifications
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Fig. 2. Essential Elements of Digital Signature Process [19]

per Second: The speed at which a signature may be verified
in a single second without the need for a key. The shared
secret key and ECDH/s—the frequency of shared secret key
derivations—are calculated. ECDH stands for Elliptic Curve
Diffie-Hellman per second. This tabledescribes the ECDSA
and ECDH performance benchmarks that are based on sev-
eral NIST hashing protocol characteristics. These are the
descriptions of the NIST protocols:

e NIST192p

NIST192p is a popular elliptic curve in ECDSA be-
cause of its small size and good computational perfor-
mance. It’s also crucial to remember that this curve
is considered secure, demonstrating how difficult it is
to compromise the ECDSA method and determine the
secret key from the public key. The NIST192p curve
used in ECDSA’s equation 1 is as follows [26]:

y2=x3—3x+41 (D

This is an example of an elliptic curve equation, which
is a mathematical formula used to generate curve points.
There is a finite set of possible points since the NIST192p
curve operates inside a finite field that is defined by a
prime number of elements. Fig. 3(a) shows the results
of the NIST192p curve’s implementation. Following
are some more specifics regarding the NIST192p curve:

— The curve consists of 2192, 264, 232, and 977
prime elements.

— The curve has an infinite point.

— The curve has a generator point, or a point from
which further points on the curve can be gener-
ated.

— The cofactor, or the number that indicates how
many points are on the curve, is present.

The NIST192p curve is an example of an elliptic curve
on a 192-bit field. The (2) given below for Elliptic
Curve Diffie-Hellman (ECDH) operations controls its
properties:

V2 = x> +486662x% +x+ 17 )

In ECDH, a key exchange protocol that generates shared
keys using elliptic curves, NIST192p, is utilized. As a
reliable and effective key exchange mechanism, ECDH
is gaining popularity. The NIST192p curve’s imple-
mented findings are shown in Fig. 3(b). Here is an
illustration of how keys can be exchanged using ECDH:

1. Alice and Bob have chosen to utilize the NIST192p
curve in accordance with their agreement.

2. Bob and Alice produce a public key that corre-
sponds to a private key.

3. Alice and Bob alternately exchange public keys.

4. Alice uses Bob’s public key to generate a shared
key.
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TABLE I. ECDSA AND ECDH ALGORITHMS RESULTS FOR NIST PROTOCOLS

Method Siglen | Keygen | Keygen/s Sign Sign/s Verify | Verify/s | No PC Verify | No PC Verify/s Ecdh Ecdh/s
NIST192p 48 0.00059s | 1698.20 | 0.00062s | 1618.15 | 0.00105s | 948.58 0.00190s 526.78 0.00141s | 706.83
NIST224p 56 0.00056s | 1777.08 | 0.00060s | 1674.26 | 0.00104s | 958.04 0.00233s 429.84 0.00171s | 583.47
NIST256p 64 0.00065s | 1550.36 | 0.00065s | 1530.41 | 0.00134s | 749.02 0.00259s 386.02 0.00198s | 504.48
NIST384p 96 0.00103s | 974.22 | 0.00108s | 926.29 | 0.00246s | 406.95 0.00477s 209.79 0.00338s | 295.54
NIST521p 132 | 0.00191s | 52476 | 0.00183s | 547.92 | 0.00344s | 291.00 0.00702s 142.54 0.00547s | 196.98
a ~ NIST192 for ECOH
wl— ¥2=x"33u a1
m— NST192
20+ 300
1D A 250 4
07 > 200
=10 150 A
=201 100
-30 l 50 i, ; T 53 T T
—4 ~2 0 2 4

-4

=3 1] 2 4 6 8 10

(a) NIST192p ECDSA Curve

L]

X

(b) NIST192p ECDH Curve

Fig. 3. NIST192p ECDSA and ECDH curves [19]

5. Bob uses Alice’s public key to produce a key that
both of them agree on.

6. Alice and Bob succeeded in generating a shared
key that enabled them to both encrypt and decode
data.

ECDH stands as a secure and efficient method for ex-
changing keys, and its popularity is on the rise. The
remaining NIST protocols function in a similar manner.

NIST224p [27]
The NIST224p curve’s equation (3), which is utilized
in ECDSA to produce points on a curve:

V¥ =x>—3x+89 (3)

The following equation (4) of the NIST224p curve used
in ECDH to generate points on a curve:

V2 =x—3x> +4x+6 4)

NIST256p
NIST256p Points on a curve can be created using the

NIST256p curve equation (5) used in ECDSA [28] [29]:

V' =x>—3x+b (5)
Here, b is a constant that equals: 419430380893531230
56546481522243970785283756427907490438260516
3141518161494336. The NIST256p curve equation
(6) used in ECDH can be used to create points on a
curve [30]:

VP =x'—324+4x+6 (6)
Figures 4 and 5 ((a) and (b)) show the implemented

NIST224p/NIST256p curve results for the ECDSA al-
gorithm and the ECDH algorithm, accordingly.

NIST384p
The NIST384p curve’s equation (7), which is used in
the ECDSA, is as follows [19]:

V' =x>—3x+b (7
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The value of b is: 482712535232398695620128545647
392789711234495333986112142324222522522242345
492, where b is a constant. In ECDH, the NIST384p
curve’s equation (8) is as follows:

VY =x —3x> +4x+6+2°84—1 (8)

Fig. 6 (a) displays the results of the implemented
NIST384p curve for the ECDSA algorithm, while (b)
displays the results of the implemented NIST384p curve
for the ECDH algorithm.

NIST521p The NIST521p curve equation (9) used in
ECDSA is as follows [19]:

V2 =x =3 +4x4+ 6427211 )

Fig. 7 (a) displays the results of the implemented
NISTS521p curve for the ECDSA method, while (b) dis-
plays the results of the implemented NIST521p curve
for the ECDH algorithm.

Fig. 8, which compares ECDSA with ECDH utilizing
several of the previously discussed properties.

1. Siglen, the length of a signature:

— ECDSA: The chosen curve affects how long
the signature is. The signature length for
NIST192p, for instance, is 48 bytes.

— ECDH: Since ECDH doesn’t create signa-
tures, there is no such thing as a signature
length.

2. Key Generation (keygen):

— The ECDSA key creation process involves
the development of a private key and a corre-
sponding public key.

— As part of the ECDH key creation process,
a private key and matching public key are
formed.

3. Speed of Key Generation (keygen/s):

— ECDSA: The key generation speed fluctuates
according to the selected curve. For example,
NIST192p has a key production rate of about
1700 keys per second.

— ECDH: The selected curve determines how
quickly keys are created. For example, NIST192p
has a key production rate of about 1700 keys
per second.

4. Signing (sign):

— ECDSA: Signing comprises utilizing the pri-
vate key to create a signature for a particular
message.

— ECDH: This method does not require a sig-
nature.

5. Signing Speed (sign/s):

— ECDSA: Depending on the curve being uti-
lized, the signing pace varies. For instance,
NIST192p can sign documents at a rate of
about 1600 signatures per second.
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Fig. 5. NIST256p ECDSA and ECDH curves

— ECDH: There is no need for a signature us-
ing this procedure.

6. Verification (verify):

— ECDSA: As part of the verification proce-
dure, ECDSA employs the signature and pub-
lic key to verify the validity of a communica-
tion.

— ECDH: There is no verification in ECDH.

7. Verification Speed (verify/s):

— ECDSA: Depending on the curve being used,
the verification speed varies. The verification
speed for NIST192p is around 900 verifica-
tions per second.

— ECDH: There is no verification in ECDH.

8. No PC verification:

— ECDSA: Provides verification without the
need for a personal computer (PC).The used
curve shows how quickly a PC can be ver-
ified. For example, NIST192p verifies at a
rate of about 560 per second.

— ECDH: ECDH does not require PC-based
verification.Elliptic Curve Diffie-Hellman, or
ECDH, is a technique that allows two parties
to share a secret key via an unreliable channel.
ECDH is not used for signing or verifying

9. No PC Verification Speed (no PC verify/s):

— ECDSA: The used curve shows how quickly
a PC can be verified. For example, NIST192p
verifies at a rate of about 560 per second.

— ECDH: ECDH does not require PC-based
verification.

10. ECDH (Elliptic Curve Diffie-Hellman):

— ECDH: A technique that allows two parties
to share a secret key via an unreliable channel.
ECDH is not used for signing or verifying.

11. ECDH Speed (ecdh/s):

— The curve being used affects how quickly
ECDH operations take place. For instance,
NIST192p has an ECDH speed of about 700
key exchanges per second.

2) BRAINPOOL Protocols

The Brainpool Standardization Working Group formulated
the brainpool curves as an alternative to the NIST curves, and
these curves have now been standardized. Brainpool P160r1
can be used for cryptographic operations such as key exchange
(ECDH) and digital signatures (ECDSA). Its goal is to strike a
compromise between computing efficiency and security. Ad-
ditional protocols include Brainpoolp192r1, Brainpoolp224r1,
Brainpoolp256r1, Brainpoolp320r1, Brainpoolp384r1, Brain-
poolp512rl, and Brainpoolp192r1 (192 bits), among oth-
ers [31]. Table Il compares the performance of ECDH and
ECDSA. BRAINPOOLP160r1: The Brainpoolp160r1 curve’s
equation (5) is what is utilized in ECDSA [23]: The value of b
is: 15660839494075735299969552241357603424222590610
685120443680000095328. The Brainpoolp160r1 curve used
in ECDH has the following equation (10):

YV =x4+x+7 10)
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Fig.9 (a) shows the Brainpoolp160r1 curve’s implementa-
tion results for the ECDSA technique, and (b) shows the Brain-
poolp160rl curve’s implementation results for the ECDH
methodology.

L]

BRAINPOOLP192r1

The Brainpoolp192r1 curve’s equation (5) for the ECDSA
[23] where b is a constant that has the following values:
482712535232398695620128545647392789711234495
333986112142324222522522242345493 Fig.10 (a) dis-
plays the results of the implemented Brainpoolp192r1
curve for the ECDSA method, while (b) Displays the
results of the implemented Brainpoolp192r1 curve for
the ECDH algorithm.

BRAINPOOLP224r1

The Brainpoolp224r1 curve’s equation (5) for the ECDSA
is [23] where b is a constant with the value of: 265443576
9789423065727343008115773299969552241357603424
2225903600113.

Fig.11 (a) displays the results of the implemented Brain-
poolp224r1 curve for the ECDSA method, while (b) dis-
plays the results of the implemented Brainpoolp224r1
curve for the ECDH algorithm.

BRAINPOOLP256r1

The Brainpoolp256r1 curve’s equation (5) for ECDSA
is [23] Parameter b is a constant equal to: 419430380893
53123056546481522243970785283756427907490438
2605163141518161494336. Fig.12(a) illustrates the
outcomes of the implemented Brainpoolp256r1 curve

concerning the ECDSA algorithm, whereas Fig.12(b)
showcases the outcomes of the implemented Brain-
poolp256r1 curve concerning ECDH algorithm.

BRAINPOOLP320r1

In ECDSA, the Brainpoolp320r1 curve’s Equation is
(5) where b is a constant that has the value 2320 - 2192
- 296 + 264 - 1 in this situation [23]. Fig.13 (a) displays
the results of the implemented brainpoolp320r1 curve
for the ECDSA method, while (b) displays the results of
the implemented Brainpoolp320r1 curve for the ECDH
algorithm

BRAINPOOLP384rl1

The equation (5) of the Brainpoolp384r1 curve used
in ECDSA is [23]: b is a constant that has the value
2384 - 2256 + 2160 - 296 + 232 - 1 in this situa-
tion . Fig.14 (a) displays the results of the imple-
mented Brainpoolp384r1 curve for the ECDSA method,
while (b) Displays the results of the implemented Brain-
poolp384rl curve for the ECDH algorithm.

BRAINPOOLP512r1

The equation (5) of the Brainpoolp512r1 curve used in
ECDSA is [23]: The Brainpoolp512r1 curve’s ECDSA
[23]Equation (5) is: b is a constant with the value of
2512 - 2256 + 2160 - 296 + 232 - 977 in this case. Fig.
15 (a) displays the results of the implemented Brain-
poolp512r1 curve for the ECDSA method, while (b)
Displays the results of the implemented Brainpoolp512r1
curve for the ECDH algorithm.
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TABLE II. ECDSA AND ECDHA ALGORITHMS RESULTS FOR BRAINPOOL PROTOCOLS

Method Siglen | Keygen | Keygen/s Sign Sign/s Verify | Verify/s | No PC Verify | No PC Verify/s Ecdh Ecdh/s
BRAINPOOLP160r1 40 0.00038s | 2609.41 | 0.00041s | 2428.87 | 0.00081s | 1229.20 0.00160s 625.24 0.00133s | 749.69
BRAINPOOLP192rl1 48 0.00046s | 2172.62 | 0.00049s | 2024.56 | 0.00100s | 928.33 0.00209s 478.66 0.00165s | 606.5 4
BRAINPOOLP224rl1 56 0.00069s | 1459.70 | 0.00068s | 1504.76 | 0.00120s | 829.80 0.00236s 424.07 0.00222s | 451.00
BRAINPOOLP256r1 64 0.00063s | 1573.71 | 0.00067s | 1591.17 | 0.00129s | 773.17 0.00256s 390.36 0.00232s | 430.9 4
BRAINPOOLP320r1 80 0.00082s | 1218.40 | 0.00087s | 1142.10 | 0.00170s | 588.90 0.00333s 300.29 0.00265s | 376.6 5
BRAINPOOLP384r1 96 0.00105s 955.16 0.00119s | 838.11 | 0.00293s | 341.60 0.00469s 213.42 0.00379s | 26396
BRAINPOOLP512rl1 128 | 0.00200s | 481.66 | 0.00182s | 548.33 | 0.00324s | 308.86 0.00736s 135.85 0.00564s | 177.45

From Fig. 16, which compares ECDSA with ECDH
utilizing many of the features previously presented.

Brainpool protocols’ efficiency in ECDSA and ECDH
functions might differ according on which particular
elliptic curve is used. This overview provides a brief
synopsis of the performance comparison based on the
used attributes.

ECDSA verification usually takes longer than ECDSA
signature procedure (sign).

Signature pace (sign/s): Depending on the curve being
used, the signing pace varies. For instance, ECDSA-
brainpoolP256r1 can sign approximately 1600 signa-
tures per second.

Verification procedure (verify): Compared to the ECDSA
signature procedure, the ECDSA verification operation
is typically slower.

Verification Speed (verify/s): Depending on the cho-
sen curve, the verification speed varies. For instance,

ECDSA-brainpoolP256r1 verifies at a rate of about 750
times per second.

» ECDSA provides verification without a personal com-
puter (PC), which is a feature.

» Speed of Verification without a PC (no PC verify/s):
Depending on the curve applied, verification without a
PC can be performed. quickly. For instance, ECDSA-
brainpoolP256r1 verifies transactions at a rate of about
300 per second.

The ECDH’s performance can be summarized as follows:

* Key Generation Speed (keygen/s): The curve being em-
ployed affects the key generation speed. For instance,
ECDHE-secp256r1 may generate keys at a rate of about
1600 key exchanges per second.

* ECDH Speed (ecdh/s): The chosen curve affects how
quickly ECDH operations proceed. For instance, ECDHE-
secp256r1 has an average ECDH speed of 400 key ex-
changes per second.
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Fig. 8. NIST Protocols comparison for ECDSA and ECDH features.

* Depending on the particular elliptic curve employed,
the performance of PRAINPOOL protocols in ECDSA
and ECDH operations may differ. The performance
comparison based on the employed characteristics is
summarized as follows:

* ECDSA Generally speaking, signing operations (sign)
take less time than ECDSA verification..

* Signature pace (sign/s): Depending on the curve being
used, the signing pace varies. For instance, ECDSA-
brainpoolP256r1 can sign approximately 1600 signa-
tures per second.

e Verification procedure (verify): Compared to the ECDSA
signature procedure, the ECDSA verification operation
is typically slower.

e Verification Speed (verify/s): Depending on the cho-
sen curve, the verification speed varies. For instance,
ECDSA-brainpoolP256r1 verifies at a rate of about 750
times per second.

* ECDSA provides verification without a personal com-
puter (PC), which is a feature.

* Speed of Verification without a PC (no PC verify/s):
Depending on the curve applied, verification without a
PC can be performed quickly. For instance, ECDSA-
brainpoolP256r1 verifies transactions at a rate of about
300 per second.

It is important to recognize that a number of variables, in-
cluding the specific implementation, hardware platform, and

optimization techniques used, can affect how effective Brain-
pool protocols are. Furthermore, the performance comparison
may differ for various elliptic curves and protocol implemen-
tations.

3) SECP Protocols

The Standards for Efficient Cryptography Group (SECG) de-
fines the SECP curves, which stand for the Standards for
Efficient Cryptography. SECP comes in a number of variants,
including SECP112r1, SECP112r2, SECP128r1, SECP160r1,
and SECP256k1.Comparability between the six curves is high.
The main difference is the size of the field [32]. Table III com-
pares the effectiveness of ECDH and ECDSA.

e SECP112rl
This is the SECP112r1 curve’s equation (5) [24]. Where
the value of the constant b is 2112 — 2% 4 232 _977 .
The SECP112r1 curve for ECDH’s equation (11) is as
follows:

VY =x4+272+1 (1)

Fig. (17a) displays the SECP112r1 curve implementa-
tion results for the ECDSA method, whereas (b) dis-
plays the SECP112r1 curve implementation results for
the ECDH algorithm.

* SECP112r2
SECP112r2’s elliptic curve, equation (12) [24]:

y? =x° —3x+861 (12)

Fig. 18 (a) and (b) demonstrate the results of the imple-
mentation of the SECP112r2 curve for the ECDSA and
ECDH algorithms, respectively.
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TABLE III. RESULTS OF THE ECDSA AND ECDHA ALGORITHMS FOR SECP PROTOCOLS

Method Siglen | Keygen | Keygen/s Sign Sign/s Verify | Verify/s | No PC Verify | No PC Verify/s Ecdh Ecdh/s
SECP112r1 28 0.00027s | 3683.58 | 0.00029s | 3437.16 | 0.00056s | 1794.78 0.00100s 1004.39 0.00077s | 1300.46
SECP112r2 | 28 | 0.00025s | 4021.27 | 0.00028s | 3591.01 | 0.00058s | 1714.98 0.00093s 1075.69 0.00077s | 1295.75
SECP128r1 32 | 0.00031s | 3269.48 | 0.00032s | 3145.78 | 0.00056s | 1796.05 0.00109s 918.64 0.00091s | 1094.53
SECP160r1 42 0.00040s | 2487.10 | 0.00042s | 2357.96 | 0.00077s | 1303.17 0.00153s 655.15 0.00121s 827.69
SECP256k1 64 0.00061s | 1648.48 | 0.00067s | 1482.59 | 0.00124s | 809.19 0.00245s 408.41 0.00211s | 0.002 11s
* SECP128rl follows [24]. Fig.21 SECP256K1 shows the imple-
The SECP128r1 elliptic curve Equation (13) is [24]: mented results of curve for ECDSA algorithmin (a) and
)4 ) shows the implemented results of SECP256K1 curve
Yy 4 x” +486662X°+X — 1 (13) for ECDH algorithmin (b).

Fig 19 (a) displays the SECP128r1 curve implementa-
tion results for the ECDSA method, whereas (b) dis-
plays the SECP128r1 curve implementation results for
the ECDH algorithm.

SECP160r1
The SECP160r1 curve’s ECDSA Equation (14) is [24]:

Y =247 (14)
Fig. 20 (a) displays the SECP160r1 curve implementa-
tion results for the ECDSA method, whereas Fig. 20 (b)

displays the SECP160r1 curve implementation results
for the ECDH algorithm.

Secp256k1
ECDSA curves employ equation (14) of secp256k1 as

From Fig. 22, which compares ECDSA with ECDH
utilizing many of the features previously presented.

Fig.22 shows the following results:.

1. Signature Length (siglen):

— ECDSA’s signature length is determined by
the curve it uses. The signature length for
SECP160, for instance, is 42 bytes.

— Since ECDH doesn’t create signatures, there
is no such thing as a signature length.

2. Key Generation (keygen):
— ECDSA key generation entails the produc-
tion of a matching public key as well as a
private key.
— A private key and the related public key must

be created as part of the ECDH key genera-
tion process.
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3. Key Generation Speed (keygen/s):

— Depending on the chosen curve, the key gen-
eration speed varies. For instance, SECP160
can generate keys at a rate of about 2500 keys
per second.

— ECDH: The selected curve determines how
quickly keys are created. For example, ECDHE-
secp256r1 has a key generation rate of about
1600 key exchanges per second.

4. Signing (sign):

— ECDSA: Signing includes developing a sig-
nature for a specific message using the private
key.

— ECDH: This method does not require a sig-
nature.

5. Signing Speed (sign/s):

— The curve being used affects the signature
speed. For instance, the signing rate for ECDSA-
SECP256 is approximately 1400 signatures
per second.

— ECDH: This method does not require a sig-
nature.

6. Verification (verify):

— ECDSA: Verification entails examining a mes-
sage’s authenticity using the public key and
the signature.

— ECDH: There is no verification in ECDH.

7. Verification Speed (verify/s):

— ECDSA: Depending on the chosen curve, the
verification speed varies. For instance, the
verification rate for ECDSA-SECP256 is ap-
proximately 800 verifications per second.

— ECDH: There is no verification in ECDH.
8. No PC Verification:

— ECDSA: Verification is possible using this
approach without requiring a personal com-
puter (PC).

— ECDH: ECDH does not require PC-based
verification.

9. No PC Verification Speed (no PC verify/s):

— ECDSA: The speed of verification without a
computer is impacted by the selected curve.
ECDSA-SECP256, for example, verifies at a
rate of about 400 times per second.

— ECDH: ECDH does not require PC-based
verification.

10. ECDH (Elliptic Curve Diffie-Hellman):

— The selected curve determines how quickly
the ECDH process continues. Using an un-
protected channel, two parties can generate
a shared secret key by using ECDH for key
exchange. For example, ECDHE-secp160r1
has an ECDH performance of about 700 key
exchanges per second.
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IV. CONCLUSION

In this research, an extensive assessment and comparison of
the ECDSA and ECDHA algorithms were carried out. Thor-
ough examination, both theoretically and experimentally, has
illuminated the strengths and weaknesses of the significant
techniques involving elliptic curve encryption. The findings
indicate that ECDSA and ECDH display distinct performance
traits in various coding tasks. ECDSA stands as the preferred
option for ensuring data authenticity and integrity, excelling in
generating and validating digital signatures. The comparative
Evaluation of these techniques emphasizes how performance
and security must be carefully balanced. Although ECDSA
provides stronger digital signatures, its computational require-
ments are comparatively larger. On the other hand, ECDH
provides effective key exchange but lacks intrinsic signature
capabilities. These insights help experts choose the best al-
gorithm based on aspects like computing power, processing
speed, and security level for their particular cases. Even with
this thorough analysis, elliptic curve cryptography is still a
dynamic field with ongoing developments and new problems.
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