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Abstract

Nonlinear stream ciphers have become a viable alternative to traditional cryptosystems in response to the growing need
for secure communication. These ciphers generate a keystream via feedback mechanisms and nonlinear functions, which
are then utilized for encryption. Geffe generator system is one of the most keystream generators. Also, these systems have
many benefits, like being fast, flexible, and able to create unpredictable and non-repeating keystreams, these systems are
susceptible to cryptanalysis attacks, which have the potential to compromise their security. This paper presents the first
study of applying chicken swarm optimization (CSO) algorithm in the field of cryptanalysis based on cipher only attack.
The standard CSO algorithm and an adaptive multi points CSO (AMPCSO) algorithm are proposed to cryptanalysis
nonlinear stream cipher based on Geffe keystream generator. Firstly, the traditional CSO is used to reveal the secret
initial values of the Geffe generator. Secondly, an adaptive multi points chicken swarm optimization (AMPCSO) has
been proposed to enhance the traditional CSO algorithm to attack Geffe generator systems. The AMPCSO is a new
idea to advance the CSO search abilities and improve the foraging behavior of hens and chicks by allowing hens to be
influenced by other individuals within the same or different groups and affected by the best individual in the population
and enable chicks to learn from four reference points rather than learn from their respective mothers only. Lastly, a new
criterion is used to estimate the value of fitness by utilizing a multi-objective fitness function (MOFF), which is grounded
on Pareto dominance. The experimental results showed that the CSO and AMPCSO are very effective tools in terms of
accuracy, information required, and CPU times when applied to the analysis of nonlinear stream cipher. The AMPCSO
required a few characters from ciphertext to attack systems with total LFSRs length up to 59 bits with an appropriate
CPU time.
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I. INTRODUCTION

Within the field of cryptology, research delves into strategies
that assure the secrecy of information. Cryptology consists
of two primary domains: cryptography and cryptanalysis [1].
The former involves the creation of cryptosystems that are
challenging to decipher, while the latter involves the study of
techniques for analyzing these cryptosystems. The cryptanal-
ysis of any given cryptosystem can be framed as an optimiza-
tion challenge [2]. Depending on the extent of information

accessible to the attacker, various techniques can be employed
by a cryptanalyst to breach a cipher [3]. The Geffe generator
is a notable stream cipher design widely used in cryptogra-
phy and operates by combining the outputs of three Linear
Feedback Shift Registers (LFSRs) through bitwise logical
operations to produce pseudorandom bits that can be used to
encrypt plaintexts [4,5]. Like any cryptographic algorithm,
the Geffe generator is not immune to attacks. Cryptanalysts
have developed various strategies to analyze and potentially
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break the cipher, including correlation, divide-and-conquer
attacks, evolutionary algorithms, and other methods [6].

The swarm intelligence optimization algorithm belongs to
biomimetic random search algorithms that emulate the natural
ecosystem mechanisms to address intricate optimization chal-
lenges. This algorithm operates without a central controlling
entity and relies on straightforward individual interactions [7].
Despite the simplicity of these interactions, they collectively
possess the capacity to tackle intricate problems within a lim-
ited timeframe efficiently. This characteristic renders swarm
intelligence optimization algorithms exceptionally well-suited
for the practical resolution of complex optimization prob-
lems [8].

Introduced by Meng et al. in 2014 [9], the chicken swarm
optimization (CSO) algorithm belongs to the category of
swarm intelligence algorithms. This algorithm replicates the
hierarchical structure and foraging behavior seen in chicken
swarms. Within CSO, each member of the swarm is assigned
one of three identities: rooster, hen, or chick, each carrying
out distinct functions. When applied to solve optimization
problems, individual chickens within the swarm represent po-
tential solutions, and their search strategies are tailored based
on their respective identities within the swarm [10]. This
paper introduces a new methodology called the AMPCSO
algorithm, which enhances the CSO algorithm and focuses
on improving the learning strategy of hens and chicks. The
CSO and AMPCSO are used in this paper to recover the initial
secret value of a nonlinear stream cipher through a cipher only
attack using multi objective function. The research organi-
zation encompasses a comprehensive review of variation on
CSO and the application of intelligent systems in cryptanal-
ysis, covered in Section II. . Section III. provides a concise
depiction of CSO-based Swarm techniques. Elaborations on
the stream cryptosystem are presented in Section V. . Sections
V. and VI. are given the proposed system and multi objective
fitness. Applying AMPCSO to cryptanalysis Geffe generator
is shown in section VII. . The attained results are thoroughly
deliberated in Section VIII. , while Section IX. contains the
conclusion of our work.

II. RELATED WORKS

Over the past decades, numerous researchers have enhanced
CSO (Chicken Swarm Optimization) algorithms to tackle
various optimization challenges. As an illustration, in 2015, D.
Wau et al. [11] introduced modifications to the CSO algorithm
by incorporating knowledge acquired from roosters into the
position update formula for chicks. This adaptation aimed to
prevent the iterative process from becoming trapped in local
optima. Similarly, N. Irsalinda et al. [12] refined the CSO
algorithm by removing parameters related to roosters, hens,
and chicks. This alteration enabled the algorithm to address

optimization problems, effectively outperforming PSO and
GA performance.

Furthermore, M. Lin et al. [13] proposed a strategy to
achieve a better equilibrium between diversification and inten-
sification within the swarm. This was achieved by allowing
roosters to explore the search space early in the process and fo-
cusing on exploitation later. Moreover, the swarm’s diversity
was enhanced by enabling hens to learn from chicks. In 2019,
D. He et al. [14] introduced enhancements to the chicken
position formula to elevate global optimization performance
and accelerate convergence. This was achieved by expanding
the influence of mother hens’ positions and accounting for
neighboring roosters’ positions. J. Wang et al. [15] introduced
an upgraded chick’s position updating formula. This improve-
ment involved enabling chicks to learn from roosters within
their group, done with a specific degree of influence, to steer
clear of local optimization pitfalls. X. Liang et al. [16] pro-
posed advancements to hen’s and chick’s position formulas.
They integrated Levy flight and nonlinear weight reduction
strategies into the update process. This adjustment ensured an
equitable distribution across the population while preventing
premature convergence. M. Gamal et al. [17] introduced a
hybrid method known as CSOGA, which merges the effective-
ness and solution convergence capabilities of Chicken Swarm
Optimization (CSO) and Genetic Algorithm (GA) for text
summarization. This amalgamated approach was designed to
achieve optimal solutions. The outcomes of their study high-
light that the hybrid CSOGA technique exhibited superior
performance in terms of text summarization quality. In 2022,
G. Yanchun et al. [18] introduced a simplified iteration of CSO.
This variant eliminated the chicks, and an adaptive approach
was implemented using an inverted S-shaped inertial weight.
This adaptive simplified CSO algorithm retained only roosters
and hens foraging for solutions. In a separate work in 2022, J.
Liang and team [19] enhanced the standard CSO algorithm to
overcome the issue of premature convergence in handling mul-
timodal optimization problems. They introduced an Improved
Chicken Swarm Optimization (ICSO) algorithm, drawing in-
spiration from combining PSO’s concept with the bacterial
foraging algorithm’s replication and elimination-dispersal op-
erations. In 2023, J. Liang and colleagues [20] presented the
Adaptive Dual-Population Collaborative CSO (ADPCCSO)
algorithm. This approach was devised to tackle complex high-
dimensional problems. It incorporated an adaptive adjustment
strategy for parameter G, a refined foraging behavior strategy,
and a dual-population collaborative optimization approach.

Numerous prior studies have advocated advancing the
cryptanalysis of stream cipher systems using intelligent ap-
proaches. In their work, Maiya Din et al. [21] investigated a
pair of strategies: a divide-and-conquer attack and a genetic
algorithm for assaulting the Geffe generator. The simulation
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outcomes demonstrate the efficient acquisition of accurate
initial states for all shift registers with combined lengths of up
to 39. Iwona Polak and Mariusz Boryczka [22] employed Ge-
netic Algorithms (GA) to compromise the RC4 stream cipher.
As indicated by average findings, this endeavor effectively
uncovered 59% to 80% of RC4 keystream bits. In two sit-
uations, Klaus Pommerening’s work [23] analyzed NLFSR
with the BK algorithm. In the first, with no prior knowledge,
the BK algorithm wasn’t a viable attack method. However,
in the second scenario, where the cryptanalyst knew about a
limit on variable coefficients in the feedback function, the BK
algorithm demonstrated effective cryptanalysis capabilities.
Maiya Din et al. [24] developed the Cuckoo Search (CS) evo-
lutionary algorithm to address LFSR with varying polynomial
degrees. Their approach necessitated a ciphertext segment
of 200 characters to retrieve the secret initial value, with a
maximum length of 19. In [25], S. Abbas and R. Kadhum
proposed an enhanced PSO algorithm by incorporating Simu-
lated Annealing (SA) to solve the Geffe stream cipher through
a ciphertext-only attack. Their method achieved success in
retrieving secret keys of lengths up to 12. S. Sadkha and
B. Yaseen [26] introduced an approach for attacking stream
ciphers using a DNA algorithm alongside parallel compu-
tations. Their study demonstrated that the DNA algorithm
could efficiently determine the precise initial state with only
a tiny ciphertext segment. M. Din et al. [27] attacked the
Geffe generator using the binary PSO algorithm. The B_PSO
algorithm was introduced to accurately determine the initial
state when applied to decrypt ciphertext encoded using the
Geffe stream cipher, with a cumulative LFSR length of up
to 29. This algorithm showcased its proficiency in decrypt-
ing ciphered texts containing 400 characters. I. Polak and
M. Boryczka [28,29] put forward the concept of employing
the Tabu search algorithm to target stream cipher systems
like VMPC and RC4+. The experimental outcomes notably
showcased the successful application of Tabu search in consis-
tently identifying VMPC 10 and VMPC 16 ciphers across all
test scenarios. Furthermore, the algorithm demonstrated its
capability in accurately determining the correct internal states
of RC4+, with an average examination of just 250 potential
internal states. G. Mishra et al. [30] introduced a method
involving black-box analysis deep learning to authenticate
RC4, Trivium, and TRIAD stream ciphers. Their approach
dispenses with the necessity for pre-existing mathematical or
statistical analysis. The research findings underscore that vari-
ous factors, including network design, the quantity of training
data, and the duration of training, can impact the precision of
predictions. R. Rizk-Allah et al. [31] targeted the RC4 stream
cipher using a fusion of the B_PSO and Equilibrium Optimizer
(EO) techniques. This combined approach was employed to
deduce the initial key of the RC4 stream cipher. The outcomes

of their study showcased that the devised system effectively
retrieved the initial state by examining 104 internal stages
through a probable word attack. R. Kadhum [32] merged
the PSO and SA algorithms to address nonlinear stream ci-
phers through a ciphertext-only attack strategy. The devised
approach successfully retrieved the secret initial value of the
Geffe generator, even when the combined length of LFSRs
reached up to 19.

III. CHICKEN SWARM OPTIMIZATION (CSO)

In 2014, Meng and colleagues introduced Chicken Swarm
Optimization (CSO) as a global optimization algorithm. This
algorithm abstractly mimics the foraging behaviour of chick-
ens and incorporates the strengths of genetic algorithms, par-
ticle swarm optimization algorithms, and bat algorithms [9].
Chicken Swarm Optimization (CSO) emulates the behaviour
of a collective of chickens through various rules, including
group grading, inter-group competition, hatching of hens, and
chick growth [33]. This algorithm has garnered significant
attention in scientific research and offers a novel approach
to addressing global optimization challenges across domains
like computing, engineering, and management science [34].
Fig. 1 shows the flowchart of the CSO algorithm.

In the foraging context, a strict hierarchical structure ex-
ists within the chicken group. During foraging, individuals
are categorized into roosters, hens, and chicks. Within this
hierarchy, hens follow the lead of roosters while chicks ex-
plore their surroundings close to the hens. Consequently, the
rooster assumes a leadership role within the chicken group,
enjoying a competitive edge during foraging [35]. Mean-
while, chicks with less proficient foraging abilities can only
follow the hens in their foraging efforts. The majority of
the chicken population consists of hens, and they make ran-
dom choices regarding which group to join. Additionally, the
mother-child connection between hens and chicks must be
more active. The dynamics of the dominance and mother-
child relationships within a group remain unchanged. They
are periodically updated after a certain number of time steps
(denoted as ”G”) [36]. The level of dominance displayed by
each individual in the chicken group is determined by a fitness
function corresponding to the target function at its specific
position. In order to simulate the behaviour of hens tending
to their hatchlings and chicks maturing into either roosters or
hens, the CSO algorithm assesses each chick’s fitness after
they complete their foraging. Once graded, the members of
the chicken group embark on a new foraging cycle based on
an updated position formula, continuing until they satisfy the
termination condition. Upon completion of the CSO process,
the position held by the fittest individual within the chicken
group represents the optimal solution to the optimization prob-
lem [37].
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Fig. 1. Flowchart of Basic CSO

A. First Foraging (Roosters)

Within the CSO algorithm, we assume a population of chick-
ens denoted as N, which are organized in ascending order
based on their fitness levels. The leading Ng chickens are des-
ignated as roosters, the trailing N¢ chickens as chicks, and the
rest, Ny = (N — Ng — N¢), are categorized as hens. The indi-
vidual with the highest fitness value in the group can explore a
broader range of food sources, enabling enhanced exploration
capabilities [38]. The update of a rooster’s position p' ;s
influenced by another randomly chosen rooster. This position
update is governed by equation (1):

Pt =pl;(14+R(0,6%)), (1)
where

1
2 )
c°= _fr ke{l,...
L1 ; ’
{exp ( Iffi\+C) , otherwise,

7N}7

ki,

Here, p! ; represents the position of rooster i in the j-th di-

1+

mension at iteration ¢; p; jl denotes the position at iteration

t+ 1. R(0,0?) represents a Gaussian distribution function
with mean value of 0 and variance of 62. ff; and ff; rep-
resents the fitness function of current rooster and random
selected rooster respectively. Adding ¢ to avoid zero partition
error which is the smallest value in computer.

B. Second Foraging (Hens)

Assuming that pa j represents the position of hen in the j-
th dimension space within ¢ iteration. The update of hen’s
positions based on (2).

piyt = phjtuoe (ph = ph) B (pr, = phj) ()
where
Uy = exp (f?f]—{-@ > , w=exp(ffn,—[ffi)

In this scenario, @ and f are both uniformly generated
random numbers within the range [0, 1]. The variable r| cor-
responds to an index representing a rooster selected from the
current group, while r, denotes an index for a chicken (either
rooster or hen) randomly chosen from the overall population
of N chickens [39].

C. Third Foraging (Chicks)
The formulation for the chicks’ behavior of moving around
their mother in search of food is as follows:
Pt =pl 4T (Pl — 1l 3)

Where pim ; represents the location of the mother of the
i-th chicks. The parameter T signifies the tendency of the
chick to trail its mother while searching for food, with T being
randomly selected from a range between 0 and 2. Table I
presents the description of abbreviations and symbols used
throughout of paper.

IV. NONLINEAR STREAM CRYPTOSYSTEM

Stream ciphers are classified as symmetric ciphers, wherein
the encryption and decryption of messages necessitate the
possession of an identical key by both the sender and the
receiver [40]. The primary function of a stream cipher is
the generation of a critical stream through the utilization of
a random seed which is derived from either the secret key
itself or is dependent upon it and LFSRs which is a shift
registers where the input bit is determined by a linear func-
tion of its prior state. The initial value is modified for each
subsequent keystream generation to enhance the randomness
of the keystream. The keystream undergoes a bitwise XOR
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TABLE 1.
DESCRIPTION OF ABBREVIATIONS AND SYMBOLS
Abbreviations & Description
Symbols
CSO Chicken Swarm Optimization
AMPCSO Adaptive Multi Points CSO
CSOGA CSO and Genetic Algorithm
PSO Particle Swarm Optimization
GA Genetic Algorithm
ADPCCSO Adaptive Dual Population
Collaborative CSO
BK Boyar and Krawczyk
CS Cuckoo Search
SA Simulated Annealing
B_PSO Binary PSO
EO Equilibrium Optimizer
N Population size
t,tmax Current and maximum iteration
)2 Position of current individual

NR7NH7NC3MH

Number of Roosters, Hens,
Chicks, and Mother Hens

respectively
ff,G, ¢ Fitness value, threshold of
re-ranking, and smallest
computer value

o, B Random numbers in range [0, 1]
T Random number in range [0,2]
LFSR Linear Feedback Shift Register

LC Linear Complexity

PPl Pl Pl

Positions of rooster, best,
random, and mother chickens

[ foest Fitness of the best individual
w,IC Inertia weight and Index of
Coincidence
Ib,ub Lower and upper bounds [—1, 1]
MOFF Multi-Objective Fitness
Function
MOFF(1), MOFF(2) MOFF of plaintext and
ciphertext
wi,wo Weights in range [0, 1]
Diff Difference between fitness of
plaintext and ciphertext
LPT Length of plaintext
MTL Maximum Text Length
AMOFF, BMOFF Actual and Best MOFF
TLR Total Length of LFSRs
BCT Best Consuming Time
Biter Best Iteration
RRK Ratio of Recovered Key
BFA Brute Force Attack

S S

Fig. 2. Geffe Generator

operation with the plaintext to generate the ciphertext. Geffe
and Bruer generator systems generate keystreams based on
LFSRs [41]. Geffe generator is stream cipher cryptosystem
originally proposed by P.R. Geffe in 1973 and is comprised of
three LESRs with different lengths that are relatively prime,
with two serving as input multiplexers and the third as a con-
troller [5]. The feedback function polynomial degrees are
also assumed to be relatively prime. The Geffe Generator
scheme can be visualized in Fig. 2 [42]. The Geffe Genera-
tor introduces non-linearity through a function that combines
the outputs of the two input LFSRs and the complement of
the output from the controller LFSR using the Boolean AND
function [43]. The combining function is:

Fx1,x2,x3) = X100 Bx2x3 B x3 )

where the symbol & means the XOR logic operation.
LFSR2 acts as selector switching the output between LFSR1
and LFSR3. The keystream sequence {z; } obtained from the
Geffe generator has period

T=02—1ek2-1)02b-1)
and linear complexity
LC=LLy+ L3+ L3

The main steps to produce ciphertext using the Geffe
generator are as follows [44]:

1. Inmitialization: Each LFSR starts with an initial state.
This initial state is usually set as a binary sequence of
0Os and 1Is. The choice of these initial states is crucial for
the quality and randomness of the generated sequence.

2. Clocking: At each clock cycle, all three LFSRs are
shifted by one position. The least significant bit of each
LFSR’s current state becomes the output bit for that
clock cycle.

3. Combining Outputs: The outputs of the three LFSRs
are then fed into a majority function. The majority
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function determines the bit that appears most frequently
among the three outputs and assigns that value to the
next bit in the Geffe generator’s output sequence.

4. Generating Sequence: The output of the majority
function becomes the next bit in the pseudorandom
sequence. This bit is then fed back into each LFSR to
influence the generation of subsequent bits.

5. Repeating the Process: The clocking, combining,
and generating steps are repeated for each clock cycle,
producing a continuous stream of pseudorandom bits.

6. Encryption: The pseudorandom bits are XORed with
binary plain text to generate ciphertext.

V. AN ADAPTIVE MULTI POINTS CHICKEN
SWARM OPTIMIZATION (AMPCSO)

CSO can behave intelligently to optimize problems efficiently.
However, the algorithm’s blind spots in search direction arise
from its method of updating the individual’s positions. The al-
gorithm’s search direction and velocity are primarily dictated
by the search proficiency of hens. Furthermore, both hens
and chicks predominantly rely on the guidance provided by
roosters when searching for food. As a result, the algorithm’s
performance can be significantly influenced by the actions
and information-sharing capabilities of the roosters.

Reducing the occurrence of roosters getting stuck in local
optima can enhance the performance of the CSO algorithm
when compared to traditional bionics heuristic algorithms.
However, a more significant number of roosters within the
same group and roosters in the reference non-self-group tend
to converge towards a local optimum. In that case, this can
lead to hens’ positions gravitating towards local optima during
their updates. This can result in hens becoming trapped in
local optima, hindering the algorithm’s ability to find the
optimal solution. Algorithm (1) shows the algorithm steps of
the AMPCSO algorithm.

To address the limitation associated with hens’ foraging
behavior, this study enhances the exploration step by enabling
hens to be influenced by other individuals within the same or
different groups (pih ;)» and it strengthens the exploitation step
by allowing hens to be affected by the best individual in the
population (pj, j). These improvements involve the creation of
four candidate points, as demonstrated in the equations below:

Y =S -R-(ply;—pl) (5)
Y2 =8-R-(p}y,;— P})) (6)
Y’ =585-R-(p),;— ph)) )

Algorithm 1 AMPCSO

1. Input:
1.1 Population size (N), maximum iteration (¢fmax ).
1.2 Number of Roosters (NR), Hens (NH), Chicks

(NC) and Mother Hens (MH).
1.3 Lower and upper bounds of search space (Ib, ub).

1.4 Threshold of re-ranking (G).
2. Output:
2.1 Optimal solution (individual with highest fitness
in population).
3. Initialization:
3.1 Randomly initialize (N) population.
4. Evaluation:
4.1 For every element in population:
4.1.1 Calculate fitness values.
4.1.2 Select the individual with best fitness value

as best solution.
5. Ranking:

5.1 Sort the population based on fitness value in de-

scending order.
6. Population classification:

6.1 Determine the highest elements as roosters (R)

according to NR.
6.2 Take the remaining highest elements as hens (H)

according to NH.
6.3 The last elements in population are determined

as chicks (C) according to NC.
6.4 Randomly determine mother hens (M H) from H

population according to NM.
7. Subgroups division:
7.1 Split population into several predefined sub-
groups.
7.2 Each subgroup must contain at least: one rooster,

two hens and chicks.
8. Evolution processes:

8.1 For every subgroup in population:
8.1.1 Update Roosters (R) positions based on Eq.

(1).

8.1.2 Update Hen (H) positions based on Egs. [5-
18].

8.1.3 Update Chicks (C) positions based on Egs.
[19-31].

8.1.4 Calculate fitness values for the new posi-

tions of R, H and C.
8.1.5 Determine the best position of new popula-

8.1.6 %lfocl)ll'd best position < new best position:
8.1.6.1 Update the best position to be new best.
8.1.7 Else:
8.1.7.1 Remain the old best as best solution.
9. Termination conditions:
9.1 If the maximum iterations (#yax) is reached, go
to step 10.
9.2 Else, If Mod(¢,G) = 0, Repeat steps (5 to 9).
9.3 Else, Repeat step (8 and 9).
10. End:
10.1 Select the individual position with highest fit-
ness value as optimal solution.
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=S4 R (P — Pij) ®)
z' =y 472 ©)
Z2=v'4+7v? (10)
Z2=y'+y* (11)
Zt=v* (12)
Ph=pl,+Z" k=12,34 (13)
-en(722)
S» =exp(ffi2—f1) 15)
S3 = exp(ffu— 1) (16)
S4 = exp(f foest — [ fi) (17)

Where pl, j 1s randomly chosen from the population N,
and pb refers to the best position in the whole swarm. From
the above equations, hens update their position not only based
on information provided by the roosters but also based on
information from other individuals in the population. The
four candidate points are evaluated using:

(Pltj»l’zlt+l)

max fFBY), k=1,234 (18)

The final update point is determined by selecting the one
with the highest fitness.

In the standard CSO algorithm, chicks exclusively learn
from their respective mothers. Consequently, when a mother
encounters a local minimum, her accompanying chicks in-
evitably get stuck in the same local minimum, thereby dimin-
ishing the optimization performance. To boost the algorithm’s
global optimization capacity and accelerate its convergence,
chick position updating is refined by incorporating four refer-
ence points. These reference points allow the chicks to adjust
their positions by following their respective mother, rooster,
and the best individual, as shown below:

A'=T-(p} ;= 1P} (19)

A*=C-(p.;—P})) (20)

= S5-Rand- (Pin,j —Paj) +S6-Rand- (ptr,j_pi',j) (21
A*=FL. (b

—Pij) (22)

B' =A! (23)

B =A'4 47 24
B =A3 (25)
B*=A'+a* (26)
Pi=w-pi;+B, J=1234 (27)
55— exp (M") 8)
S = exp (M) 29)

Where T and C are cooperative coefficients in the range
[0,1], indicating the degree to which chicks learn from mother
hens and roosters in their own group, respectively. From the
above equations, the chicks update their positions not only
based on their mother’s information but also by learning from
the group rooster and the best element from the population at
the current iteration.

To enhance chicks’ foraging, a nonlinear decreasing iner-
tia weight w is computed as follows:

max min | t

w — W
w =

30
tmax ( )

In this paper, w™> = 0.95 and w™" = 0.4. The chick’s
next position is selected from the four candidate points based
on the highest fitness value:

1 1
(P BT =

max ff(F)}), J=1,2,3,4 31

VI. FITNESS CRITIREON

Optimization and evolutionary algorithms frequently employ
the concept of a fitness function, a mathematical framework
that accepts a potential solution as input and generates a scalar
value as output. This scalar value signifies the performance
or quality of the candidate solution concerning the given
optimization problem and reflects the individual’s survival
chances. This work aims to maximize the value of the fitness
function [45].

A. Number of Zeros (NZ) Fitness Function

The first fitness criterion used in this work to assess candi-
date solutions is based on the count of zeros and ones in the
candidate’s plaintext. This function is adjusted to accommo-
date variations in plaintext sizes. In the English language,
approximately 60% of characters translate into zeros in bi-
nary plaintext, although this value may vary with the text
length [25]. The fitness value is computed using the following
equation:
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S
NZ(Pip) =+ (32)

where P/ refers to the candidate solution, S; denotes the
total number of zeros in the plaintext, and N represents the
total number of bits in the candidate solution.

B. Index of Coincidence (IC) as Fitness Function

The Index of Coincidence (IC) is a technique used to measure
how similar a frequency distribution is to a uniform distribu-
tion. IC can be calculated by comparing two texts side-by-side
and counting how often identical letters appear in the same
position. This count can be expressed either as a raw ratio or
normalized by dividing by the expected count for a random
model. The value of IC is obtained by multiplying the result
by a normalizing coefficient, commonly set to 26 for English
text [46]. The IC is given by:

zczc(”“-”“‘1+’”’-"”‘1+~-+"Z ”Z_1> (33)

N N-1 N N-1 N N—1
Where c is the normalizing coefficient, n, is the frequency
of the letter ‘a’ in the text and N is length of the text. IC can
also be calculated as mentioned in (34):

L ni(n,- — 1)
IC ;N(N_l) (34)
C. Multi Objective Fitness Function (MOFF)
Using NZ and IC objective functions independently in the
analysis of nonlinear stream ciphers has given rise to numer-
ous challenges. This is primarily due to the statistical nature
of these measures, which renders them imperfect. Conse-
quently, the efficacy of these measures can be influenced by
various factors, including the length of the ciphertext and the
linguistic attributes of the underlying language.

This study gives a new multi objective function to ad-
dress the challenges above. Utilizing a multi objective fitness
function (MOFF) achieves an optimal balance and makes
trade-offs between the fitness functions of NZ and IC.

The presented fitness function (MOFF) is grounded on
Pareto dominance. Pareto dominance is a fundamental idea
employed in multi-objective optimization, enabling the com-
parison and ranking of diverse solutions based on their per-
formance across multiple objectives. The MOFF identifies
potential solutions along the Pareto front, which consists of
configurations that maximize the importance of IC and mini-
mize the importance of NZ in the candidate plaintext [47]. The
mathematical model of the proposed fitness function (MOFF)
can be structured as a weighted sum of the two measures (NZ
and IC) to reflect the relative importance of each metric as
depicted in (35).

MOFF =wy - fi+wy- fo 35)

Where f; and f, are the IC and NZ respectively. The
w and wy have a range between [0, 1] and their sum equals
one which represent weights of importance that control the
trade-off between f] and f>.

A comprehensive investigation was undertaken to ascer-
tain the optimal objective function for employment in the
cryptanalysis of nonlinear stream ciphers. The fitness function
that shows a clear difference between plaintext and cipher-
text is the principal measure for this work. Tables II and III
presents the values of w; and w,, as well as the impact of those
values on the fitness function calculation when applied to the
plaintext of 20 and 30 characters which is called MOFF(1)
and fitness calculation of the ciphertext (Non plaintext) with
the same lengths that produces by utilizing the Geffe generator
system which is called MOFF(2).

Tables II and III demonstrated that there are issues with
computing the fitness function value based on NZ, because
there are some circumstances where the NZ value is good, but
the text is not plain. For example, the NZ fitness function for
plaintext with lengths of (LPT) 20 and 30 was 0.63 and 0.632,
respectively, whereas the NZ fitness function for non-plaintext
was 0.66 and 0.6429. Diff column refers to the difference be-
tween real plaintext (Plaintext) and ciphertext (Non Plaintext).
Fitness criteria should be distinguished between the actual
plaintext and the candidate plaintext that result from crypt-
analysis processes. So, the Diff value must be equal to zero
when the actual plaintext is equal to the candidate plaintext
and must be as large as feasible when there is a difference
between them. In tables above we suppose that the candidate
plaintext is not the same of actual plaintext, so the Diff value
must be large. From different experiences, this work found
that the highest Diff is reached when the values of w; and w;
0.9 and 0.1, respectively. This indicates that the importance of
IC should be maximized, while the importance of NZ should
be minimized to obtain a decent fitness function.

VII. APPLYING AMPCSO ALGORITHM TO
ATTACK STREAM CIPHER

The AMPCSO algorithm is the proposed enhancement of the
traditional CSO algorithm, aimed at improving the exploration
and exploitation phases of hens and chicks to efficiently reach
the optimal solution, as described in Section V. The AMPCSO
algorithm is applied to attack nonlinear stream cryptosystems,
particularly those based on the Geffe generator, by identifying
the secret initial values of combined LFSRs with different
polynomial degrees.
The brute-force time complexity of breaking such systems
is given by:
b —1)x (2l —1)x (22 —1) (36)
which is computationally infeasible to perform using modern
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TABLE II.
CALCULATION OF THE MOFF FOR PLAINTEXT WITH SIZE 20 CHARACTERS BASED ON VARIANTS VALUES OF w{ AND
w2
Plaintext Ciphertext .
WP wifwe iy [/ | A [ Moy | OF
20 | 0.1 | 0.9 | 0.066 | 0.63 | 0.574 | 0.0047 0.66 0.5944 | 0.0204
0.2 | 0.8 0.518 0.5289 0.0109
03|07 0.461 0.4634 0.0024
04 | 0.6 0.405 0.3979 0.0071
05105 0.348 0.3323 0.0157
06 | 04 0.292 0.2668 0.0252
0.7 103 0.235 0.2013 0.0337
0.8 | 0.2 0.179 0.1358 0.0432
09 | 0.1 0.123 0.0728 0.0502
TABLE III.
CALCULATION OF THE MOFF FOR PLAINTEXT WITH SIZE 30 CHARACTERS BASED ON VARIANTS VALUES OF wi AND
w2
Plaintext Non Plaintext .
LPT | w %) Diff
h P MOFF(1) h 12 MOFF(2)
30 0.1 | 0.9 | 0.0655 0.632 0.5753 0.0017 | 0.6429 0.5787 0.0034
02| 08 0.5187 0.5146 0.0041
03 | 0.7 0.462 0.4505 0.0115
04 | 0.6 0.4054 0.3864 0.019
0.5 1] 0.5 0.3487 0.3223 0.0264
06 | 0.4 0.2921 0.2581 0.034
0.7 | 0.3 0.2354 0.194 0.0414
0.8 | 0.2 0.1788 0.1299 0.0489
09 | 0.1 0.1221 0.0658 0.0563
systems. In contrast, the AMPCSO algorithm is capable of 4. Decrypt the ciphertext by XORing it with the potential

recovering the secret initial values with minimal exploration,
thereby achieving optimal timing for cryptanalysis.

The main steps of attacking a stream cipher using the 5.

AMPCSO algorithm are as follows:

1. Randomly initialize the population of N chickens. Each 6.

chicken in the population has its own position p} It
where the vector length of the positions equals the size
of the secret key (seed).

2. Convert each chicken’s position value to its binary rep-

resentation using: 7
1, ifp!.>0
t. P ’ LJ 37
Pij {0, otherwise 37)

3. Each chicken (candidate solution) represents a possible
secret initial key. Insert each candidate key into the

Geffe generator to produce a potential keystream. 9.

keystream of each candidate key.

Evaluate each chicken in the population by computing
the MOFF using Equation (35).

Rank the chickens in descending order (this work uses
maximized fitness, as discussed previously) based on
their fitness function values. Establish the hierarchical
order to determine the number of roosters (RN), hens
(HN), chicks (CN), and mother hens (MN).

. Divide the population into subgroups, each containing
at least one rooster, two hens, and several chicks.

. Re-rank the entire population after a predefined period
G to update the hierarchical structure.

Evolving process:
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» Update roosters’ secret initial keys p%fjl

Equation (1).

using

» Update hens’ secret initial keys p’Hf } using Equa-
tion (18). ;

» Update chicks’ secret initial keys p’&“\,l ; using Equa-
tion (31).

* Update the best secret initial key pj, ; in the entire
population. '

10. Repeat steps 2-9 until the actual plaintext is revealed
or the maximum number of iterations is reached.

11. Selected the individual with the best MOFF as the opti-
mal secret initial key in the population.

VIII. EXPERIMENTAL RESULTS

The primary objective of this section is to evaluate the effec-
tiveness of the CSO and AMPCSO algorithms in attacking
nonlinear stream cipher systems based on the Geffe keystream
generator using a ciphertext-only attack. The experimental
results for the brute-force attack, CSO, and the enhanced CSO
(AMPCSO) algorithm are presented in Tables V, VI, and VII,
respectively. These results are based on the Mean Objective
Fitness Function (MOFF) values.

Furthermore, the outcomes of previous research efforts
are compared with those of the AMPCSO algorithm, as shown
in Table IV . The cryptanalysis processes were implemented
in MATLAB R2022b, and all experiments were conducted
on a laptop equipped with a 10th Generation Intel Core i7
processor, 16 GB of RAM.

Table IV provides the actual fitness values for plaintexts
of varying lengths.

Results from Tables V and VI showed that the CSO and
AMPCSO algorithms are efficient methods to attack non-
linear stream cryptosystems. Where the brute force attack
required about 10866.872 seconds to recover initial value
with lengths 27 bits, while the CSO and AMPCSO algorithms
required only 72.86 and 14.7 seconds respectively. Also, CSO
algorithm required only 50 characters from ciphertext and
165 seconds to recover about 33 bits from 3LFSRs, whereas
20 characters and 79 seconds were enough for AMPCSO
to achieve a successful attack. Table VII illustrates that the
AMPCSO algorithm was able to recover keys up to 59 bits
with appropriate consuming time and a minimum number
of characters from the ciphertext. Table VIII compares the
AMPCSO algorithm with the preview works in attacking the
Geffe keystream generator. According to the above tables,
our proposed system was an efficient algorithm to attack the
Geffe keystream generator. AMPCSO has the best consuming
time and requires fewer characters from cipher [10-200] to

attack Geffe with total LESRs up to 59 based on cipher-only
attacks where the most previews work consumes more time
and requires about 400 characters from the ciphertext. Fig. 2
illustrates the fitness values of CSO and AMPCSO with the
keylengths and the comparison with the related works.

IX. CONCLUSION

This paper introduced the use of the CSO algorithm in the
cryptanalysis process, which is considered the first attempt at
using such an algorithm in the field of cryptanalysis. Where
the CSO algorithm is applied to solve nonlinear stream cipher
based on Geffe keystream generators. The traditional CSO
was also developed to obtain an updated and valuable version
of the cryptanalysis process called the AMPCSO algorithm.
The AMPCSO algorithm attempts to prevent the hens and
chicks from being trapped in local optima by enhancing the
exploration step of hens and updating the learning of chicks
by incorporating four reference points. To implement the
cryptanalysis process, a new multi objective function was pro-
posed that depends on the number of zeros and the decrypted
message’s coincidence index. This paper proved that the CSO
and AMPCSO were efficient algorithms in the field of crypt-
analysis. CSO could recover the keystream of the system up
to 33 bits in an appropriate time and required only 50 charac-
ters from the ciphertext, according to Table IV. Results from
Tables V and 6 showed that the AMPCSO algorithm required
only ten characters to recover the initial key of Geffe with
a length of up to 27 bits in time less than 15 seconds and
required about 200 characters when the initial key is up to 59
bits, where the best-related work is required 400 characters
with long consuming time. These simulation results showed
that the AMPCSO algorithm is successful in finding the cor-
rect initial states of Geffe keystream generators with minimum
information and optimal consuming time. The proposed algo-
rithms CSO and AMPCSO can be used to cryptanalysis other
keystream generators and block cryptosystems.
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