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Abstract

Software Defined Wireless Sensor Networks (SDWSN) has emerged as a contemporary model to achieve dynamic and
secure control in the realm of Internet of Things (IoT) applications. By leveraging the benefits of Software Defined
Networks (SDN), SDWSN enables ease of management and configuration of wireless networks, thereby overcoming the
challenges associated with traditional Wireless Sensor Networks (WSN). However, SDWSN networks are susceptible
to emerging network intrusion and threats, particularly Denial of Service (DoS) and Distributed Denial of Service
(DDoS) attacks, which can significantly impact the network’s performance and cause operational losses. This study
proposes a machine learning based algorithm for detecting and preventing DoS and DDoS attacks in SDWSN networks.
The proposed algorithm uses various features to distinguish between benign traffic and malicious traffic generated by
attacks. The results demonstrate that the proposed algorithm can effectively detect and prevent DoS attacks, significantly

contributing to the security of SDWSN networks.
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I. INTRODUCTION

The incorporation of Software-Defined Networking (SDN)
models into Wireless Sensor Networks (WSNs) has yielded
significant advantages for diverse applications, including Net-
work Functions Virtualization (NFV), data centres, enterprise
networks, and Internet of Things (IoT) applications [1]. This
convergence, resulting in Software-Defined Wireless Sensor
Networks (SDWSNSs), has garnered substantial interest from
researchers, developers, and manufacturers [1]. These net-
works find application in various environments encompassing
university campuses, data centres, smart industries, military
bases, and other security-sensitive locations. Given the poten-
tial sensitivity of data exchanged between nodes and network
control units, securing these networks remains an active re-
search area. In practice, cryptographic techniques such as

symmetric, asymmetric, and hybrid encryption are employed
to safeguard against intrusions within SDWSNs, while In-
trusion Detection Systems (IDS) serve as the primary line
of defence for intrusion detection [2]. The SDWSN model
demonstrably overcomes inherent limitations commonly asso-
ciated with traditional WSNss, including restricted computa-
tional resources, limited data storage capacities, constrained
transmission bandwidth, and inflexibility in security imple-
mentation. Moreover, the centralized control architecture of
SDWSN:s facilitates the application of more robust security
measures for network resources. However, despite these ad-
vancements, the SDWSN network model is not immune to
new security challenges [3]. One distinctive feature of the
centralization of SDWSNss is the radical transformation of
network architecture by separating network intelligence and
logic from routing devices [4]. The open nature of Application
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Programming Interfaces (APIs) between the infrastructure, ap-
plication, and control planes creates exploitable entry points
for attacks on the network. These attacks can target sensor
node clusters and control units through Denial of Service
(DoS) tactics, aiming to deplete their resource capacities [5].
Routing devices themselves can also be targeted by attackers
to manipulate network traffic. This manipulation can take
the form of dropping, slowing down, or tampering with data
packets. Consequently, attackers can exploit the lack of robust
detection mechanisms to inject fake traffic into the network.
This fake traffic can then be used to overwhelm both control
plane elements, such as network controllers, and data plane
elements, including switches, routers, and sensor clusters,
etc., in the absence of a detection mechanism [6]. In fact,
the proliferation of smart devices and advancements in wire-
less technologies have spurred the development of SDWSN.
These networks are finding widespread application in various
Internet of Things (IoT) domains [7]. However, this growing
adoption also amplifies the vulnerability of SDWSNs to secu-
rity breaches perpetrated through Denial of Service (DoS) and
Distributed Denial of Service (DDoS) attacks. These attacks
overwhelm the network with illegitimate traffic, hindering au-
thorized user access and disrupting critical network services
like data transmission, control, and monitoring [7]. The re-
mainder of this paper is organized to provide a comprehensive
overview of the proposed solution for DoS/DDoS attack detec-
tion and prevention in SDWSNs.Section II. reviews existing
research on various aspects of SDWSNs, and identifies rele-
vant prior work and establishes the context for the proposed
approach. In Section III. describes the typical structure of
SDWSNs and explores the security threats associated with
these networks. Section IV. presents the core contribution
of the paper: a novel algorithm for detecting and prevent-
ing DoS and DDoS attacks in SDWSNs. The section details
the algorithm’s functionality and includes relevant flowcharts
for improved clarity. Section V. is devoted to presents the
findings of the research. This section is further divided into
several subsections, which cover the emulation process and
parameters, performance metrics, as well as the obtained re-
sults and discussion. Finally, Section VI. summarizes the
paper’s main contributions, highlighting the proposed algo-
rithm’s effectiveness in mitigating DoS/DDoS attacks within
SDWSNSs. Additionally, it suggests potential directions for
future research in this domain.

II. RELATED STUDIES

A growing body of research has explored the application of
machine learning for intrusion detection systems (IDS) in
wireless networks. This approach leverages the capabilities
of machine learning algorithms to identify and classify mali-
cious activities within wireless network traffic. [8] sheds light

on WSN restrictions, weaknesses, and security threats with
a focus on DoS attacks. Accordingly, this study proposes
a lightweight Machine Learning (ML) detection approach
based on a Decision Tree (DT) algorithm with the Gini fea-
ture selection method to detect DoS attacks in WSNs. An
enhanced version of the WSN-DS dataset, developed by the
author, was used to train and test the proposed approach. The
proposed approach has shown good performance by achieving
a remarkable accuracy rate of 99.5% with while maintaining
minimal computational overhead compared to random forest
(RF), extreme gradient boosting (XGBoost), and k-nearest
neighbor (KNN) classifiers. It only takes 9.7%, 13%, and 2%
of the processing time required by FR, XGBoost, and KNN
respectively, which indicates that proposed approach signif-
icantly outperforms these classifiers in terms of processing
time. While it is acknowledged that RF achieved a slightly
higher accuracy, the proposed DT approach offers a substan-
tial advantage in processing time, requiring only 9.7% of the
time taken by RF. This efficiency is a crucial factor when
considering the inherent resource constraints of WSNs. Build-
ing upon recent advancements in non-parametric real-time
change point detection, [9] proposes a DoS attack detection
algorithm specifically designed for software-defined resource
constrained wireless networks. Notably, the lightweight de-
sign allows the algorithm to operate efficiently on individual
sensor nodes with limited resources. Experimental evalua-
tion demonstrates that the algorithm achieves high detection
rates and attacker identification probabilities exceeding equal
or over 0.93, comparable to centralized detection methods.
Two implementation approaches were examined: running the
detector on every node and deploying it in clusters. Both
approaches yielded high detection rates. Additionally, when
running the detector on each node, the algorithm successfully
identified attackers without generating additional network
traffic. However, a trade-off exists between the two implemen-
tations. The clustering approach requires less memory on each
node, but generates more network traffic compared to running
the detector on every node. While [10] proposed a machine
learning multi-layer DDoS detection system to prevent DDoS
attacks in IoT gateway by extract features of four types of
DDosS attacks, including sensor data flood, ICMP flood, SYN
flood, and UDP flood and make these features to be numerical.
Then launch DDoS attacks from eight smart poles as a real
10T scenario and show that multi-layer DDoS detection sys-
tem can distinguish normal packets and DDoS attack packets
from IoT devices accurately. The proposed system was able to
detect DDoS attacks with high accuracy. The F1-score is over
97% using the DT algorithm. Upon identifying anomalous
packets, the system transmits the [P and MAC addresses of the
malicious devices to the SDN controller. This controller then
utilizes these addresses to populate blacklists and configure
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SDN switch rules accordingly. Consequently, the blacklisted
devices are promptly blocked by the SDN switches. This
multi-layered approach not only effectively detects DDoS at-
tacks but also actively mitigates them by blocking malicious
devices. Whereas [11] demonstrates the use of ML algorithms
for traffic monitoring within Network Intrusion Detection
Systems (NIDS) deployed in SDN controllers. Different clas-
sical and advanced tree-based machine learning techniques,
Decision Tree (DT), Random Forest (RF) and XGBoost are
chosen, and suing six different evaluation metrics to demon-
strate attack detection. The NSL-KDD dataset is used for
training and testing the proposed methods. Focusing on a
subset of five features from the NSL-KDD dataset (out of a
total of 41), the proposed approach tackles multi-class clas-
sification. This involves not only detecting the presence of
an attack but also classifying the specific attack type. The
proposed method achieves a high accuracy of 95.5% in this
task. This research demonstrates the potential of machine
learning for real-time anomaly detection and protection of
SDN platforms from cyberattacks. Whereas [12] a method
was proposed that combines statistical features such as Speed
of IP Sources, Speed of Flow Entries, Ratio of Pair-Flow En-
tries, with Support Vector Machines (SVM) ML algorithm
for efficient DDoS attack detection and mitigation in SDN.
The implementation utilized the Ryu controller and Mininet
network simulator with the OpenFlow SDN protocol. The
authors reported an accuracy of 99.26% and a 100% detec-
tion rate for DDoS attacks using their SVM-based approach
within an SDN environment, with no false positives identified.
However, a potential limitation of this method is its vulner-
ability to attacks originating from trusted IP sources. Since
the SVM relies on historical traffic patterns, it may not be
able to effectively predict malicious traffic originating from
previously trusted IP addresses. [13] proposed a lightweight
and highly effective approach for detecting DDoS attacks in
SDWSNs using change point analysis. By demonstrate the
performance of the change point detector in SDWSNs of vary-
ing sizes (36 and 100 nodes) and attack intensities (attacker
numbers ranging from 5% to 20% of total nodes). They moni-
tored anomalies in two key metrics: data packet delivery rate
and control packet overhead. The results demonstrated that
their approach achieved near-perfect detection rates (close
to 100%) as the attack intensity increased. Additionally, the
method exhibited the capability to infer the type of attack be-
ing launched. In a comparative study, [14] explored the use of
machine learning algorithms for IDS system in SDWSN. This
investigation evaluated the performance of three algorithms:
DT, SVM, and Logistic Regression (LR). The results show
that SVM model is the most effective algorithm followed by
DT in terms of detection rate of both the normal and anomaly
instances. On the basis of efficiency, DT produced 77.43%

and 22.57% accuracy for correct and incorrect classification
respectively as well as minimum time for classification in
both training and testing. Based on these findings, the authors
suggest that the DT algorithm offers a more efficient and ef-
fective solution for real-time intrusion detection in SDWSNs,
enabling the network to maintain a constant state of alertness
and proactive response. Similarly, [2] compared the perfor-
mance of three Artificial Intelligence (AI) approaches for IDS
in SDWSNs: Decision Trees (DT), Deep Learning (DL), and
Naive Bayes (NB). The evaluation focused on identifying the
most suitable approach for SDWSN applications, considering
both performance and resource constraints. The study found
that NB was the most suitable for SDWSN applications due
to its lower energy consumption requirements. The perfor-
mance of three anomaly detectors (DT, NB and deep ANN)
were recorded and the results show that the DT-based anomaly
detector should be used as the default anomaly detector in SD-
WSNss unless a specific requirement such as an extremely low
memory size available on the controller demands an alternate
anomaly detector. Since the accuracy of deep ANN increases
as the dataset gets bigger and since more attacks are identified
and recorded every day in datasets, then we expect that soon
deep ANNSs could be the default anomaly detectors for SD-
WSNs requiring a very high level of security. However, DT
showed the best overall performance in detecting abnormal
cases, especially for delay-sensitive applications. While [15]
proposed a novel Low-Rate Denial of Service (LDoS) attack
detection method termed HCN based on Hilbert—-Huang Trans-
form (HHT) and Convolutional Neural Network (CNN). The
proposed method involved the extraction of the features of
multiple one-dimensional data sources from the network, and
these were then transformed into two-dimensional frequency
spectrum features by compressed HHT. This transformation
enables a more comprehensive characterization of network
traffic dynamics. The resulting two-dimensional frequency
spectrum features were input into a CNN for LDoS attack
detection. To assess the detection efficacy of HCN, a range
of LDoS attacks were simulated within a SDWSN testbed
environment using Network Simulator-3 (NS-3). The exper-
imental results demonstrate that HCN achieves a high level
of accuracy while maintaining low false positive and false
negative rates. This performance suggests that HCN is a
promising approach for LDoS attack detection in resource-
constrained SDWSN environments. Another study by [16]
proposed a hybrid IDS for SDWSN which leverages the Salp
Swarm Optimization (SSO) algorithm for feature selection
and incorporates a Random Forest (RF) classifier for intrusion
detection. The SSO algorithm optimizes the selection of rele-
vant features, aiming to improve the detection efficiency of the
RF classifier. The authors evaluate the proposed approach us-
ing the widely used NSL-KDD dataset to assess its reliability.
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Therefore, the proposed hybrid IDS-SSO-REF classifier further
analyzes these detected abnormal activities. The known and
unknown attacks are also identified. Hybrid framework also
shown by the experimental results can reliably detect anomaly
behavior and obtains better results in terms in terms of de-
lay, delivery ratio, drop overhead, energy consumption and
throughput. Based on the abovementioned studies, this study
aims to develop a machine learning (ML) based algorithm for
detecting and preventing DoS and DDoS attacks in SDWSN
networks to enhance their security. The key contributions of
this study can be highlighted as follows.

* The primary contribution of this study lies in the devel-
opment of a sophisticated machine learning based al-
gorithm tailored specifically for the intricate domain of
SDWSN. By leveraging a diverse array of features such
as packet type, packet size, packet rate, and statistically
computed attributes, our algorithm exhibits a unique
capability to discern between legitimate network traf-
fic and malicious activities propagated by DoS/DDoS
attacks.

» Furthermore, our research introduces a novel approach
to enhancing the security landscape of SDWSN net-
works by formulating a robust classifier that effectively
differentiates benign traffic from malicious traffic. This
pioneering methodology not only fortifies the network
infrastructure against potential threats but also con-
tributes significantly towards mitigating the adverse
impacts of cyber-attacks on operational efficiency and
performance metrics.

* Through a meticulously orchestrated Emulation using
the Mininet-Wi-Fi platform in conjunction with the
Ryu-Manager controller, we have demonstrated the ef-
ficacy and practical applicability of our proposed al-
gorithm in real-world scenarios. By showcasing its
adeptness in detecting and preventing DoS attacks, our
research accentuates a pivotal milestone in fortifying
the security paradigm of SDWSN networks.

In essence, the amalgamation of cutting-edge machine learn-
ing techniques with the exigencies of SDWSN security un-
derscores the pioneering essence of our study, heralding a
paradigm shift in combatting cyber threats endemic to modern
network architectures.

III. SOFTWARE DEFINED WIRELESS SENSOR
NETWORK (SDWSN)

Traditional Wireless Sensor Networks (WSNs) lacking Software-

Defined Networking (SDN) capabilities require specific mech-
anisms to discover their network infrastructure. These net-

works typically rely on periodic broadcasts initiated by in-
dividual nodes to identify their immediate neighbours. This
approach, however, places a significant burden on the network
in terms of message overhead and energy consumption. Once
the network topology is established, routing decisions are
made. However, each node must store routing tables within its
limited memory capacity and independently calculate routing
paths for other nodes, further straining its limited resources.
In contrast, SDWSNs delegate many of these tasks to a con-
trol unit, which boasts superior computational resources, an
independent power source, and a holistic view of the entire
network. SDWSNs do not necessitate periodic broadcast mes-
sages for network topology discovery; routing decisions are
orchestrated by the control unit, obviating the need for nodes
to maintain routing information in their individual tables. Ad-
ditionally, the control unit can adjust the transmission range
for each node to reduce communication interference between
nodes. These computationally intensive tasks are carried out
by the control unit in SDN-based WSNs, thereby preserving
the residual energy within the nodes [17]. Figure 1 presents an
overview of the SDWSN model, where sensor nodes function
solely for data acquisition and forwarding, delegating network
intelligence to a dedicated SDN control unit. This control
unit is responsible for computationally intensive tasks associ-
ated with network management, including traffic management,
Quality of Service (QoS) management, resource allocation,
network performance monitoring, and energy level estima-
tion [17]. Within SDWSNSs, the infrastructure, or data plane, is
primarily comprised of sensing nodes, which are composed of
hardware components (such as a power unit, sensing unit, and
radio communication unit) and software components (such
as flow tables, sensing elements, and processing capabilities).
The sensing unit generates traffic, subsequently processed by
the network’s central processor. The network can perform
data aggregation in the sensing nodes or data fusion in the
sink nodes to process the data [3].

SDWSNS rely heavily on the control unit as the central
entity for network intelligence. This unit plays a pivotal role
in the network by creating flow rules and mapping program-
ming interfaces. Traditionally, SDWSNs utilize an integrated
control unit that connects to a dedicated sink node via a serial
interface connection. This sink node then serves as the bridge
for wireless communication with the distributed sensor nodes.
However, some network architectures integrate the control
unit directly into the base station, effectively combining these
functionalities within a single device. Within the control unit,
the intermediate plane manages crucial tasks such as assigning
network functions and defining flow tables, further enhancing
the programmatic capabilities of the SDWSN. The control
unit within the control plane governs network management
and supervises its operations, and keeps the network status up
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to date by constantly monitoring messages. These messages
convey critical network information, including the energy lev-
els of sensing nodes, distance from the base station, neighbor
list, and connection status such as link quality and response
time [3].

SDWSNSs can be configured with two distinct control ar-
chitectures [19]:

* Directly connected controller: a dedicated communica-
tion channel is required to establish direct control over
the data traffic of all sensing nodes within the network.

* Indirectly connected controller: architecture utilizes a
separate node to relay communication between the con-
troller and the sensor nodes. In this case, the controller
manages data traffic through the established backbone
network.

1 I Northbound APT I

Controller 1 Controiler 2 Controller n

Flow rules Mapping
generation function
plane

Programming interface

® @6 o0 o

Sensor node 2 Sensor node m

Match Counter | Action

Data
plane ‘ 6 o “ O o

Fig. 3. Logical planes of SDWSNs [3]

A. Security Threats in SDWSN

The SDN paradigm presents a promising approach to bolster-
ing the security of WSN networks, which can be seamlessly
integrated into the security framework of SDWSN networks.
Given that centralized control simplifies security manage-
ment and alleviates resource constraints on individual nodes,
offering significant advantages for secure network implemen-
tation [7]. Notably, the separation of the control plane from
the data plane in SDN networks renders sensor nodes inca-
pable of directly accepting control commands. This charac-
teristic significantly reduces the vulnerability of sensor nodes
to exploitation in malicious attacks, although they may still
function as gateways for such attacks [3]. In order to identify
security solutions for the SDWSN network that can be adapted
from SDN and WSN networks, it is necessary to first identify
the security threats present in both networks. The application
plane of SDWSN architecture comprises the application layer
in the WSN stack as well as the application plane in the SDN
network model, and often under threat from security breaches
such as authentication and authorization challenges [20], lack
of trust mechanisms [4], as well as threats from network ap-
plications. Proposed solutions for such threats include imple-
menting verification models or encryption solutions to secure
northbound interface communications [7]. The control plane
of the SDWSN architecture contains the transport and net-
work layers in the WSN stack, as well as the control plane
in the SDN network model. Encryption solutions could be
employed in WSN networks to secure the control unit against
transport layer and network layer attacks. Furthermore, re-
searchers have proposed various models that incorporate dedi-
cated control units to enhance the system’s resilience against
malicious applications. These control units also contribute
to improved scalability, ultimately mitigating the impact of
DoS attacks [20]. The infrastructure plane (or data plane)
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of the SDWSN architecture contains the data link layer and
physical layer in the WSN stack and the data plane in the
SDN network model. A significant advantage of the SDN
approach in WSNis) is its ability to mitigate many vulnerabil-
ities residing within the data link and physical layers. This
stems from the inherent limitation of sensor nodes in WSNss.
Unlike traditional networks, sensor nodes can only process
and respond to control commands. This restricted function-
ality impedes their potential use as malicious actors within
the network [4]. While the aforementioned solutions may
offer some improvements to the security posture of SDWSN
networks, they present limitations. These approaches often
rely on external security mechanisms that focus on protecting
network infrastructure elements like control units, routers, and
switches. To achieve robust security for SDWSN networks,
security considerations must be intrinsically embedded within
the network architecture itself, ensuring compatibility with
other design constraints [3,4]. A summary of security threats
associated with each plane of SDN and WSN networks can
be found in [7].

IV. PROPOSED ALGORITHM FOR DETECTION
AND PREVENTION OF DOS AND DDOS
ATTACKS IN SDWSN

The proposed algorithm employs a diverse set of features
for training a classifier that can distinguish benign traffic
from malicious DoS/DDoS attack traffic. These features in-
clude packet type, size, rate, source and destination, along
with statistically derived features. Figure 4 illustrates the
flowchart data collection approach used for both training and
comparison purposes. The data collection process involves
the following steps:

e Input Traffic Flow: Network traffic is generated by em-
ulating an SDWSN within a simulation environment,
where nodes exchange data with the controller via ac-
cess points.

e Traffic Collection: Network traffic data is collected and
stored on the controller.

* Parameter Matching and Labelling: Relevant parame-
ters are extracted from the collected data and assigned
labels based on their classification as Benign Traffic
or malicious data generated by a DoS attack or DDoS
attack (DDoS Traffic).

 Feature Engineering: The data undergoes a cleaning
process to remove irrelevant information which nega-
tively affects the model training results (e.g., additional
columns that may be altered by the attack method or

Input Traffic Flow

!

Traffic Collection

]

Parameters Matching

!

Data Labeling

I

Features Engineering and
Data Normalization

]

Generate the Dataset Using
Decision Tree Algorithm

End

Fig. 4. Flowchart for the data collection process used in the
proposed algorithm.

attacker node) and duplicate data that could bias the
model.

* Normalization: Each data point in the dataset is nor-
malized, scaling all features to a common range (typ-
ically O to 1) to prevent the classification model from
favoring features with larger scales. Following feature
engineering, the prepared dataset is then used to train
the Decision Tree (DT) algorithm.

A DT algorithm is employed in the proposed scheme with
the following feature set tp_src, tp_dst, icmpv4_ck, tcp_ck,
udp_ck, icmp_code, icmp_type, flow_duration_sec, packet_count,
byte_count, packet_count_per_second, byte_count_per_second,
sfe, ssip, rfip, type in the following ordered steps:

1. Data Collection and Feature Engineering (Prepara-
tion): This initial phase involves gathering network
traffic data from the SDWSN. The features mentioned
above are then extracted and prepared for subsequent
analysis.

2. Decision Tree Training (Learning): A portion of the
collected data is manually labelled as either "Benign
Traffic” or ”"DDoS Traffic.” This labelled data is then
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used to train the Decision Tree model, enabling it to
learn the key characteristics that differentiate normal
network behaviour from DoS/DDoS attack patterns.

. Detection and Mitigation (Action): Real-time network

traffic data is continuously fed into the trained Decision
Tree model. Based on the model’s predictions, the
traffic is classified as either “Benign” or "DDoS” Upon
detecting a DoS/DDoS attack, appropriate mitigation
strategies can be implemented.

Where:

tp_src: denotes the sending port.

tp_dst: denotes the receiving port.

icmpv4 _ck: verifies the ICMP protocol.
tcp-ck: verifies the TCP protocol.

udp_ck: verifies the UDP protocol.
icmp-_code: specific code of ICMP protocol.
icmp_type: identifies the ICMP protocol type.
flow_duration_sec: data flow rate per second.

packet_count: represents the cumulative number of sent
packets.

byte_count: denotes the number of bytes sent.

packet_count_per_second: represents the number of
packets sent per second.

byte_count_per_second: represents the number of bytes
sent per second.

sfe: measures the Speed of Flow Entries, which rep-
resents total number of flow entries to the OpenFlow
switch in network N during a specific period T.

ssip: measures the Speed of IP Sources, which is the
total number of logical addresses (IPs) received in the
network during a specific time period.

rfip: represents the Ratio of Pair-Flow Entries, which is
the total number of flow entries received by the Open-
Flow Switch.

type: indicates the presence of a DoS/DDoS attack,
where benign flows are denoted by (0) and attack flows
are denoted by (1).

Figure 5 illustrates the proposed algorithm for detecting
and preventing DoS and DDoS attacks in SDWSN. The algo-
rithm introduces new data traffic flows into the WSN. Data
is exchanged between sensor nodes, the controller, and po-
tential attacker stations through access points and OpenFlow
switches. The algorithm then collects and stores this flow
data in the controller. Subsequently, feature engineering is
performed to extract relevant characteristics from the data.
Finally, the data is normalized to a range of O to 1 to facilitate
training and comparison during attack detection. Notably, the
dataset specific to the newly introduced traffic is stored in real-
time within a dedicated file named “Predict_Flow” This file
serves as a crucial component for predicting and subsequently
detecting DoS attacks. The proposed algorithm employs a
pre-trained model, “X_Flow_Predict”, to detect and mitigate
DoS attacks. This model operates by analyzing the (type) field
within each data record stored in the “Predict_Flow” file. The
model then infers a corresponding “Y _Flow_Predict” value,
which includes a (type) field. If the (type) field value is equal
to one, it signifies the presence of a DoS attack. In response,
the algorithm identifies the attacker’s physical address (MAC
address) and adds it to a “Block List”. Additionally, it mod-
ifies the Action field within the OpenFlow Switch to drop
all incoming packets originating from this blocked address,
preventing them from reaching the controller. Conversely,
if the (type) field value is zero, the algorithm maintains the
default forwarding mode for the Action field in the OpenFlow
Switch, allowing legitimate packets from this address to reach
the controller.

The proposed algorithm guarantees that DoS attacks do
not reach the controller by dropping all incoming packets
and ensuring the uninterrupted operation of the controller and
network.

V. RESULTS AND DISCUSSION

To evaluate the effectiveness of the proposed algorithm, an
emulation environment was established. This environment
employed Mininet-WiFi to simulate the SDWSN and an open-
source Ryu controller for network management. The practical
application aimed to assess the algorithm’s real-time detec-
tion capabilities and its impact on network performance. The
following section details the emulation setup, including the
environmental parameters utilized. The algorithm’s perfor-
mance was evaluated using established metrics: Packet Deliv-
ery Ratio (PDR), Packet Loss Ratio (PLR), End-to-End Delay,
Average Power Consumption, and Round-Trip Time (RTT)
analysis. Additionally, an analysis of performance metrics
specific to machine learning algorithms was conducted.
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A. Emulation Process

This study presents a benchmarking framework designed to
evaluate the performance of a novel algorithm for detecting
DoS and DDoS attacks within a SDWSN network. The frame-
work simulates a real-world deployment scenario within a
500m x 500m area populated with 24 sensor nodes (Sensl
to Sens24) arranged in a fixed node distribution pattern. A
Ryu-Manager controller oversees network operations, while
access points (AP1 and AP2) facilitate communication be-
tween the sensor nodes and the controller. An OpenFlow
Switch is employed to manage data exchange between the
controller, attack stations, and access points. To simulate the
attacks, four attack stations (Stal to Stad4) were introduced.
Data generated by this simulated attack traffic was collected
and stored in a designated file named “Predict_Flow” for the
purpose of training and evaluating the proposed detection al-
gorithm. Data exchange operations were conducted as follows.
Sensing nodes (Sens1 to Sens12) exchanged data with the first
access point (AP1) using the ping tool, while sensing nodes
(Sens13 to Sens24) exchanged data with the second access
point (AP2) also using the ping tool. Attack stations 1 (Stal)
and 2 (Sta2) targeted the first access point (AP1) using the
hping3 tool. Attack stations 3 (Sta3) and 4 (Sta4) targeted
the second access point (AP2) also using the hping3 tool. Fi-
nally, AP1 and AP2 were directly connected to the OpenFlow
Switch, which was then connected to the controller.

B. Emulation Parameters

This section details the fundamental parameters employed
in the proposed work environment across various simulation
scenarios. These parameters, presented in TABLES 1, 1I,
and III, encompass general environmental parameters, wire-
less channel and antenna Parameters, and Energy Parameters
sequentially. Furthermore, to facilitate simulation and data
encoding, a fixed distribution scheme for sensing nodes within
the work environment is established, as illustrated in Fig. 6.
Each sensing node is assigned a sequential numerical iden-
tifier, ranging from Sensl to Sens24. Attacker stations are
labelled Stal to Sta4, and access points are designated AP1
and AP2. This consistent naming convention streamlines the
simulation process.

C. Performance Metrics

This study utilizes several key measures for evaluation and
comparison, focusing on network performance and the perfor-
mance of the employed machine learning algorithm.

1. Network Performance Metrics: The specific network
performance metrics employed in this study are Packet
Delivery Ratio (PDR), Packet Loss Ratio (PLR), Aver-
age End to End Delay (E2EAD), and Average Energy
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Fig. 6. Mininet-WiFi Graph.

TABLE I. GENERAL ENVIRONMENTAL PARAMETERS

Parameter Value
Field size 500X500 [m2]
Controller type Ryu-Manager Controller

Number of controllers
Number of sensor nodes
Number of access points

Number of attack stations
Nodes distribution
Switching protocol

Traffic types

1
24
2
4
Fixed
OpenFlow1.3
ICMP-TCP-UDP

TABLE II. WIRELESS CHANNEL AND ANTENNA

TABLE III. ENERGY PARAMETERS

Parameter Value
Initial voltage of sensor node 10 [Volt]
Initial voltage of access points 10 [Volt]
Initial voltage of attack stations 10 [Volt]
Transmit power for sensor nodes 3 [dBm]
Transmit power for access points 30 [dBm]
Transmit power for attack stations 15 [dBm]
Idle mode power factor 0.273
Transmission power factor 0.380
Receiving power factor 0.313
Sleep power factor 0.033

PARAMETERS
Parameter Value
Channel type Wireless
Network interface type Wireless Phy
Wireless protocol 802.11
Wireless protocol mode N
Frequency 2.4 [GHz]
Communication channel 1 and 6
Antenna gain for sensor node 3 [dBi]
Antenna gain for access points 9 [dBi]
Antenna gain for attack stations 6 [dBi]
Range for sensor nodes ~~ 25 [m]
Range for access points ~ 158 [m]
Range for attack stations ~ 54 [m]

Radio propagation model

Log-Distance Path Loss Model

Consumption. These metrics provide valuable insights
into network functionality and efficiency.

» Packet Delivery Ratio (PDR): is a crucial per-
formance metric for the network, representing
the percentage of packets delivered by the source
node to the destination node, as shown in (1) [16].
A high PDR indicates better performance.

TRP
PDR[%] = —5 % 100 (1

Where, PDR (Packet Delivery Ratio) represents
the percentage of packets delivered, TRP (Total
Received Packets) represents the total number
of received packets, and TTP (Total Transmitted
Packets) represents the total number of transmit-
ted packets.

* Packet Loss Ratio (PLR): represents the percent-
age of packets failed to reach their destination
or recipient, as shown in (2) [16]. A lower PLR
indicates better performance.

LP

PLR[%)] = % x 100 2)

Where, PLR (Packet Loss Ratio) represents the
percentage of packet loss, and TLP (Total Lost
Packets) represents the total number of lost pack-
ets.

» Average End to End Delay (E2EAD): indicates
the average delay between the sent time of packet
and the received time at the destination, as shown
in (3) [16]. The delay is measured in millisec-
onds and provides an average delay for all packets
created by the entire network.

_ TRPT —TSPT

E2EAD[ms) = TREN (3)
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Where, E2EAD (End to End Average Delay) rep-
resents the average delay from end to end, TRPT
(Total Received Packet Time) represents the total
time taken to receive packets, TSPT (Total Sent
Packets Time) represents the total time taken to
send packets, and TRPN (Total Received Packets
Number) represents the total number of received
packets.

* Energy Consumption: represents the amount of
energy consumed by a node or station used in em-
ulation. It is calculated using the Mininet-WiFi
emulator (included in the energy.py library), as
shown in (4), and is measured in mill joules. Bet-
ter network performance is achieved when less
energy is consumed during the emulation period.

ECimJ|=T XV xXIxF 4)

Where, EC represents the amount of energy con-
sumption, T represents the time of operation, V
represents the voltage, I represents the current
flowing through the node, and F is a power factor
represents depending on the state of the node as
mentioned in TABLE III.

* Round-Trip Time (RTT): is a metric used to cal-
culate the time taken for a packet to travel to and
from the controller, measuring the standard devi-
ation or delay across all packets recorded during
the evaluation period. RTT metrics help calculate
error rate and packet loss rate [21].

2. Machine Learning Algorithms Performance Metrics:
While the Confusion Matrix serves as a powerful tool
for evaluating the performance of classification-based
machine learning algorithms, it presents limitations for
comparing the efficacy of Intrusion Detection Systems.
To address this, alternative performance metrics have
been developed that leverage the data contained within
the Confusion Matrix. These metrics, often expressed
as numerical values or percentages within a O to 1 range
[2]. Here some performance metrics used to evaluate
machine learning algorithms:

¢ (Classification Rate (CR): defined as the ratio of
correctly classified cases to the total number of
cases, as shown in (5) [2].
B TP+TN
~ TP+FP+TN+FN

®)

Where

— TP (True Positive) represents the number of
attempted breaches that were correctly de-
tected.

— FP (False Positive) represents the number of
intrusion alerts while the system behavior
was normal.

— TN (True Negative) represents the probability
that an actual negative will test negative.

— FN (False Negative) represents the number
of attacks on the system that the intrusion
detection system could not detect.

* Precision (P): It is the proportion of predicted
anomalies that are actually anomalies, as shown
in (6) [2].

TP

P=—— (6)
TP+ FP
* False Positive Rate (FPR): represents the number
of cases of normal behavior that were considered
an attempted intrusion to the total number of cases
of normal behavior, as shown in (7) [22].

FP
FPR= ——— )
FP+TN

* False Negative Rate (FNR): represents the number
of cases of behavior resulting from an attack that
were considered normal behavior to the total num-
ber of attack cases, as shown in equation (8) [22].

FN

FNR= ———
FN+TP

®)

D. Main Result

The impact of Denial of Service (DoS) attacks on network
performance was evaluated by comparing network behaviour
in both the absence and presence of attacks. This analysis
utilized two key metrics: graphical representations of energy
consumption characteristics and Round-Trip Time (RTT) anal-
ysis for packets transmitted from sensor nodes to access points.
Figures 7 and 8 depict the energy consumption of the first
access point (AP1) and second access point (AP2), respec-
tively. These figures compare scenarios with and without DoS
attacks, as well as scenarios with and without the proposed im-
plemented algorithm. The results clearly demonstrate that the
proposed algorithm significantly improves energy conserva-
tion and network longevity compared to scenarios where DoS
attacks occur without the algorithm’s intervention. Notably,
energy consumption levels approach those observed during
normal operation (no attacks) after the algorithm is imple-
mented. TABLE IV. presents the average power consumption
of sensing nodes under various conditions: no DoS attacks,
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AP1 Energy Consumption with 2 DoS Attacks

Energy Consumption [mJ]

Time [Sec]

——No Attack ——Without Detection = —— With Detection

Fig. 7. The energy consumption of the first access point
(AP1) under the proposed algorithm.

AP2 Energy Consumption with 2 DoS Attacks

Energy Consumption [mJ]

——No Attack

Without Detection =~ —— With Detection

Fig. 8. The energy consumption of the second access point
(AP2) under the proposed algorithm.

two DoS attacks per access point (without the proposed al-
gorithm), and two DoS attacks per access point (with the
proposed algorithm). The table clearly demonstrates that the
proposed algorithm significantly reduces the average power
consumption of sensing nodes. Furthermore, TABLE V. sum-
marizes the impact of DoS attacks on RTT metric analysis for
packets transmitted from sensing nodes to access points. It
compares scenarios with no DoS attacks, two DoS attacks per
access point without the proposed algorithm, and two DoS
attacks per access point with the proposed algorithm.

TABLE IV. AVERAGE POWER CONSUMPTION FOR
SENSING NODES

Scenario Value [m]J]
No attacks 795.921
Two attacks at each access point
1005.973
without the proposed algorithm
Two attacks at each access point
924.706

with the proposed algorithm

TABLE V. SUMMARIZATION OF THE AVERAGE RESULTS

Without With
No Attacks Proposed Proposed
Algorithm Algorithm
# Sent
791 800 800
packets
# Received
9 12 582
packets
# Lost
99% 788 218
packets
PDR % 1% 1.45% 72.74%
PLR % 7.099 98.55% 27.26%
Average
End-End 791 [ms] 12016.059 [ms]  296.855 [ms]
Delay

E. Discussion

The proposed machine learning-based algorithm for DoS and
DDoS attack detection and prevention in SDWSN exhibits
a significant improvement for network performance and re-
source efficiency compared to scenarios without attack mit-
igation. Energy Consumption Reduction: As illustrated in
Fig. 6 and Fig. 7, this algorithm aligns network behaviour
closer to its natural operating state during non-attack periods.
Furthermore, TABLE IV. demonstrates that the algorithm
reduces the average energy consumption per sensing node
within the WSN, thereby extending the network’s overall lifes-
pan. Enhanced Packet Delivery: The proposed algorithm
demonstrably improves network performance under attack
conditions. Packet delivery ratio (PDR) increases signifi-
cantly from 1.45% to 72.74% with the algorithm deployed, as
shown in TABLE V. This represents a substantial improve-
ment compared to scenarios without the algorithm in place.
Similarly, the Average End-to-End Delay (average packet de-
livery time from source node to access point/controller) is
significantly reduced, dropping from 12,016 milliseconds to
approximately 297 milliseconds with the algorithm. These
improvements directly translate to more efficient network
resource management and enhanced overall network perfor-
mance, making it more suitable for diverse IoT applications
that demand reliable data transmission. By providing accurate
and timely data, the algorithm empowers prompt and effective
decision-making. Real-Time Attack Detection and Preven-
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TABLE VI. PERFORMANCE CHARACTERISTICS OF ML
ALGORITHM

FNR FPR P CR
0.000 0.000 1.000 1.000

tion: TABLE VI. summarizes the performance characteristics
of the machine learning algorithms integrated within the pro-
posed solution. These algorithms demonstrate the capability
of predicting and stopping the attacks in real-time. During per-
formance testing, the Detection Rate reached 100%, and the
False Negative Rate remained at zero, resulting in an overall
detection accuracy of 100%, and indicating perfect accuracy
for the machine learning component of the algorithm.

F. Comparison with Relevant Studies

A comprehensive comparison with relevant literature is pre-
sented in TABLE VII, this table details the methodology em-
ployed for comparison, including the research concerns, algo-
rithms utilized, datasets used, and achieved detection accuracy.
Our work proposes a unique approach that addresses the chal-
lenges of attack detection, packet delivery, delay time, and
energy consumption within a unified framework, setting it
apart from previous studies. Notably, the proposed algorithm
achieves superior detection accuracy when evaluated on the
generated dataset.

G. Conclusion and Future Work

This paper proposes a novel machine learning-based algorithm
for real-time detection and prevention of Denial-of-Service
(DoS) and Distributed Denial-of-Service (DDoS) attacks in
Software-Defined Wireless Sensor Networks (SDWSN). The
algorithm leverages a diverse set of features including packet
type, size, rate, source, destination, and statistically derived
metrics to train a classifier. This classifier effectively distin-
guishes between legitimate network traffic (Benign Traffic)
and malicious attack traffic (DDoS Traffic). Our proposed
algorithm demonstrates significant improvements in network
performance and energy efficiency. The classifier’s accurate
traffic classification translates to an enhanced Packet Delivery
Ratio (PDR) and reduced End-to-End Delay. Furthermore,
the algorithm’s real-time detection and prevention capabilities
have been validated with a 100% detection rate and zero false
negatives. Future work should focus on evaluating the algo-
rithm’s performance with multiple datasets and exploring the
use of more complex deep learning techniques in developing
a routing protocol based on the proposed algorithm. These
efforts hold promise for optimizing sensor node energy con-
sumption and enhancing network resource management. Ulti-
mately, these advancements will contribute to a more efficient

and reliable network infrastructure, fostering the development
of a wider range of robust IoT applications.
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