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Abstract 

In the era of modern trends such as cloud computing, social media applications, emails, mobile applications, and URLs that 

lead to increased risks for defrauding authorized users, and then the attackers try to gain illegal access to accounts of users 

through a malicious attack. The phishing attack is one of the dangerous attacks caused to access of authorized account illegally 

way. The finances, business, banking, and other sensitive in states are faces by this type of attacks due to the important 

information they have. In this paper, we propose a secure verification scheme that can overcome the above-mentioned issues. 

Additionally, the proposed scheme can resist famous cyberattacks such as impersonate attacks, MITM attacks. Moreover, the 

proposed scheme has security features like strong verification, forward secrecy, user’s identity anomaly. The security analysis 

and the experimental results proved the strongest of the proposed scheme compared with other related works. Finally, our 

proposed scheme balanced between the performance and the security merits. 
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I.  INTRODUCTION 

     Currently, in the information technology world, several 

computer systems used the Internet services such as e-

payment, e-business, and money exchange[1]. In the Internet 

era, the applications and systems have developed 

exponentially and become a colossal point in our lives and 

activities undeniably unending.  Recently, modern 

information technologies have seen significant hype, but 

they are suffering from risks like security, malicious attacks, 

human errors, spam [2]. The security issues consider one of 

the most important risks faced by information technology 

and its applications, denote measures put in place to keep 

information system potentials and services from illegal 

access. The malicious attack tries to an intentional 

exploration of computer system and technology-dependent 

enterprises[3]. The main activities of these attacks steal 

computer code, change/delete data server, unauthorized 

access. The most common attacks are cyber-attacks, Man-In-

The-Middle (MITM), Social engineering attacks, replay 

attacks, denial of serve attacks (DoS)[4, 5]. Phishing is a type 

of cybersecurity attacks employed to steal user's sensitive 

data like passwords, social security number, credit card 

numbers, login credentials[6]. The attacker tries to 

impersonate as a trusted individual by sending a message (ex. 

text message, email, or instant message) to the victim[7]. 

This message contains a bogus URL that deceived the victim 

that looks as if they are coming from a trusted organization, 

like financial Banks, Universities, e-Bay[8]. The malicious  

URL can cause the detecting sensitive data of the victim, 

installation of malware, financial loss for victims, and put the 

organization's data at risk[9]. Although the security 

implementation and public awareness are increasing rapidly, 

the adversaries have abilities to do phishing attacks 

successfully. Figure 1 explains the unique phishing attacks 

in the years between 2013–2019 and Fig. 2 shows the 

phishing attack scenario. 

 

 
Fig.1: The phishing attacks on the websites between 2013–

2019 

     In this paper, we proposed a verification scheme to 

prevent well-known cyber-attacks like phishing, MITM, 

DoS, reply. Additionally, the proposed scheme provides 

good security merits compared with other related schemes 

like strong verification, key management, message 
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unforgeability, an anomaly of user’s identity. However, the 

proposed scheme consists of three main phases: setup phase, 

registration phase, verification phase. These phases are 

responsible to manage the exchange of information between 

main components (User, Authentication server, Community 

server) in a secure way relied on Schnorr digital signature, 

HMAC, Levenshtein distance. The security analysis and 

scyther tool prove that the proposed scheme safe against 

common attacks [10, 11]. Furthermore, we gain good results 

in the computational and communicational cost compared 

with related works. 

 

Fig.2: The phishing attacks scenario 

The remaining sections of this paper are: Section 2 describes 

the main security definitions. Section 3 describes the 

primitive tools. Section 4 shows the literature review. Section 

5 focused on the proposed scheme. Section 6 views the 

security analysis and experimental results. Section 7 denotes 

the conclusion. 

 

II. PRIMITIVE TOOLS 

1. Schnorr digital signature: Schnorr digital signature has 

been presented to improve ElGamal digital signature by 

minimizing signature size. It is very useful, qualified, and 

generates a short signature size[12-14].  

This scheme consists of three parts:  

𝑲𝒆𝒚𝑮𝒆𝒏 : The prover chooses two large prims 𝑝  and 𝑞 

where 𝑞 is a factor of 𝑝 − 1; 𝑞 ≥ 2140, 𝑝 ≥ 2512 and do the 

following steps: 

 Choose an element 𝑔 ∈ ℤ𝑞
∗ such that 𝑔𝑞 = 1 𝑚𝑜𝑑 𝑝. 

 Select 𝑥 ∈ ℤ𝑞
∗, the private key is 𝑥 and the public key is 

𝑦 = 𝑔𝑥𝑚𝑜𝑑 𝑝. 

 The public elements are (𝑔, 𝑝, 𝑞, 𝑦). 

𝑺𝒊𝒈𝒏 (𝒈, 𝒙, 𝑴): According to the input message (M), the 

private key (x), the concatenation function (||), and the one-

way hash function H:(0,1)* ℤ𝑞
∗H: Error! Bookmark not 

defined.*Zq, the prover performs the following points: 

 Choose a random number  𝑘 ∈ Ζ𝑞 , and set 𝑟 =

𝑔𝑘𝑚𝑜𝑑 𝑝.  

 Calculate the first signature 𝐸 =  𝐻(𝑀||𝑟).  

 Calculate the second signature 𝑆 =  𝑘 +  𝑥𝐸 𝑚𝑜𝑑 𝑞  
 Send (𝑀, 𝐸, 𝑆) to the verifier. 

𝑽𝒆𝒓𝒊𝒇𝒚 (𝑴, 𝑬, 𝑺) : upon receiving 𝑀, 𝑆,  𝐸  and the public 

elements ( 𝑔, 𝑝, 𝑞, 𝑦) , the verifier performs the following 

steps 

 Set 𝑉 = 𝑔𝑆𝑦−𝐸  

                                = 𝑔𝑘+𝑥𝐸𝑔−𝑥𝐸  

                                 = 𝑔𝑘 

 Compute 𝐸𝑉 =  𝐻(𝑀||𝑉 𝑚𝑜𝑑 𝑝). 

 Compare 𝐸𝑉 ≟ 𝐸 , if they are matches, the massage 

accepted; otherwise, it is rejected. Figure 3 explains the 

mechanism work of Schnnor digital signature 

 
Fig.3: Schnorr signing/verifying 

 

2. 𝑯𝑴𝑨𝑪:  HMAC is a keyed hash function for 

authenticating the transmitted messages between legitimate 

parties. It was obtained by running the cryptography hash 

functions such as (MD5, SHA-1, SHA-256). It is a secure 

function, attractive choice, efficient, easy to implement[14]. 

𝐻𝑀𝐴𝐶  considers secure against cryptographic attacks and 

uses multiple parameters such as 𝑖𝑝𝑎𝑑, 𝑜𝑝𝑎𝑑.  The value of 

𝑜𝑝𝑎𝑑  is the block-sized 𝑜𝑢𝑡𝑒𝑟 𝑝𝑎𝑑𝑑𝑖𝑛𝑔 , consists of 

repeated bytes 0𝑥5𝑐  and 𝑖𝑝𝑎𝑑  is 𝑖𝑛𝑛𝑒𝑟 𝑝𝑎𝑑𝑑𝑖𝑛𝑔, consists 

of repeated bytes 0𝑥36. 

 𝒌𝒆𝒚𝑮𝒆𝒏: This function uses the key length (𝑛) as input 

and runs the 𝑘𝑒𝑦 − 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛 function to obtain 𝑠 

and chooses 𝑆𝑘 ← (0,1)𝑛 , where 𝑠 is the key described 

the hash function’s family. 

 𝑴𝒂𝒄𝑆𝑘
(𝑴): Depended on inputs (𝑠, 𝑆𝑘) and message, 

the HMAC can compute using the following equation 

(Eq1) : 

  𝑡 = 𝐻𝑀𝐴𝐶𝑆𝑘

𝑠 (𝑀) 

 𝑡 = 𝐻𝐼𝑉
𝑠 (𝑆𝑘⨁𝑜𝑝𝑎𝑑||𝐻𝐼𝑉(𝑆𝑘⨁𝑖𝑝𝑎𝑑||𝑀)) (1) 

where 𝑡 is the message 𝑡𝑎𝑔, then the output of this 

function is (𝑀, 𝑡). 
 𝒗𝒆𝒓𝒊𝒇𝒚𝑆𝑘

(𝑴, 𝒕): if  𝑀𝑎𝑐𝑆𝑘
(𝑀) is equal to 𝑡 then 

accepts 𝑀 else rejects it. Figure 4 explains the steps of 

HMAC. 

 
Fig.4: HMAC function 

 3. Levenshtein Distance (LD): The Levenshtein distance is 

a measure to determine the number of differences between 

two messages[15]. Assume,  we have m1=” network” and 

m2=” networks”, the Levenshtein distance between m1 and 
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m2 is 1. The mechanism of computing LD between two 

strings a and b using the following equation (2): 

 

 (2) 

III. RELATED WORKS 

    Huang et al.[16] developed an approach to avoid online 

phishing attacks by routing visitors to legitimate web pages 

based on site signature merged between image and text-

based attributes and used it to extract the real URL. Their 

approach has suffered from the encumbrance of signature 

construction allowed to phisher by applying his attacks in the 

case of the web page getting missed.  

Bojjagani et al. [17]  proposed an authentication protocol 

to prevent phishing attacks applied in the mobile payment 

system using Elliptic Curve Digital Signature Algorithm 

(ECDSA). Their protocol depends on an authentication 

server to send a nonce message to the user and check the 

authority of the user’s signed data. After that, an 

authentication server sends signed context information to the 

genuine bank for avoiding phishing attacks[18]. The 

limitations of this protocol are that the attacker mimics the 

behavior of the protocol by sending a fake link to the user 

and then sends a nonce to delude the user to be coming from 

the authentication server. Additionally, this work suffers 

from an anomaly of user’s identity, resisting of impersonate 

attack and needs strong verification.  

Roy et al. [19] proposed a scheme to use mobile-based 

authentication in cloud computing. In this scheme, they 

presented a universal subscriber identity module (USIM) 

depends on the identity verification method. The USIM is 

used as a primary identity to begin the authentication 

progression. But in the case of the device get stolen, 

authentication will get uselessly, and the entire process will 

get canceled [20]. 

Lin et al [21] introduced a secure scheme in the smart 

learning application in the cloud environment. Their scheme 

registers the user based on his ID to the authentication server. 

In their scheme, the user sends the hash of the password to 

the authentication server in the symmetrically encrypted 

form. The authentication server decrypts and can get the hash 

value of the password. Their scheme was secure against the 

Man-In-The-Middle (MITM) attack, but their scheme 

vulnerable to the phishing attack because of the password 

sharing between the communication entities. 

Rose et al [22] proposed a scheme called password hash 

(𝑃𝑤𝑑𝐻𝑎𝑠ℎ) that can generate different passwords for each 

website when the user uses the same password for all these 

websites. If the user’s password was phished from an 

attacker, he can simply use it for all websites related to the 

user. Their scheme aims to use 𝑃𝑤𝑑𝐻𝑎𝑠ℎ() for making the 

plain password is probabilistic. The mechanism of works 

achieves by applying 𝑝𝑤𝑑′ = 𝑝𝑤𝑑𝐻𝑎𝑠ℎ(𝑝𝑤𝑑, 𝑠𝑒𝑒𝑑)  and 

sends the 𝑝𝑤𝑑′ instead of 𝑝𝑤𝑑 to the selected website. The 

value of 𝑠𝑒𝑒𝑑 is a unique parameter related to the website’s 

domain name. Therefore, the attacker cannot phish the user’s 

password to make illegal access to the user’s websites. 

Although the proposed scheme works perfectly, the 

attacker’s goal is not to steal the user’s password, he aims to 

steal the user’s confidential data when he visits the attacker’s 

website instead of a real website. 

Munivel et al. [23] proposed an authentication scheme to 

provide security in the mobile cloud environment, this 

scheme contains three parties (cloud user (U), cloud service 

provider (CSP), and trusted third party (TTP)). Their scheme 

has three phases. The first one creates a group called G and 

its members. The TTP shares the elements of the group with 

the communication entities. The second one handles the 

registration of U and CSP with the TTP. The last one checks 

the authority of U and CSP to achieve mutual authentication. 

Their scheme needs a strong verification because the CSP 

sends a nonce in a plain form that leads to a phishing attack 

by simulating the CSP behaviors. The attacker can 

impersonate the CSP and sends a nonce to U to redirect him 

to his malicious server. 

Lee et al.[24] proposed an authentication scheme for the 

smart-learning system that is securely operated in the cloud 

computing environment. They depended on a two-factor 

authentication scheme to achieve privacy and safety for the 

learners.  

This scheme fails against a phishing attack, impersonate 

attack, device stolen attack. 

Okunoye et al.[25] developed an anti-phishing approach 

using an advanced heuristic technique. In this approach, 

when a fishy website was discovered, the blacklist was 

immediately updated by inserting the website’s domain 

name into this list. If a valid website is identified, the white 

list will update in the same manner. Additionally, when the 

user visits a website, this approach was first checked if the 

website was a phishing website or not and given permission 

to access the same website accordingly. This approach 

suffers from user privacy and needs security analysis against 

well-known cyberattacks such as MITM, reply, impersonate, 

insider. By the way, this approach requires more time in the 

computation/communication cost because it is needing 

access to the database for each login phase. 

In this paper, we propose a strong verification scheme 

based on digital signature and HMAC function. The 

proposed scheme has many good metrics such as anomaly of 

user’s identity, key management and resists the famous 

attacks like impersonate attacks, phishing attacks, replay 

attacks, DoS attacks, and device stolen attacks. Our proposed 

scheme was verified formally with scyther and informally by 

using cryptography proofs. Additionally, we obtain a good 

result in the security analysis and 

computation/communication cost compared with the related 

works. The main comparisons are shown in table 1 below.  
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TABLE 1 

COMPARISON WITH OTHER RELATED WORKS 

Property [16] [17] [19] [21] [22] [23] [24] [25] Our 

User’s identity anomaly NO NO YES NO NO YES YES NO YES 

Forward secrecy NO YES YES YES NO YES YES NO YES 

Login phase efficiency NO YES YES YES YES YES YES NO YES 

Strong verification NO NO YES NO YES NO NO NO YES 

Public IP verification NO NO NO NO NO NO NO NO YES 

Resist against phishing attack NO NO NO NO YES NO NO YES YES 

efficient phishing URL detection NO NO NO NO NO NO NO YES YES 

Resist against message unforgeability  YES YES NO NO NO YES NO NO YES 

Resist against MITM attack NO YES NO NO YES NO YES NO YES 

Resist against Replay attack YES YES YES YES YES YES YES NO YES 

Resist against DoS attack YES YES NO YES YES YES YES NO YES 

Resist against insider threat YES YES YES YES YES YES NO NO YES 

Using secure index file NO NO NO NO NO NO NO YES YES 

Resist against traffic analysis attack NO YES YES YES YES YES NO NO YES 

Resistant to Stolen user’s device Attack NO NO NO YES NO YES NO NO YES 

Formal verification with scyther NO YES NO NO NO YES NO NO YES 

IV. THE PROPOSED SCHEME 

     Our work presents a good authentication protocol to 

avoid Man-In-The-Middle (MITM), Social engineering, and 

Phishing attacks. The proposed scheme consists of three 

major components: User ( 𝑈𝑖 ), Community Server ( 𝐶𝑖 ), 

Authentication Server ( 𝐴𝑆 ). Additionally, there are three 

main phases: The setup Phase, Registration Phase, and 

Verification Phase. The proposed scheme is shown in Fig. 5 

bellows. The user wishes to interact with the authorized 

community server such as University, Bank, Hospital based 

on his/her device, included sensitive data like information 

about the user’s credential card. The community’s server 

deals with real user ( 𝑈𝑖 ) via official web pages. The 

community’s server redirects the user’s request to an 

authentication server for verifying his request and the 

community’s Domain Name System (DNS). The 

authentication server generates and sends the encrypted 

Verification Code (𝑉𝐶) to the user (𝑈𝑖 ). Finally, the user 

checks the validity of an authentication server using 𝑉𝐶 for 

completing the user’s request. Additionally, our proposed 

scheme creates 𝑠𝑒𝑐𝑢𝑟𝑒 𝑖𝑛𝑑𝑒𝑥 𝑓𝑖𝑙𝑒(𝑆𝐼𝐹) contained valid 

URLs of authorized communities to prevent phishing and 

social engineering attacks. 

The main phases are: 

 

 

 

1. Setup Phase: 

1. In the setup phase, 𝐴𝑆  sets 
𝑆𝑒𝑐𝑢𝑟𝑒 𝑖𝑛𝑑𝑒𝑥 𝑓𝑖𝑙𝑒 (𝑆𝐼𝐹)  contained all the valid 

𝑈𝑅𝐿𝑠 for the authorized communities. 

2. 𝐴𝑆 chooses two large prims 𝑝  and 𝑞. 

3. 𝐴𝑆 chooses a generator 𝑔 of the 𝑞 order. 

4. 𝐴𝑆  generates public and private keys of 

𝑆𝑐ℎ𝑛𝑜𝑟𝑟 𝐷𝑖𝑔𝑖𝑡𝑎𝑙 𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 as follows: 

 𝐴𝑆  selects 𝑥𝐴𝑆 ∈ ℤ𝑞
∗ , the private key is  𝑆𝐾𝐴𝑆 = 𝑥𝐴𝑆 

and the public key is 𝑃𝐾𝐴𝑆 = 𝑔𝑆𝐾𝐴𝑆  𝑚𝑜𝑑 𝑝. 

 
Fig.5: The proposed scheme 
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Table 2 shows the main abbreviations used in the proposed 

scheme. 

TABLE 2 

NOTATION USED IN THE PROPOSED SCHEME 
Character Description 

𝑼𝑰 
User information that’s needs to access the 

community site 

𝑼𝒊 The user 

𝑰𝑫𝒊 User’s unique Identity 

𝑪𝒊 Community Server 

𝑪𝒊𝒊𝒅
 Community identity 

𝑪𝒊𝑼𝑹𝑳
 Community’s domain name 

𝑨𝑺 Authentication Server 

𝑺𝒌𝑼𝒊
 User’s shared key 

𝑷𝑲𝑼𝒊
 The public key of the user 

𝑺𝑲𝑼𝒊
 The private key of the user 

𝑷𝑲𝑨𝑺 The public key of the Authentication server 

𝑺𝑲𝑨𝑺 The private key of the Authentication server 

𝑷𝑲𝑪𝒊
 The private key of the community server 

𝑺𝑲𝑪𝒊
 The private key of the community server 

𝑳𝑫 𝐿𝑒𝑣𝑒𝑛𝑠ℎ𝑡𝑖𝑒𝑛 𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 

𝑺𝑰𝑭 Secure index file 

𝑻𝒊 Time Stamp 

𝑫𝑵𝑺 Domain name system 

𝑴𝒊 Communication Message 

𝒇𝒊 Authentication flag 

ℤ𝒒
∗
 

Group of q order and the elements are relatively 
prime with the order of group 

|| Concatenation function 

𝑽𝑪 Verification code 

 

 2. Registration Phase  

 2.1. Community Registration Phase 

1. The 𝐶𝑖 should register its information to 𝐴𝑆 such as 

community identity (𝐶𝑖𝑖𝑑
), Domain name (𝐶𝑖𝑈𝑅𝐿

). 

2. Upon receiving the information of 𝐶𝑖 , 𝐴𝑆 compares 

𝐶𝑖𝑈𝑅𝐿
 with the 𝑆𝐼𝐹  depended 

on  𝐿𝑒𝑣𝑒𝑛𝑠ℎ𝑡𝑒𝑖𝑛 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝐿𝐷)  if 𝐿𝐷 ∉ [1. .3] , 𝐴𝑆 

rejects this community; Otherwise, he inserts the 

𝐶𝑖𝑈𝑅𝐿
 to the 𝑆𝐼𝐹. 

3. 𝐴𝑆  generates public and private keys of 

𝑆𝑐ℎ𝑛𝑜𝑟𝑟 𝐷𝑖𝑔𝑖𝑡𝑎𝑙 𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 to the 𝐶𝑖 as follows: 

 𝐴𝑆 chooses 𝑥𝐶𝑖
∈ ℤ𝑞

∗, the private key 𝑆𝐾𝐶𝑖
= 𝑥𝐶𝑖

 and 

the public key is  𝑃𝐾𝐶𝑖
= 𝑔𝑆𝐾𝐶𝑖  𝑚𝑜𝑑 𝑝  and sends 

these keys to the 𝐶𝑖.  

    Figure 6 explains the steps of 𝐶𝑖 registration phase.  

 
Fig.6: Community Registration phase 

  2.2. User Registration Phase 

1. The user 𝑈𝑖 registers his information (Identity (𝐼𝐷𝑖), 

Personal Identity Number (𝑃𝐼𝑁𝑖)  into 𝐶𝑖. After that, 

𝐶𝑖 checks the 𝐼𝐷𝑖  in his database, if not exist go to step 

2; Otherwise, terminate the current phase.  

2. The 𝐶𝑖  forwards the 𝐼𝐷𝑖  to 𝐴𝑆  for obtaining the 

private and public keys to the user. After that, 𝐴𝑆 

generates 𝑥𝑈𝑖
∈ ℤ𝑞

∗,  the private key is  𝑆𝐾𝑈𝑖
= 𝑥𝑈𝑖

 

and the public key is   𝑃𝐾𝑈𝑖
= 𝑔𝑆𝐾𝑈𝑖  𝑚𝑜𝑑 𝑝 . 

Additionally, 𝐴𝑆  computes shared key (𝑆𝑘𝑖
∈ ℤ) and 

then computes anomaly of user’s identity 𝐼𝐷′
𝑖 =

𝐻𝑀𝐴𝐶𝑆𝑘𝑖
(𝐼𝐷𝑖||𝐶𝑖𝑖𝑑

). 

3. 𝐴𝑆 sends ( 𝑆𝑘𝑖
, 𝑃𝐾𝑈𝑖

, 𝑆𝐾𝑈𝑖
) to the 𝑈𝑖 and sends 𝐼𝐷′

𝑖 

to 𝐶𝑖 . Figure 7 shows the steps of the registration 

phase. 

 
Fig.7: User Registration phase 

3. Verification Phase 

    In this phase, 𝑈𝑖  applies the following steps when he 

receives a certain 𝑈𝑅𝐿 via his/her email or any social media 

applications and then clicks on the 𝑈𝑅𝐿 of his community 

for using the services and facilities of the 𝑈𝑅𝐿.  However, 𝑈𝑖 

sends 𝑀1 =< 𝐼𝐷𝑖  , 𝑈𝑅𝐿 > to 𝐶𝑖. 

𝐶𝑖 ← 𝑈𝑖: 𝑀1 

1- Upon receiving the user’s information 𝑀1, 𝐶𝑖 checks the 

identity of 𝑈𝑖, if holds; 𝐶𝑖 sends 𝑀2 =< 𝑀1, 𝐶𝑖𝑖𝑑
, 𝐼𝐷𝑖

′ > 

to 𝐴𝑆 over a secure connection channel.  𝐴𝑆 ← 𝐶𝑖: 𝑀2. 

2- Upon receiving 𝑀2, 𝐴𝑆 sets 𝑓𝑖 = 0 and then restore the  

𝑈𝑅𝐿  from 𝑀2  to compare with the 𝑆𝐼𝐹  depending on 

𝐿𝑒𝑣𝑒𝑛𝑠ℎ𝑡𝑒𝑖𝑛 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝐿𝐷)= ∀𝑗 𝐿𝐷(𝑈𝑅𝐿, 𝑆𝐼𝐹[𝑗]), If  

𝐿𝐷 ∉ [1. .3], 𝐴𝑆 sets 𝑓𝑖 = 1. After that, he checks the 

authority of 𝑈𝑖 by comparing  𝐼𝐷𝑖
′, if the result doesn’t 

match then 𝐴𝑆 terminates the current phase; Otherwise, 

𝐴𝑆  generates v 𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝑐𝑜𝑑𝑒(𝑉𝐶)  that consist of 

four digits. Additionally, 𝐴𝑆  encrypts 𝑉𝐶  using 𝐸 =
𝐸𝑛𝑐𝑆𝑘𝑖

(𝑉𝐶)  then sends 𝑀3 =< 𝐸, 𝐴𝑆𝑖𝑑 , 𝐶𝑖𝑑 >  to the 

𝑈𝑖 . 

𝑈𝑖 ← 𝐴𝑆: 𝑀3. 

3- Upon receiving 𝑀3, the 𝑈𝑖 perform the following steps: 

 Set 𝑈𝐼 =< 𝑈𝑅𝐿, 𝐼𝑃, 𝐶𝑖𝑑 , … 𝑒𝑡𝑐 >. 

 Compute  𝑉𝐶′ = 𝐷𝑒𝑐𝑆𝑘𝑖
(𝐸) and 𝑀4 = (𝑈𝐼 ||𝑉𝐶′). 

 Choose 𝑘1 ∈ ℤ𝑞
∗ and set 𝑟1 = 𝑔𝑘1 . 

 Compute 𝑒 =  𝐻(𝑟1||𝑀4) and 𝑠 = 𝑘1 + 𝑆𝐾𝑈𝑖
∗ 𝑒 
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 Send 𝑆𝑖𝑔𝑛𝑆𝐾𝑈𝑖
(𝑀4) =< 𝑀4, 𝑠, 𝑒 > to the 𝐴𝑆. 

4- 𝐴𝑆 verifies whether the 𝑈𝐼 is correct or not based on 

the received 𝑠, 𝑒 by running 𝑉𝑒𝑟𝑖𝑓𝑦𝑃𝐾𝑈𝑖
(𝑀4, 𝑠, 𝑒). 

 Set 𝑟1
′ = 𝑔𝑠𝑦−𝑒. 

  𝑟1
′ = 𝑔𝑘1+𝑆𝐾𝑈𝑖

∗𝑒 ∗  𝑔−𝑆𝐾𝑈𝑖
∗𝑒

. 

  𝑟1
′ = 𝑔𝑘1 . 

 compare 𝑒 ≟ 𝐻(𝑟1
′||𝑀4) if they are equal then go to the 

next step; Otherwise terminate this phase. 

 Compare 𝑉𝐶 ≟ 𝑉𝐶′, if they are a match, 𝐴𝑆 informs 𝐶𝑖 

via a signed message contained 𝑀5 =
(𝐼𝐷𝑖||𝐶𝑖𝑖𝑑

||𝑇1||𝑓𝑖)  where 𝑇1  is a duration time of the 

verification process, 𝐴𝑆 executes the following steps: 

 Choose 𝑘2 ∈ ℤ𝑞
∗ and set 𝑟2 = 𝑔𝑘2  

 Compute 𝑒′ = 𝐻(𝑟2||𝑀5) and 𝑠′ = 𝑘2 + 𝑆𝐾𝐴𝑆 ∗ 𝑒′. 

𝐶𝑖 ← 𝐴𝑆: 𝑆𝑖𝑔𝑛𝑆𝐾𝐴𝑆
(𝑀5) =< 𝑀5, 𝑠′, 𝑒′ >. 

5- In the time 𝑇2, 𝐶𝑖 receives 𝑀5 and the signature (𝑠′, 𝑒′) 

then 𝐶𝑖 perform  𝑉𝑒𝑟𝑖𝑓𝑦𝑃𝐾𝐴𝑆
(𝑀5, 𝑠′, 𝑒′) as follows: 

 Set 𝑟2
′ = 𝑔𝑠′

𝑦−𝑒′
. 

𝑟2
′ = 𝑔𝑘2+𝑆𝐾𝐴𝑆∗𝑒′

∗  𝑔−𝑆𝐾𝐴𝑆∗𝑒′
. 

𝑟2
′ = 𝑔𝑘2. 

 compare 𝑒 ≟ 𝐻(𝑟2
′||𝑀5), if they are equal 𝐶𝑖 perform 

the next step; Otherwise terminate this session. 

Restore 𝑓𝑖 from 𝑀5 and compare 𝑓𝑖 ≟ 1, if they are equal 

then 𝐶𝑖 extract 𝑇1 to compare with 𝑇2 to determine the 

validity of login duration time, if  (𝑇1 − 𝑇2 ≤ ∆𝑇), 𝐶𝑖 

response to the 𝑈𝑖. Otherwise, 𝐶𝑖 terminates the current 

session. The verification steps are states in Fig. 8 below: 

 

 
Fig.8: Verification Phase 

V.  SECURITY ANALYSIS 

Currently, we pay more attention to proving the proposed 

scheme that can resist significant attacks such as Phishing 

attacks, Man-In-The-Middle (MITM), Replay attacks, 

Insider attacks. Additionally, our work has several security 

merits like strong verification, session key agreement, 

forward secrecy, and data integrity. We analysis the 

proposed scheme the formal and informal as follows: 

1. Formal Security Analysis with scyther tool 

  Scyther is a vital tool for formal security analysis that works 

under certain conditions: an attacker should be known the 

decryption key to achieving the plaintext of the ciphertext.  

Scyther tool has many advantages: 1) It considers an 

unbounded model for checking many security schemes (like  

authentication, verification, access control), 2) It permits the 

soundness of a proposed scheme for all possible behaviors 

such as malicious attacks.  To implement any suggested 

scheme, we should be written in the security protocol 

description language (SPDL) which defines 

protocols/schemes, support expressions for 

encryption/decryption and signing, and sending/receiving 

events[10]. 

We write our proposed scheme using SPDL language and 

display the results in the case of (𝐴𝑢𝑡𝑜𝑚𝑎𝑡𝑖𝑐 𝐶𝑙𝑎𝑖𝑚) and 

(𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛 𝐶𝑙𝑎𝑖𝑚 ). Below the result of our proposed 

scheme in scyther shown in Fig. 9 (a, b), respectively. 

 

 
a. Verification Claim 

 
b. Verification auto Claim 

Fig.9: Verification results in scyther tool 
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Table 3 shows the security goals of our proposed scheme in 

scyther tool. 

TABLE 3 

THE SECURITY GOALS OF THE PROPOSED SCHEME 

Goal 1: claim U1(U, Secret, 

VCas) 

Goal 5: claim AS3(U, 

Secret, Decision) 

Goal 2: claim U2 (U, 

Secret, VCu) 

Goal 6: claim C1(U, 

Secret, UI) 

Goal 3: claim U4(U, Secret, 

SuccAuth) 

Goal 7: claim C2(U, 

Secret, T1) 

Goal 4: claim AS1(U, 

Secret, VCas) 

Goal 8: claim AS2(U, 

Secret, URL) 

 

2. Informal Security Analysis 
In this section, we present the ability of the proposed 

scheme to resist famous attacks such as Phishing, MITM, 

Insider attacks. Moreover, our work possesses several 

security features like strong verification, forward secrecy, 

user identity anomaly in the authentication server, and 

message Unforgeability[5]. 

Proposition 1. Our proposed scheme supports strong 

verification property. 

Proof.  The secure verification means each component can 

verify the other based on the secure way. In the proposed 

scheme, we can notice this feature as follows: 

1-  𝑈𝑖 sends 𝑀1 to 𝐶𝑖. 

2-  𝐶𝑖 generates and sends 𝑀2 to 𝐴𝑆.   
3-  𝐴𝑆 checks the validity of  𝑈𝑅𝐿 and do the following 

steps: 

Generate 𝑉𝐶 and encrypts 𝐸 = 𝐸𝑛𝑐𝑆𝑘𝑖
(𝑉𝐶) then Send 𝑀3 to 

𝑈𝑖. 

4- 𝑈𝑖  decrypts 𝐸 as 𝑉𝐶′ = 𝐷𝑒𝑐𝑆𝑘𝑖
(𝐸) then he constructs a 

signature message (𝑀4) and sends to the 𝐴𝑆. 

5- 𝐴𝑆 verifies the signed message 𝑀4.  

- 𝑉𝑒𝑟𝑖𝑓𝑦𝑃𝐾𝑈𝑖
(𝑀4, 𝑠, 𝑒). 

- If the signature is verified, 𝐴𝑆 compares 𝑉𝐶 ≟ 𝑉𝐶′; if 

the results match, he informs 𝐶𝑖   via signed message 

consist of 𝑀5 as follows: 

6- 𝐶𝑖  performs signature verification on 𝑀5 .  

𝑉𝑒𝑟𝑖𝑓𝑦𝑃𝐾𝐴𝑆
(𝑀5, 𝑠, 𝑒). 

compare (𝑇1 − 𝑇2 ≤ ∆𝑇) ; if the condition holds; 𝐶𝑖 

response to the 𝑈𝑖; Otherwise 𝐶𝑖 terminates the current 

session. 

From the above scenario, we conclude our proposed scheme 

supports the strong verification property. 

 

Proposition 2. The proposed scheme supports forward 

secrecy. 

Proof. In the proposed scheme, the popular session key relies 

on ( 𝑆𝑘𝑖
, 𝑆𝐾𝑈𝑖

, 𝑃𝐾𝑈𝑖
, 𝑆𝐾𝐴𝑆 , 𝑃𝐾𝐴𝑆 ) used in the verification 

phase. We notice that an adversary (Ᾱ) fails to restore main 

keys such as 𝑆𝐾𝑈𝑖
, 𝑃𝐾𝑈𝑖

, 𝑆𝐾𝐴𝑆 , 𝑃𝐾𝐴𝑆  because of the 

exchanged parameters ( 𝑠, 𝑒, 𝑠′, 𝑒′ ) between components 

generated once for each verification request. At the same 

time, Ᾱ cannot compute (𝑟1
′, 𝑟2

′)  because Ᾱ fails to obtain the 

main parameters ( 𝑆𝐾𝑈𝑖
, 𝑆𝐾𝐴𝑆 ) if we assumed; Ᾱ  has the 

public keys (𝑔𝑆𝐾𝑈𝑖 , 𝑔,𝑆𝐾𝐴𝑆) because it's too hard to obtain 

( 𝑆𝐾𝐴𝑆 , 𝑆𝐾𝑈𝑖
)  from (𝑔𝑆𝐾𝑈𝑖 , 𝑔,𝑆𝐾𝐴𝑆) . This is 

𝑑𝑒𝑠𝑒𝑐𝑟𝑎𝑡𝑒 𝑙𝑜𝑔𝑎𝑟𝑖𝑡ℎ𝑚𝑖𝑐 assumption it was proved too hard.  

Finally, Ᾱ has not the ability to 𝑆𝑖𝑔𝑛/ 𝑉𝑒𝑟𝑖𝑓𝑦  any message 

via a communication channel between components. 

Therefore, Ᾱ cannot impersonate legal user (𝑈𝑖), server (𝐴𝑆), 

community (𝐶𝑖). Therefore, our work has forward secrecy 

and an adversary cannot apply impersonate attacks. 

Proposition 3. The proposed scheme supports signature 

unforgeability. 

In our scheme, the signed messages exchanged between 

(𝑈𝑖 → 𝐴𝑆) and (𝐴𝑆 → 𝐶𝑖). 

We take 𝑈𝑖 → 𝐴𝑆 for example to prove that. 

Proof. Signature forgery means that the adversary Ᾱ can sign 

a chosen message to 𝐴𝑆  for impersonating the legitimate 

user 𝑈𝑖 . The signed message 𝑀4 needs the private key 

𝑆𝐾𝑈𝑖
of the 𝑈𝑖. The  Ᾱ knows public parameters (𝑔, 𝑞, 𝑝)  and 

outputs a message 𝑚′, as well as, Ᾱ performs the following 

points: 

● Choose a message 𝑚′ ∈ ℤ𝑞
∗. 

● Select 𝑘′ ∈ ℤ𝑞
∗. 

● Pick 𝑆𝐾′
𝑈𝑖

∈ ℤ𝑞
∗ 

● Set 𝑟′ = 𝑔𝑘′
𝑚𝑜𝑑 𝑝 

● Find 𝑒 = 𝐻(𝑟′||𝑚′) and 𝑠 = 𝑘′ +  𝑆𝐾′
𝑈𝑖

∗ 𝑒 

● Finally, send (𝑚′, 𝑠, 𝑒) to 𝐴𝑆  

𝐴𝑆 performs 𝑉𝑒𝑟𝑖𝑓𝑦𝑃𝐾𝑈𝑖
(𝑚′, 𝑠, 𝑒). 

𝑟1
′ = 𝑔𝑠𝑦−𝑒. 

 𝑟1
′ = 𝑔𝑘′+ 𝑆𝐾′

𝑈𝑖
∗𝑒 ∗  𝑔−𝑆𝐾𝑈𝑖

∗𝑒
. 

 𝑟1
′ = 𝑔𝑘1−𝑒(𝑆𝐾𝑈𝑖

′+𝑆𝐾𝑈𝑖
)
 

  Compare 𝑒 ≟ 𝐻(𝑟1
′||𝑚′) 

The result of the above comparison is a mismatch because 

of 𝐴𝑆 fails to compute the valid value of 𝑟. As result, 𝐴𝑆 

rejects the message 𝑚′  and our scheme can support the 

message unforgeability property. 

Proposition 4. The proposed scheme supports the authentic 

message and message integrity. 

Assume that we have an adversary Ᾱ that 𝑒𝑎𝑣𝑒𝑠𝑑𝑟𝑜𝑝𝑠 the 

messages between the communication entities. The sensitive 

signed messages exchanged between (𝑈𝑖 → 𝐴𝑆) and (𝐴𝑆 →
𝐶𝑖). In this proof, we show that the adversary hasn’t the 

ability to modify/corrupt any message transmitted between 

the communication entities. 

Proof. The adversary  Ᾱ  intercepts all the transmitted 

messages by the communication entities such as the 

messages between (𝑈𝑖 → 𝐴𝑆) and tries to modify the legal 

messages by performing the following steps:  

● He catches the message 𝑀4 and changes it to 𝑀4
′ then 

forwards to 𝐴𝑆. 

● 𝐴𝑆 performs 𝑉𝑒𝑟𝑖𝑓𝑦𝑃𝐾𝑈𝑖
(𝑀4

′, 𝑠, 𝑒) as follows: 

Set 𝑟1
′ = 𝑔𝑠𝑦−𝑒. 

 𝑟1
′ = 𝑔𝑘1+𝑆𝐾𝑈𝑖

∗𝑒 ∗  𝑔−𝑆𝐾𝑈𝑖
∗𝑒

. 

 𝑟1
′ = 𝑔𝑘1  

 Compare 𝑒 ≟ 𝐻(𝑟1
′||𝑀4

′) 

The comparison of the above condition was not holding 

because 𝑒 computes with original message 𝐻(𝑟1
′|| 𝑀4) and 

𝐴𝑆  computes 𝐻(𝑟1
′||𝑀4

′) . As result, the message was 
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rejected from  𝐴𝑆  and our proposed scheme archives the 

authentic message and message integrity properties. 

Proposition 5. The proposed scheme supports user’s 

identity anonymity. 

Proof. In the registration phase, the 𝑈𝑖  gives his important 

information such as (𝐼𝐷𝑖 , 𝑛𝑎𝑚𝑒, 𝑔𝑒𝑛𝑑𝑒𝑟, … . 𝑒𝑡𝑐) to the 𝐶𝑖 , 

after that, 𝐶𝑖  forwards  (𝐼𝐷𝑖 , 𝐶𝑖𝑖𝑑
)  to the 𝐴𝑆  to obtain the 

main parameters such as ( 𝑆𝑘𝑖
, 𝑆𝐾𝑈𝑖

, 𝑃𝐾𝑈𝑖
) . The 𝐴𝑆  sends 

these parameters to the 𝑈𝑖  based on his 𝐼𝐷𝑖 , then 𝐴𝑆 saves 

the 𝐼𝐷𝑖  as anomaly form by applying 𝐼𝐷′
𝑖 =

𝐻𝑀𝐴𝐶𝑆𝑘𝑖
(𝐼𝐷𝑖||𝐶𝑖𝑑). Finally, the user’s record is shown in 

table 4 below: 

TABLE 4. 

THE USER’S INFORMATION IN AS  

𝑰𝑫′
𝒊 𝑷𝑲𝑼𝒊 𝑺𝑲𝑼𝒊 𝑺𝒌𝒊 

123wre23232f 25 55 67 

5edf533ffdfbf 87 43 44 

232dfgb788r4 87 66 99 

8yuyj654kklrf4 43 45 22 

 

In the verification phase, 𝑈𝑖 sends 𝐼𝐷𝑖 , 𝑈𝑅𝐿 to the 𝐶𝑖, then  

𝐶𝑖 retrieve his anomaly identity ( 𝐼𝐷′
𝑖) for sends to the 𝐴𝑆. 

The 𝐴𝑆  known nothing about the user’s identity and he 

retrieves the user’s main keys based on 𝐼𝐷′
𝑖 instead of 𝐼𝐷𝑖 . 

As result, if 𝐴𝑆  gets hacked, the attacker was unable to 

determine the user’s identity associated with the main keys 

because the HMAC is a one-way function. 

Proposition 6. The proposed scheme can resist phishing 

attacks. 

Proof. Assume the 𝑈𝑖  receives an email from the Ᾱ 

contained a phish 𝑈𝑅𝐿  (www.xcommunity.com) for 

obtaining the user’s sensitive information, the 𝑈𝑖  clicks on 

the appropriate link and visits the Ᾱ  instead of 𝐶𝑖  server 

(www.community.com). 

Since the  𝑈𝑖 needs encrypted credentials from 𝐴𝑆, Ᾱ has no 

choice, he should open a session with the real community 𝐶𝑖. 

𝐶𝑖 ← Ᾱ: 𝑈𝑅𝐿Ᾱ, 𝐼𝐷𝑖 . 
𝐶𝑖  forwards < 𝑈𝑅𝐿Ᾱ, 𝐼𝐷𝑖 , 𝐶𝑖𝑑 >   to 𝐴𝑆  then 𝐴𝑆  extracts 

𝑈𝑅𝐿Ᾱ  to compare with 𝑆𝐼𝐹  using 𝑙𝑒𝑣𝑒𝑛𝑠ℎ𝑡𝑖𝑒𝑛  distance, 

since the distance is located between 1 and 3; 𝐴𝑆 takes a 

decision it’s an unauthorized server and sets 𝑓𝑖 = 0. Figure 

10 explains the phishing attack prevention. 

On the other hand, Ᾱ can easily to mimics the 𝐴𝑆 and 𝐶𝑖 

behaviors by sending malicious URL (𝑈𝑅𝐿Ᾱ) to the 𝑈𝑖 and 

then sends a fake verification code, since the 𝑈𝑖 needs to 

decrypts the VC, Ᾱ cannot mimic the 𝐴𝑆 behavior because 

he didn’t know the shared key (𝑆𝑘𝑖
). As result, our proposed 

scheme prevents phishing attacks. 

Proposition 7. The proposed scheme can resist Replay 

attacks. 

Proof. Assume the attacker ( Ᾱ ) interrupts the 𝑈𝑖  critical 

messages that have transmuted between the user and 

legitimate servers (𝐴𝑆 , 𝐶𝑖 ). The Ᾱ  attempts to resend the 

user’s message to the valid destination in the next time. Since 

the verification phase was determined with 

𝑡𝑖𝑚𝑒 𝑠𝑡𝑎𝑚𝑝 (𝑇1)  and random value 𝑟 = 𝑔𝑘 , the service 

provider rejects any requests from this 𝐼𝐷𝑖  because the 

𝑇1 was exceeded because of the condition (𝑇1 − 𝑇2 ≤ ∆𝑇) 

was not hold and the value of 𝑟 was repeated because the 

probability of chooses the same random values ( 𝑘 ) is 

negligible. Therefore, our proposed scheme resists the replay 

attack. 

 

 
Fig.10: The phishing attack prevention 

 

Proposition 8. The proposed scheme can resist DoS and 

MITM attacks. 

Proof. Assume the attacker ( Ᾱ ) is presented in the 

communication channel and tries to steal the sensitive data 

of 𝑈𝑖 that transmuted between legitimate parties (𝐴𝑆, 𝐶𝑖, 𝑈𝑖). 

The Ᾱ  tries to determine the user’s main parameters 

( 𝑆𝑘𝑖
, 𝑆𝐾𝑈𝑖

)  for impersonating the user’s 𝐼𝐷𝑖  then makes 

illegal access to the real webserver. since he can’t determine 

the user’s main parameters because 𝑆𝐾𝑈𝑖
 is protected by 

discreet logarithmic assumption and 𝑆𝑘𝑖
 is very hard to 

guess[14]. Additionally, Ᾱ makes a huge of traffic to the 𝐶𝑖 

for shut down the 𝐶𝑖 server to becomes inaccessible, since 𝐶𝑖 

received the requests multiple times from the same 𝐼𝐷𝑖  and 

the current request is in progress, 𝐶𝑖 blocks all these requests 

from the user until the current session ended. Furthermore, 

our work can resist DoS and MITM attacks[26]. Figure 11 

shows the prevention of DoS/ MITM attacks. 

 
Fig.11: MITM/DoS Attacks prevention 
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Proposition 9. Our proposed scheme secures against 

insider attack  

Proof. The user’s access information in the 𝐶𝑖  are 𝐼𝐷𝑖  and 

 𝐼𝐷′
𝑖. The attacker tries to use the 𝐼𝐷𝑖 for do illegal access to 

𝑈𝑖 ’s account. Since the 𝐶𝑖  not keep the user’s keys, the 

attacker cannot do illegal access because the authentication 

server (AS) needs to verify the user’s signature based on 

𝑃𝐾𝑈𝑖 . Therefore,  Ᾱ hasn’t any information about the keys 

(𝑃𝐾𝑈𝑖 , 𝑆𝐾𝑈𝑖
). As result, Ᾱ unable to access/corrupt, or steal 

the user’s sensitive data. 

Proposition 10. Our proposed scheme secures against 

device stolen attack  

Proof. We assume the user’s device gets stolen; the attacker 

certainly uses the device from different locations or 

networks. In the proposed scheme, we solve this problem by 

embedding a public IP verification property to verify the user 

when he tries to use his account from a different location. 

When the attacker tries to use the user’s account, the 

proposed scheme takes the current public IP of an attacker 

(𝐴𝑖𝑝) and compares with the authorized public IPs of the 

user (𝑈𝑖𝑖𝑝
). As  a result, the attacker was unable to use the 

user’s account from a different network[27]. Table 5 bellows 

explain the public IP information associated with the user. 

TABLE 5 

USER’S AUTHORIZED PUBLIC IPS 

PUBLIC IP User’s identity 

93.180.220.234 User1 

37.237.152.216 User2 

37.98.225.192 User1 

VI. EXPERIMENTAL RESULTS 

1. Implementation 

To implement and simulate our proposed scheme, we need 

to install the XAMPP that supports PHP language software 

on a computer system containing Windows 10 Enterprise 

operating system (64 bit), Intel (R) Core (TM) i5-4500U 

CPU @ 2.70 GHz 2.90 GHz processor, and 4 GB RAM. We 

used the XAMPP software to simulate the community and 

authentication servers and PHP, MySQL languages for back-

end programming and HTML5, JS, jQuery, and Bootstrap 

for front-end programming. In Fig. 12 (a, b), we explain the 

implementation of our proposed scheme in a practical way. 

  
a              b 

Fig.12: The user’s interfacing for the verification phase: a. 

dialog box for enter the identity. b. user’s dialog box for 

enter the verification code. 

For the public IP verification property, when the user 

enters his identity from an unauthorized location, AS sends 

an email to the user containing the verification link as Fig. 

13. The AS sets the timestamp value 3 minutes for the 

validity of the verification link, if the user exceeds this 

timestamp, the link will be expired as shown in Fig. 13. 

 
Fig.13: The received email from an authentication server 

2. Performance Analysis 

  2.1 Computation cost 

    The computational cost is used to determine the time 

complexity of the proposed scheme. We compared our work 

with other related works based on the criteria of [23, 28], 

where the cost of crypto functions are listed in Table 6. We 

noticed that the crypto hash function, symmetric and 

asymmetric encryption/decryption and digital signature is a 

common operation among the authors. Comparing our 

scheme with other related works in the term of computational 

cost is shown in Table 7 and Fig. 14. 

 

TABLE 6 

TIME COMPLEXITY FOR CRYPTO OPERATIONS 

Authors Time needed Result 

Our scheme 4𝑇ℎ+6𝑇𝑚 0.112 

Bojjagani et al [17] 7𝑇ℎ+6𝑇𝑚 0.191 

Lin et al[21] 10𝑇ℎ+2𝑇𝑚 0.24 

Binu et al[29] 9𝑇ℎ+3𝑇𝑚 0.222 

Roy et al[19] 9𝑇ℎ+1𝑇𝑚 0.212 

Lee et al[24] 4𝑇ℎ+3𝑇𝑚 0.107 

Dey et al[30] 5𝑇ℎ+4𝑇𝑚 0.135 

 

TABLE 7 

COMPUTATION COST COMPARISION WITH OTHER RELATED 

WORKS 

Term meaning Time needed 

𝑻𝒎 Mathematical operation 0.005ms 

𝑻𝒉 Crypto hash function 0.023ms 

𝑻⨁ Exclusive OR operation negligible 
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Fig.14: Computation cost comparison 

 

From the above comparisons, the proposed scheme has 

(4𝑇ℎ+6𝑇𝑚)= 0.112 has a less time complexity compared with 

other related works. We note that the proposed scheme 

owned a good balance between performance and security 

features (see Table 1). 

2.2. Communication cost  

   To calculate the cost of transmitted messages in the 

verification phase, we assumed the identity size is 32 bit, the 

hash value’s size is 160 bits, the size of schnorr digital 

signature is 64 bytes (512 bits)[14, 23], and the size of the 

ECDSA signature is 72 bytes (576 bits). We also compare 

our proposed scheme with other related works based on 

Table 8 below. 
TABEL 8 

COMMUNICATION COST COMPARISON WITH OTHER RELATED 

WORKS 

Authors No of bits No of messages 

Our scheme 1312 5 

Bojjagani et al.[17] 1440 5 

Lin et al.[21] 1536 4 

Binu et al.[29] 2304 7 

Roy et al.[19] 864 2 

Lee et al.[24] 1184 7 

Dey et al.[30] 1280 4 

 

From the above table, our proposed scheme balanced 

between security features and the communication bits 

(see Table 2). 

VII. CONCLUSIONS 

     In this paper, we present a secure verification scheme that 

avoids famous cyber-attacks like phishing attacks and can 

detect the existence of an attack. Additionally, our work has 

several security features like strong verification, forward 

secrecy, user identity anomaly, and public IP verification 

property. The 𝐴𝑆  plays pivot rule for verifies the signed 

message from the user to eliminate the possibility of phishing 

attacks. The proposed scheme was analyzed formally using 

the Scyther tool, which confirmed that the proposed scheme 

has feasible security merits and the results obtained proved 

that the proposed scheme is safe and secure. We believe that 

our study and analysis will be helpful to end users, 

researchers, bankers, mobile app developers, and financial 

institutions. 
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