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Abstract  In this paper, Mosul University Wireless Local
Area Networ (MUWLAN) security will be evaluated. The
evaluation was made to test the confidentiality, integrity and
availability of the MUWLAN. Addressing these issues will
help in ensuring tighter security. After the evaluation, serious
security pitfalls were found that can allow any attac er to
have access to the MUWLAN and uses their internet service.
Based on the obtained results, suggestions for improvement
were made to tighten the security of Mosul University wireless
local area networ .
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I INTRODUCTION

Wireless access is quickly broadening network reach
by providing convenient, and inexpensive access in hard-
to-wire locations. Users are clamoring for WLAN access,
because it allows them to access their network and the
Internet from anywhere in the workplace, without having
the wire environment. Administrators are attracted to
WLAN because they are easier to install, flexible, and less
expensive to maintain over the long term. WLAN has
already made significant penetration into the education,
hospitality, healthcare and financial industries, and
continually decreasing equipment prices should help drive
adoption in other industries. As with any technology shift,
migrating users to WLAN has its chief drawbacks concern.
The chief concern is security problems [1].

The term information security covers a wide array
of activities in an organization. The design goals of a
security topology must deal with issues of confidentiality,
integrity, availability, and accountability. Addressing these
four issues as an initial part of the network design will help
to ensure tighter security. It is often to see confidentiality,
integrity, and availability referred to as the CIA4 of network
security, but the accountability component is equally
important, design goals must identify who is responsible for
the various aspects of computer security [2].

In this paper, Mosul University Wireless Local
Area Network (MUWLAN) will be evaluated to address
the CIA network security principles [3][4][5]. Results was
deleted or replaced with the symbol $ for security purposes.

II. HARDWARE/SOFTWARE USED IN THE
EVALUATION

The equipments used in this evaluation are

1. Omni-directional antenna:
e  Gain: 15dBi.
e  Operating frequency: 2.4GHz.
2. Coaxial cable:
e Type: LMR 400.
e Length: 15m.
3. Wireless LAN card:
e D-Link DWL-G520 High Speed PCI
Adapter (rev B).
e 802.11b/g compatible.
4. Workstation with a linux-backtrack3 operating
system (Linux version 2.6.21.5, gcc version 4.1.2)
installed in it.

Softwares that will be mentioned later in this paper can
be found pre installed in the operating system except for
SSLStrip software.

111 EVALUATION PROCEDURE

This section will explain the main steps that have been
used to evaluate MUWLAN security.

A.  Identifying Network SSID

The Service Set Identifier (SSID), also known as the
wireless network name, identifies the wireless network. The
SSID is a name configured on the wireless Access Point
(AP) (for infrastructure mode) or an initial wireless client
(for ad hoc mode) that identifies the wireless network. The
SSID is periodically advertised by the wireless AP or the
initial wireless client using a special 802.11 MAC
management frame known as a beacon frame. One way to
limit the visibility of a wireless network is to hide the
SSID. Without knowing the SSID, client cannot send the
association request frame to gain access to the WLAN [2].
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The first main step was to capture and reveal all the
network’s SSID transmitted through the air. Since the
management frames used in the 802.11 has no means of
security, the attacker can easily gain useful information
about the WLAN. The SSID will be unhided simply by
analyzing 5 subtype frames of the main management frame

as shown in Table 1.

TABLE 1
The Frame Body contents of a management frame depends on the frame
subtype. [6].

@
& o& \‘5':; Qogﬁ
F £ E o
S sFS S5
‘{;é‘ @“é‘@é? @50"'7 & & . ogg"’ Sé‘”
Frame Bedy Contents é”& vréé, Qpéo Qg:g} Q"‘?@ Qé?c @B?'d) @‘?g QS.?% &rs"
Authentication Algorithm Mumber X
Authentication Transaction X
Sequence Number
Beacon Interval X X
Current IP Address X
Listen Interval X X
Reason Gode X X
Association 1D (AID) X X
Status Code X X X
Timestamp X X
Service Set [dentity (SSID) X X XX | X
Supported Rales XXX | X]|X]X]|X
FH Parameter Set X X
D3 Parameter Set X X
CF Parameter Set X X
Capability Information XX | X[X]X X
Traffic Indication Map (TIM) X
BSS Parameter Set X X
Challenge Text X

The WLAN card will capture all the frames in the
air when it is operating in the monitor mode. The captured
frames will be huge due to the fact the there are many
wireless network broadcasting in Mosul City. Wireshark
software [7], which will be pre installed under the operating
system, will be used to capture and filter the wireless
traffic. The following filter will be used to instruct the
wireshark to filter (i.e keep) frames contains subtypes
number 0,2,4,5 and 8 (see Table 1).

wlan.fe.type subtype ==0 00
wlan.fc.type subtype ==0 02
wlan.fe.type subtype ==0 04
wlan.fe.type subtype ==0 05
wlan.fe.type subtype ==0 08 Q)
The wireshark will be used to capture all the
frames in the airwave channels ranging from (1~13). After
a while, all the SSIDs in the range of the omni-directional
antenna were revealed. After reviewing all the SSID names.
Table 2 summarizes all the APs with the SSID’s including
the phrase Mosul University.

Upon identifying more than one AP that belongs
to the MUWLAN, one AP will be selected to penetrate
MUWLAN. The AP with the following SSID
MOSuLUniversiTy$$$$8 will be selected. To find if this AP
uses any mean of data encryption. The data frames sent and
received by this AP will be captured by applying the
following filter to the captured data.

wlan.bssid == 00:60:b3: ?)
TABLE 2

SSID’s containing the phrase Mosul University was captured in the range
of the testing omni-directional antenna.

SSID MAC address
MOSUIUniVersiTy$$$$S$ | 00:60:B3:5$:$5:$$
MOSUIOFUNIVeri$$$$$ | 00:60:B3:$$:$$:$3$
MOSUIUNIVerSIT$$$$$ | 00:60:B3:$$:$3:$$
MOSuLUniversiT$$$$$ | 00:60:B3:33:33:$$
MOSUIUNIVersiT$$$$$ | 00:60:B3:$$:$3:$$

In the captured data, the protected flag data was
set to 1 so the data was WEP encrypted. The index key that
was used to encrypt the data was key number 2 (starting
from 0) as shown in Figure 1.

= IEEE 802.11 Dpata, Flags: .p..R.F.
Typessubrype: pata (0xzod
5 Frame control: Ox4a08 (Wormal)
version: 0
Type: bata frame (2)
subtype: O
= Flags: Oxda
0S status: Frame from 03 TO 4 STA via aP(To 0S: O From psS: 1) (OxXD2)
.D.. = More Fragments: This is the last fragment
.. = Retry: Frame is being retransmitted
ce. = PWR MGT: STA will stay up
sl oo.. = Morg Data: Mo data buffered
.1l.. .... = Protected flag: Data is protected
[ = order Tlag: nNot STricT 1y ordered
Duration: 258
pDestination address:
855 1d: Z-Com_ % (00:60:b3;
source address: Dellcomp_® ==
Fragment number: ©

Sequence number : 3649
WEP parameters
Initialization vector: Ox67BS0L
Key Index: 2
WEP ICV: OxScecc83l (not verified)
© DI LTS e

Figure 1 : Management frame captured using wireshark software showing
wireless data is protect and the key number used to encrypt data.

D
(00:06:5b:4

B. Cracking WEP

The IEEE 802.11 standard defines the Wired
Equivalent Privacy (WEP), encapsulation of 802.11 data
frames. The goal of WEP is to provide data privacy to the
level of a wired network.

Encryption in WEP uses a secret key, k, shared
between an access point and a mobile node. To compute a
WEP frame, the plaintext frame data, M, is first
concatenated with its checksum ¢(M), to produce M ¢ c¢(M)
(where ¢ denotes concatenation). Then, a per packet
initialization vector (IV) is prepended to the secret key, k,
to create the packet key, 7V * k. The RC4 stream cipher is
then initialized using this packet key, and the output bytes
of the cipher are exclusive-ored (denoted ) with the
checksummed plaintext to generate the ciphertext [8]:

C =M+ c(M) E RCAIV + )

The extension of Klein's attack which is optimized for
usage against WEP [9], also known as PTW attack (PTW
stands for the initial letters from the names of this attack
creators, Andrei Pyshkin  Erik Tews , Ralf-Philipp
Weinmann ,) was used on MUWLAN and that attack can
be easily done by using aircrack-ng software on enough
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captured encrypted data packets. After capturing enough
data and applying PTW attack, WEP key for the SSID
MOSuLUniversiTy$$38$ used by the MUWLAN AP is
found and as shown in Figure 2.

[<}e] Shell - Konsole <2> BER

Aircrack-ng 1.6 rcl rl085

[00:10:16] Tested 57 keys (gat 25858 IVs)

=

BuN o B

depth
as 1
o/ 2
2
3/ 4
2/ 4

byte(vote]

3D(360896] OC(33024) DA(32000) B9(31744) C4(31744) C6(31744)
25(35840) 00(35328) 53(32768) 91(32512] E3(31744) 58(30976)
41(34304) D4(32512) BE(32256) BBI32256) 4F(31744) 62(31744)
58(32512) 32(31744) BF(31232) BF(30976) 82(30976) 5A(30720)
AS(32512) 75(32000) ©7(31232) 4D(31232) 9D(30720) B5(30720)

KEY FOUND! [ 3D:25:& = ]
Decrypted correctly: 100%

(ASCII: =% )

bt

the wireless client MAC address

can be found as shown in

Figure 2 : WEP key was found using PTW attack on enough captured data.

Now all  the  capture data  traffic from
MOSuLUniversiTy$$833 can be decrypted using the WEP
key. The idea now is to consume the identity of a
MUWLAN client and enters the MUWLAN when the
client is offline.

V. WLAN PACKETS ANALYSIS

After the WEP key was found, the attacker can now
analyze all the traffic (data) between the wireless clients
and the AP. To have the right to use the services provided
by the MUWLAN, such as the internet service, the
configuration of the MUWLAN wireless client must be
known and they are:

IP and MAC address.

Subnet mask.

IP address of the gateway.

IP address of the DNS server.

The easiest way to find these parameters is to search for
DHCP packets replies or offers in the captured data. So the
following filter will be applied to the captured data:
wlan.bssid = 00:60:b3: & & bootp.type == 3)

Unfortunately for the attacker, no DHCP replies or
offers packed was captured.

A. IP and MAC address.

The IP address of the wireless client can be easily
found by applying the following filter on the wireless
traffic (data) of the MUWLAN.
wlan.bssid == 00:60:b3: && ip “4)

The majority of IPs found in the captured data was
class B privet IP address. So, it’s a matter of time, when
these clients are offline, the attacker can consume any IP
address and access the network. Also from the same packet,

Figure 3.

= IEEE 802.11 Data, Flags: .p.....T
Type/subtype: Data (Ox203
= Frame control: Oxd4108 (Normall)
version: 0
Type: Data frame (2)
Subtype: O
# Flags: Oxdl
puration: 57303
BSS Id: Z-Con (00:60:b3:

[Gource address: |
pestination address: DellComp. L00:00:5h;
Fragment number: O
seguence number: 2105
= WEP parameters
Initialization vector: Ox870800
Key Index: 2
WEP ICv: OxblafGlif (correct)

# Internet Protocol,[Scc: 172.20.90. (172.20.90. 959, DJt: 89.149.214.91

F;gure 3 : The -\VLAf\I "IP address and MAC address of one MUWLAN
client.

B.  Network subnet mask

Since there is no DHCP server, finding subnet mask will be
tricky. The following filter will be applied to the wireless
traffic to capture only the broadcast traffic (destination
MAC address equals all 1’s) on the network.

wlan.bssid = 00:60:b3: : &&
wlan.da == ff:ff:ff: ff: ff: ff & &
ip.dst =172.20.0.1 &&
ip.dst =172.20.255.255 5)
This can be accomplished by checking the
destination IP address of that broadcast packets as shown in
Figure 4.

File Edit Vew Go Capture Analyze  Statistics Help
e & x & Re»:
(3] ticer: [wlan .bssid == @0:6@:b3:. = = and wlan.da==f | ~ | 4 cxp
Mo, . Time Source Destination

1787 17.196156 172.20.90.255

1957 18.395257 172.20.90.255

2465 23.006600 172.20.90.255

2467 23.008289 172.26.90.255

2568 23.757254 172.208.90.255

2667 24.502883 172.20.90.255

3024 27.276674 172.20.90.255

3681 28.004470 172.20.90.255

3208 28.752489 172.20.90.255

3487 31.5603711 172.208.90.255

3490 31.505761 172.208.90.255

3562 32.252645 172.20.90.255

3655 33.003180 172.20.90.255

3976 35.753421 172.20.90.255
Figure 4 : The broadcast IP address obtained after filtering the captured

data.

The majority destination IPs was 172.20.90.255, thus it
is obvious that the subnet mask must be 255.255.255.0

C. [P address of the gateway

By checking the MAC addresses (Destination and
Source) of the wireless traffic, it is easy to find the gateway
MAC address, because that MAC address will be the
dominating one. Since all the traffic must be sent to the
gateway to access the internet, clients want to access the
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Internet will have to pass through the gateway. Therefore
the same MAC address will be fixed in all the packets
while a verity of destination IP or source IP addresses that
will not falls into the 172.20.90.0 will belong to the same
MAC address. To find the IP address that belong to that
MAC address, all the packets that have the gateway MAC
address as a destination and its IP address will fall into
class B network address also a destination will be filtered
using the following filter.

wlan.bssid = 00:60:b3: :
wlan.da == 00:06:5b: : :
ip.dst =172.20.90.1 &&
ip.dst =172.20.90.254

&&
&&

©)

After filtering the captured data as shown in
Figure 5, the IP gateway is identified as 172.20.90.2.

File  Edit

View Go

o &

() fitter. [ (wlan .bssid == 80:60:b3

Capture  Analyze  Statistics  Help

x @8 [ @ »

W ) && (wlan.da| ~ | ok Expi

Mo. Time Source

Destination

389.682250
48218 388.856885
47955 387.392264 -
47541 385.124708 - -
45921 371.886090
45647 370.257928
45612 370.085056
45597 370.029951

45246 367.897292 172.208.90.2
45168 367.338252 . - 172.208.96.2
Figure 5 : The IP address of the gateway obtained after filtering the
captured data.

D. [P address of the DNS server

Finding the IP address of the DNS server will not be a
hard task, because when a client want to visit any website
using webpage Uniform Resource Location (URL), internet
browser must know the IP address that belongs to the given
URL. This can be done by using DNS server. Capturing
any response from a DNS server to a client can recover the
DNS server IP address. The following filter was used to
capture such a response.

wlan.bssid == 00:60:b3:
ip.dst =172.20.90.1 &&
ip.dst 172.20.90.254 & &
dns.response to

&&

Q)

For MUWLAN, The IP address of the DNS server is the
same [P address of the gateway which is 172.20.90.2 as
shown in Figure 6.

File Edit View Go Capture Statistics  Help

e & xWE @Qe0:

f\lter:]{wlan.bssid == @0:60:b3 ~ | < Expi

Analyze

) and (ip.dst|

Na Time Source Destination

[ 64412 567.840893 172.28.98.
62706 551.843575 172.20.90
58148 503.848071 172.20.90
57689 497.674989 172.20.90
54548 453.647574 172.20.90
52263 423.309608 172.20.90
49109 394.391078 172.20.90.
49107 394.383314 172.20.90
49106 394.377214 172.20.90.
49102 394.365832 172.20.90.
49097 394.341703 172.20.90
45122 367.050079 172.20.90.
44246 361.947459 172.20.90.
43833 359.476128 172.20.90

Figure 6 : The IP address of the DNS server obtained after filtering the
captured data.

111k

R R R R R R R R R R R
11338
2331313300131

130

(S}

V. BYPASSING THE 24 ONLINE SOFTWARE.

Mosul University uses 24 online software from
Elitecore Technologies Limited for billing and bandwidth
management. For authenticating, the user to access the
internet, it uses web-based logging on technique that asks
the client to enter user name and password in order to
access the internet. Any request to access the internet using
MUWLAN will show up a web page asking the user to
enter his/her user name only once to authenticate.

By viewing the source code of the client logging
webpage, no means of security was found. Therefore, the
user name and the password will be sent as a plain text. It is
easy to catch the user name and password if the attacker
lies between the wireless the client and the wireless AP of
MUWLAN. Since the gateway is also the 24 online server,
the following filter will capture all the user names and
passwords that will be sent to the gateway using http
protocol only as shown in Figure 7.

wlan.bssid == 00:60:b3:
ip.dst==172.20.90.2 &&
http contains Pass

&&

@®

Now it’s easy for the attacker to access MUWLAN and
uses the internet service. Also it is easy for the attacker to
change the password of the client perverting the real client
from accessing the internet.

Also, by viewing the administration logging web
page, it shows no means of security. Therefore, if the
attacker lies between the administration’s PC and AP of the
Mosul University, it will be a matter of time till the
administration access the 24 online server wirelessly and
then the attacker can have both the user name and the
password of the 24 online server.
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= Hypertext Transfer Protocol

® GET A24onlineswebpages1iverequest. jsp?isfirsttime=Ffalse
Accept: dmage/gif, image/x-xbitmap, imageJpeq, mage pig
Accept-Language: an-ushrin
Ua-CPU: xB&\rin
Accept-encoding: gzip, deflateyrin
User-agent: Mozillasd.0 (compatible; MSIE 7.0; windows NT
Host: 172.20.90.2%r%n
Connection: Keep-Aliweyrin
Cookie: _Pass=¢ 3 _Useriame=
Rl

Figure 7 : Captured user name and password sent from client to the

MUWLAN AP.

y _SavelInfo=saveinfc

VL APPLYING MAN IN THE MIDDLE ATTACK

(MIMT)

The attacker now is a ligament user. The following
attacks can be used not for a wireless networks only but
also can be implemented against wired networks. All the
above evaluation measurements used passive attacks only,
but the attacker can use an active attack such as MITM
attack that will be started using the famous ARP poisoning
attack.

ARP allows the network to translate IP addresses
into MAC addresses. When one host using TCP/IP on a
LAN tries to contact another, it needs the MAC address or
hardware address of the host it’s trying to reach. It first
looks in its ARP cache to see if it already has the MAC
address; if it doesn’t, it broadcasts an ARP request asking,
“Who has the IP address I'm looking for?” If the host that
has that IP address hears the ARP query, it responds with
its own MAC address, and a conversation can begin using
TCP/IP. ARP poisoning is a technique that’s used to attack
an Ethernet network and that may let an attacker sniff data
frames on a switched LAN or stop the traffic altogether.

ARP poisoning utilizes ARP spoofing where the
purpose is to send fake, or spoofed, ARP messages to an
Ethernet LAN. These frames contain false MAC addresses
that confuse network devices such as network switches. As
a result, frames intended for one machine can be
mistakenly sent to another (allowing the packets to be
sniffed) or to an unreachable host (a Denial of Service
[DoS] attack). ARP spoofing can also be used in a man-in-
the-middle attack in which all traffic is forwarded through a
host by means of ARP spoofing and analyzed for
passwords and other information[10].

Poisoning ARP cache table can be done using
Ettercap software that is preinstalled in the backtack3
operating system. Ettercap can ARP poising the victim’s
PC only or both the victim’s PC and the gateway so that all
the traffic between the victim’s PC and the gateway will be
passed through the attacker’s PC.

A. SSLStrip attack.

The main trick of this attack is that people access
HTTPs web site through HTTP and HTTP is not secure.
Most of the people access Yahoo!, gmail and hotmail by
click on hyperlink embedded in html web pages or by
typing for example http://www.gmail.com and less of them
is using the https://www.gmail.com to access the emails

server. In this attack both the gateway and the victim’s PC
must be ARP cache poisoned and that can be done using
Ettercap software.

After implementing ARP cache poisoning, all the
traffic between the gateway and the victim’s PC is now
passing through the attacker’s PC. The attacker can use
SSLStrip -0.4 tool[11] which is not installed under the
backtrack operating system but can be found free in the
internet.

The main job of this tool is to strip every HTTPS
link contained in a web page requested by the victim into
an HTTP link, When the victim tries to access a web site
using HTTPS by typing for example http://www.gmail.com
or by click on a hyperlink, the attacker will catch that
request and start new HTTPS session between him (the
attacker) and gmail as shown in Figure 8.

—

HTTPS
With sslstrip

Figure 8 : Attacker will uses stripssl tool between the server and the
victim’s PC .

Now gmail will send its login web using HTTPS
protocol to the attacker. The attacker will send the same
web page to victim using HTTP. The difference between
the HTTPS gmail login web page and the HTTP gmail
login web page is shown in Figures 9 and 10 respectively.
The victim will enter his/her user name and password and
press the login button and that page will be sent to the
attacker in plain text using HTTP. The attacker now can use
the received user name and password and login to the
HTTPS gmail account. After that, gmail will send the inbox
web page to the attacker and in return the attacker will
decrypt the inbox web page using the shared key received
during the ssl handshaking protocol and redirect that page
using HTTP to the victim’s PC. Now the victim can browse
his/her email without knowing that his/her user name and
password is caught by an attacker.

SSLStrip attack was implemented on the

MUWLAN against Yahoo! , gmail, and hotmail email
accounts and Figure 11 shows the obtained result.

X
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Figure 9: gmail login web page using HTTPS.

«F-LUKEDD 3

Dt s 3 e B!
[P

Figure 10: gmail login web page using HTTP.

B ssistrip.log - Notepad

File Edit Formab View Help

[

Tog i n=tmmmr =M &pas 5wl =g ===>> yahoo email account
fghotmail. com&passwd=+ = ===>> hotmail email account

|'Ing1' =

|EMaT T =\ T MEPas swil=ss e o ===5>5> gmail email account

Figure 11 : The SSLStrip log file reveling captured user name and
password for Yahoo!, gmail and hotmail accounts.

VIL IMPROVING MUWLAN SECURITY

The big question is how to improve the security of the
Mosul University wireless network. Let’s review the steps
led to crack the wireless network and try to solve them one
by one.

First: it is good that MUWLAN hides the SSID of their
APs but it’s a matter of time till a client send some type of
frame that leads to unhide them. But the attacker can’t tell
if those APs are belong to the Mosul university or not if the
SSID have a name that not related to Mosul University
such as Network1 or any other name without containing the
phrase Mosul University or University name in the SSID
filed. Because these names will be a hint to the attacker to
attack these APs.

Second: changing static WEP is important to the latest
wireless encryption suit such as enterprise WPA2.

Third: Secure the login access by using MDS5 based login
software since the user name and the password of the
24online can be cached with or without using SSL login
access.

Four: To stop ARP poising attack, it is good idea that both
gateway and client involved in the protection process since
attacker can attack only the client, even when there is an
ARP poisoning watcher installed at the gateway. At the
server side, ArpON software can be installed and it can
detect and prevent an ARP poisoning attack. At the client
side, static ARP cache table can be implemented easily
since the only important IP in the network will be the
gateway IP, clients can add static entry to the ARP cache
table using the following windows command

arp -s IP address MAC address

Alliteratively, clients can install ArpON software or any
other operating system compatible ARP cache protection
software.

VII.  CONCLUSIONS

This paper revealed that any attacker can have all the
information to access the MUWLAN and to uses their
services such as the internet and can change the password
of the real clients. The confidentiality issue is also broken
since anyone has the WEP key can monitor the wireless
client’s traffic. Integrity issue is broken too, since that
attacker can manipulate the data sent through MUWLAN
using SSLStrip attack. Availability issue is also broken,
since the attacker can change the password of the logging
web page making the attacker is the legitimate user and the
client is the rogue user so the internet service will be
unavailable to the client at the time when the real client
wants to access the internet. Based on the obtained results,
suggestions for improvement were made to tighten the
security of Mosul university wireless local area network.
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