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Abstract

This work implying the design of hiding system that hides a gray scale image into another
gray scale image using two-dimensional wavelet packet transform.

The proposed hiding scheme uses Wavelet Packet Transform (WPT) to embed data
elements of the secret image in different frequency bands of the cover image. The data
elements of the secrete image are placed within DWT subspaces after simple treatment in
order to reduce its significance on the resulting image and to increase security. The resulting
image (the cover image within which the secret image is hidden) is called stego image.
Stego image is closely related to the cover image and does not show any details of the secret
image.

The proposed system achieves perfect reconstruction of the secret image. All programs in
this work is written by MATLAB 7.

( stego image)

(MATLAB 7)
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1.Introduction

Computer networks development
provides inexpensive communication of
information between people or computers
on opposite sides of world. Special and
reliable  security in  storage and
transmission of digital images are needed
in many applications such as military
image  databases, military  images
communication and medical image system.
Image hiding can fulfill such security tasks
to protect the content of digital images
[1,2].

In general, information hiding is used
to embed data into various forms of media,
such as images, audio or text with
minimum amount of degradation [2,3]. The
practice of hiding (encoding) secret
information in a manner such that the
existence of secret information is
concealed is called steganoraphy [4]. It
prevents outside observer from recognizing
that hidden information is present. Hence,
hiding message with steganography
reduce the chance of secret message being
detected [5,6].

The content of information (such as
image) is not altered by steganography, but
it is hidden inside a cover (such as another
image)[7]. The resulting stego image can
be transmitted without revealing that secret
information is being exchanged [8,9].

2.Gray Scale Images Structure

In gray scale image (so called intensity
image), each image is represented as a data
matrix of (MxN) elements. Each element
of the matrix corresponding to one image
pixel. The elements in the intensity matrix
represent various intensities ,or gray levels.
Where intensity 0 represent black, while
intensity level 255 usually represent full
intensity, or white.

3.Discrete Wavelet Transform

The wavelet transform is a technique
for analyzing signals. It divides a signal
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into difference frequency components each
with different resolution.

The Discrete Wavelet Transform
(DWT) 1is used when a signal being
sampled such as with digital image
processing [10]. An efficient way to
implement DWT uses filters. The signal is
filtered by Low Pass Filter LPF and High
Pass Filter HPF then the signal is down
sampled. The resulting low pass signal is
called approximation and it is much similar
to the original signal. The high pass signal
is called details signal. The filters used as
LPF and HPF to compute DWT are
commonly referred as h(n) and g(n)
respectively. Filters h(n) and g(n) are
Quadrature Mirror Filters(QMF) [11].
There are several types of wavelet (such as
Haar , Daubechies, Coifman, symlets, and
Morlet). Each wavelet has its own filters
h(n) and g(n) .

For images Two Dimensional Discrete
Wavelet Transform 2D DWT decomposes
image into multi levels of independent
information .Images will be transformed in
each level of decomposition to four bands,
one low information image and three
details images. One level DWT for an
image can be computed as:

Each row of the image X is passed
through LPF h(n) and HPF g(n) and
decimated by two to produce signals 'yl
and 'y2' .Then each column of 'y1' is passed
through LPF, h(n) and HPF, g(n) and
decimated by two to produce 'a'(the
approximation) and 'h'. The same thing is
done with ‘y2’ to produce 'v' and 'd'.

When the DWT is used to decompose
the resulting subspaces (a ,h ,v and d) then
the resulting transform is called Discrete
Wavelet Packet Transform DWPT.

A 2D DWT  decomposition and
reconstruction is shown in Figurel.The
four subspaces low-low (approximation),
low-high (horizontal), high-low (vertical)
and high-high (diagonal) are depicted in
Figure2. While Figure3 shows an image
with its level 1 DWT. Viewing Figure3
gives two indications, the first is that the
most information of an image is contained
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in the approximation subspace 'a' of DWT
and little information is contained in each
of details subspaces 'h','v', and 'd"' . So that
the secret image data should be placed in
details subspaces of DWT of the cover
image and not in the approximation in
order not to deteriorate the cover image.
The second indication 1is that the
coefficients values of the details subspaces
are low, since they appear black in
Figure3b. So that the data to be embedded
in these subspaces should be low in order
to make the resulting stego image more
similar to the cover image.

4.The Proposed Hiding System

The proposed hiding system deals with
gray scale images for each secrete and
cover images. It assumes that the size of
secrete image (in pixel) is one quarter the
size of the cover image. For example the
size of secret image is (256%256), (MXN),
and the size of the cover image (512x512),
(2Mx2N).

The proposed system uses the DWT
to decompose the cover image into
subspaces to represent it in different
frequency bands. The data elements of the
secrete image is placed within DWT
subspaces after simple treatment. There are
two goals of the treatment that is done on
secret image data elements. The first is to
reduce its significance on the cover image
that leads to more similarity between cover
image and resulting stego-image. The
second is to increase security by placing
data unit that is derived from secret image

coefficients and not the coefficients
themselves.
41 The Procedure of the

Proposed Hiding System

The steps
approach are:

of the proposed hiding

1- compute the coefficients of the secret
image to be embedded within the cover
image. Each data element (s) in secret
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image is represented by two numbers (t and
r) as:

s=t2+r1 ..(1)

Where t is the integer part of the square
root of data element (s) and r is the
remainder. The two numbers t and r are
computed for each element of the secret
image, two matrices will be produced T
(the root matrix) and R (the remainder
matrix) each of size (MxN), the size of the
secret image.

For example if the element in pixel (i, j)
of the secret image is 200 then the data
element T(i,j)= 14(the integer of the
square root of 200) ,and R(i,j)= 4 (the

remainder 200 — 142 ). The main goal of
this step is to represent the coefficient of
the secret image with small numbers in
order to minimize their significance on the
cover image and producing stego image
very closed to the cover image.

2- Compute the DWT of the cover image
using one of the known wavelet
decomposition such as Haar wavelet. It
resulting four subspaces each with
size(MxN), one approximation 'a' subspace
and three details subspaces 'h','v', and 'd".

3- Take one of the details subspaces of the
DWT of the cover image to embed the
coefficient of root matrix T, for example
subspace 'd. The root matrix T
coefficients will replace the coefficients of
wavelet subspace 'd'".

4- Compute the DWT of each of the
remaining two details subspaces ('h' and
'v'). The DWT of these signals (Second
level) may use different wavelet type from
that of the first level. It resulting four
subspaces for 'h' labeled
(ap,hy,vy,anddy), and four subspaces

for 'v' labeled (a,,h,,v,,andd,) each

with size  (1/2 Mx1/2 N).

5- Embed the coefficient of remainder
matrix R in four of the eight subspaces
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computed in step 4 (by replacing). Matrix
R needs four subspaces because its size is
(MxN).

6- Compute inverse DWT to reconstruct
the image matrix from its subspaces. This
can be done by reconstructing each of
subspaces (‘h' and 'v') from second level
subspaces  (ay.hy,v,,andd;)  and
(ay,h,,v,,andd,) respectively. Then
inverse DWT is done on 'a' 'h' ,'v', and 'd'.
The resulting image is the stego image that
is the cover images within which the secret
image is hidden.

4.2 The Procedure
Reconstruction

of the

The steps that reconstruct the secret
image from the stego-image are:

1- Compute the DWT of the cover image
to one level.

2- Extract the coefficients of root matrix T
from the details subspace in which these
coefficients are embedded, such as
subspace 'd". .

3- Compute the DWT for each of the
remaining two details subspaces ('h' and
'v'). It resulting four subspaces for 'h'

labeled (ay,hy,vy,andd,), and four
subspaces for ' labeled
(a,,h,,v,,andd,).

4- Extract the coefficients of remainder
matrix R from the subspaces in which these
coefficients are placed.

5- Regenerate the elements of the secret
image matrix by applying Equation 1 on
the coefficients of matrices T and R.

5. The Results

The procedure of proposed hiding
system is applied on several cover images
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and secret images arranged in three groups
shown Figures 4, Figures 5 and Figures 6.
Each group contains a cover image of size
(512x512) pixels and secret image of size
(256%256).The secret image is to be hidden
in the cover image of the same group.

After the hiding steps are applied, the
resulting stego-image of groupl is shown
in Figure 7a. This image is closely related
to the cover image (shown in
Figure 4b) and does not show any details
of the secret image that is hidden in which.
The stego images of group2 and group3
are shown in Figure 8a and Figure 9a
respectively.

The reconstruction steps are applied on
the three stego images. The reconstructed
images (shown in Figure 7b, Figure 8b and
Figure 9b) are identical to the secret
images.

Image energy is used to measure the
similarity between the cover image and the
stego_image resulting from hiding a secret
image within which. Energy is also used to
measure the similarity of the original and
reconstructed secret image. Tablel listing
the energies of cover image, stego image,
secret image, and reconstructed image and
for the three groups.

The Mean Square Error (MSE) is used
as metric to measure the distortion between
the resulting stego image and the original
cover image. Table2 lists the MSE for the
three used groups.

The equation that
energy is [10]:

evaluating the

1 N M :
E:MZZI (r,¢) (2

r=1 c=1
And the MSE is evaluated as:
] NM B 5
MSE = — I(r,c)-I(r,c)]" ... (3
VI IPILCORS (I

r=1 c=l
Where:
E: is the energy, MSE: Mean Square Error
I: is the Image,
I:is the stego_image,
And MxN: Is Image size in pixel.
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6. Conclusions

The procedure of proposed hiding has a
good algorithm to hide a gray scale image
in other gray scale image. It produces a
stego image that is close to the cover
image so that outside observer cannot
recognize that the hidden (secret) image is
present.

The proposed system has many keys of
security. The first is the type of wavelet
that is used for DWT such as (Haar ,
Daubechies, Coifman, symlets, or Morlet).
The second is that the type of wavelet that
is used for the second level may be
different from that used for the first level
DWT. The third is that the representation
of the secrete image elements in other form
(root and remainder) rather than the use of
the elements themselves as with other
hiding systems that use element values
themselves[2,9,10]. The fourth is that the
first level subspaces in which the root
matrix coefficients are placed can be
selected as one of three details subspaces
'h','v', or 'd'. And the fifth key of security is
that any four of the eight subspaces
(ay,hy,vy, dy,a,,h,,v,,andd,) can

be used to embed the coefficients of the
remainder matrix R.
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Figure 1:1_Level 2D_DWT (a)Decomposition , (b)Reconstruction
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Figure 2: 1_Level 2D_DWT representation of an image
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Figure 3: An image with its DWT (a)The image, (b)Its 1_Level 2D DWT
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-a- -b-

Figure 4: Group 1 secret and cover images (a)Secret image, (b)Cover image

- b-

Figure 5: Group 2 secret and cover images (a)Secret image, (b)Cover image

-a- -b-

Figure 6: Group 3 secret and cover images (a)Secret image, (b)Cover image
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- -b-

Figure 7: Groupl stego_image and reconstructed image
(a) Stego_image, (b)Reconstructed image

-a- -b-

Figure 8: Group2 stego_image and reconstructed image
(a) Stego_image, (b)Reconstructed image

Figure 9: Group3 stego_image and reconstructed image
(a) Stego_image, (b)Reconstructed image
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Table 1
Cover Image Stego_Image Secret Image Reconstrected
Group
Energy Energy Energy Image Energy
Group 1 | 0.28430493523096 | 0.28407048214773 | 0.31798598767973 | 0.31798598767973
Group 2 | 0.30371194955504 | 0.30330747206198 | 0.58138671171014 | 0.58138671171014
Group 3 | 0.37421792775006 | 0.37210064000316 | 0.61221244392551 | 0.61221244392551
Table 2
Mean Square Error (MSE)
Group between Cover Image and
Stego Image
Group 1 0.00029480948442
Group 2 0.00146046991579
Group 3 0.00214235885837

59




