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Abstract In this paper a Genetic Algorithm (GA) is proposed to attack an Arabic encrypted text by Vigenere cipher.
The frequency of occurrence of Arabic letters has been calculated by using the text of the holy book of Quran, since it
has rich language features compared to many other books. The algorithm is tested to find the key letters for different
ciphertext sizes and key lengths. The results shows 100% correct letters retrieved from medium size ciphertext and
short key length, while 90% of the ciphertext is retrieved from long ciphertext and medium key length, and 82% of
the ciphertext is retrieved from long ciphertext and long key.
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I. INTRODUCTION

Intelligent systems show high capability in
solving nonlinear multivariable problem. One of
these problems is cryptanalysis. In recent years
Genetic Algorithms shows efficient results in
search space of large, complex and dynamic
systems. Many researchers in the field of
cryptanalysis are interested in developing
automated attacks on ciphertext. Using of GA in
cryptanalysis has attracted much attention [1].
Creed F. Jones and Michael Christman use GA to
develop solutions to a Vigenere alphabetic code
for English language in [2], the authors in this
paper suggest a fitness function that based on
word look-up dictionary of most known English
words. This can help the GA to converge quickly,
however, if the original message contains a word
which is not included in the dictionary, an
incorrect solution case could appear. Ragheb
Toemeh and Subbanagounder Arumugam apply
GA for cryptanalysis of Vigenere cipher for
English language [3], they used GA to guess the
size of the key, then find the correct key.
Although, using traditional methods such as
Kasiski examination to find the key size [4], is
less complicated than using GA. S. S. Omran et
al. [5] use counting coincidence technique to find
the key length, then apply the GA to break the
Vigenere cipher for English language. The fitness
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function based on monogram frequencies only,
however, in the results, almost all the key letters
are successfully retrieved, but, the ciphertext size
is not mentioned. Aditi Bhateja and Shailender
Kumar [6] introduce a method of deciphering
encrypted messages of Vigenere cipher
cryptosystems by GA using elitism strategy for
English language, their results show that for large
key sizes elitism increases the performance of
GA. Yahya Algahtani et al. [7] introduce a new
approach of Arabic encryption/decryption
technique using Vigenere cipher on modulus 39.
Shaza D. Rehan and Saif Eldin F.Osma propose a
cryptography technique for Arabic language
using a genetically tuned neural network [8]. The
authors in [9-11] introduce Arabic language
encryption technique using symmetric key
algorithm. In this paper a GA is used to find the
key for an Arabic ciphertext encrypted using
Vigenere cipher. The proposed method assumes
that the key length is known. The rest of the paper
is organised as follow:

Section two describes a theoretical background of
the Vigenere Cipher technique. GA is illustrated
in section three. Section four explains the
frequency analysis of Arabic letters. The
proposed algorithm is presented in section five.
The experimental results are introduced in section
six, while final conclusions are addressed in
section seven.
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1. VIGENERE CIPHER

The Vigenere Cipher is one of the polyalphabetic
ciphers, that was introduced by Blaise de
Vigenere from the court of Henry Il of France in
the sixteenth century [12]. This cipher scheme is
shown in Table I.

TABLE I

VIGENERE TABLEAU
ABCDEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
IJKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHI
KLMNOPQRSTUVWXYZABCDEFGHIJ
LMNOPQRSTUVWXYZABCDEFGHIJK
MNOPQRSTUVWXYZABCDEFGHIJKL
NOPQRSTUVWXYZABCDEFGHIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
POQRSTUVWXYZABCDEFGHIJKLMNO
QRSTUVWXYZABCDEFGHIJKLMNOP
RSTUVWXYZABCDEFGHIJKLMNOPQ
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOPQRST
VWXYZABCDEFGHIJKLMNOPQRSTU
WXYZABCDEFGHIJKLMNOPQRSTUV
XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXZ

N[ X|s|<L|Cc|H|«e|mOo|T|o|Z|IZ|r | X<~ |[T|o|MmO[0|w|>

As shown in Table I, there is a set of 26 Cesar
ciphers with different shifts from 0 to 25. To
encrypt a plaintext using this technique, a
keyword is chosen and repeated as long as the
plaintext, then the ciphertext is determined from
the intersection of the plaintext letter column with
the key letter row as shown in (1).

E,, =(P+K) mod 26 1)

Where E is the encrypted word, P is the plaintext
and K is the key. For example, if the keyword is
PEACE and the plaintext message is TEST
MESSAGE then the ciphertext IS
IHISVQTWSCKT as shown in Table II.

TABLE Il

VIGENERE CIPHER ENCRYPTION EXAMPLE
Plaintext | T|E|S| T MIE|S|S|A|G|E

Key PIE|A|C E|{P|E|A|C|E
Ciphertext | I | 1 | S|V Q| T|W|S|C|K|T

o

I1l. GENETIC ALGORITHMS

GAs are adaptive stochastic search algorithms

that mimic the natural genetic inheritance,

starting with a population of randomly generated

candidates, and "evolve" towards better solutions

by applying genetic operators such as selection,

crossover, and mutation. In recent years, GAs

have been applied to many optimisation problems

showing highly effective results in searching

large, complex search space even in the presence

of high-dimensionality, multimodality, and

discontinuity [13].

The general outline of the GA is as follows:

1.Generate a random population of candidate
solutions (chromosomes).

2.Calculate the fitness value of each chromosome
by applying a fitness function that evaluates
each solution.

3.Select chromosomes to be mated to generate
offspring (new solutions) according to their
fitness value, using one of the selection
methods (such as Roulette wheel, tournament,
or Boltzmann).

4.Apply probabilistic crossover to pairs of the
selected chromosomes by swapping part of the
chromosomes to create offspring (introducing
new solutions).

5.Apply mutation which is probabilistic bit-
flipping.

6.Repeat steps 2 to 5 until a satisfactory solution
is reached or the maximum number of
generations is reached.

The GA performance can be improved by

reserving the best or few best solutions through

the elitism strategy. Elitism is used to eliminate

the chance of losing good solutions during the

crossover and mutation stages [14].

1VV. FREQUENCY ANALYSIS OF ARABIC TEXT

Cryptology is one of several sciences that owe
their existence and development to the Arabs
[15]. Al-Kindi (c. 801-873 AD) wrote the first
known treatise on cryptanalysis. He was a pioneer
in cryptanalysis and devised several new methods
of breaking ciphers. He works on the order of
letter frequency (statistical cryptanalysis) [15].
His work then becomes one of the basic
parameters to cryptanalysts to break substitution
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ciphers. Al-Kindi took a text of 3667 letters to
find out the frequency of occurrence of Arabic
letters and he come up with Table I11.
TABLE Il
ALKINDI’S WORK ON THE ORDER OF LETTER
FREQUENCY [15]

Letter | Order Frequency Percentage of
of occurrence | Occurrence (%)
i 1 600 16.36
d 2 *437 11.91
2 3 320 8.72
° 4 273 7.44
3 5 262 7.14
$ 6 *252 6.87
O 7 221 6.02
B 8 155 4.22
¢ 9 131 3.57
- 10 122 3.32
- 11 120 3.27
< 12 112 3.05
4 13 112 3.05
2 14 92 2.5
o 15 91 248
S 16 63 1.71
c 17 57 1.55
z 18 46 1.25
3 19 35 0.95
U= 20 32 0.87
U 21 *23 0.63
u=a 22 *20 0.55
¢ 23 20 0.55
< 24 17 0.46
J 25 *16 0.44
b 26 15 0.41
¢ 27 15 0.41
L 28 8 0.22
3667 100

* These numbers have been corrected according
to quotations made by Ibn Dunaynir and lbn
Adlan of Al-Kindi, who work on the text after Al-
Kindi.

V. PROPOSED ALGORITHM

The frequency of occurrence of Arabic letters has
been calculated by using the text of the holy book
of Quran, since it has rich language features
compared to many other books. In this paper the
Quran text is downloaded from www.tanzil.net
the text size of the Quran is 412184 characters
without spacing. Table IV shows the calculated
frequencies of Arabic letters.
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TABLE IV
ARABIC LETTERS FREQUENCIES
Order | Letter | TPV | oecurrencs (o6)
1 . 1954 0.47
2 i 1871 0.45
3 i 11293 2.74
4 P 833 0.20
5 ) 6326 1.53
6 i 1464 0.36
7 \ 54339 13.18
8 o 14369 3.49
9 5 2903 0.70
10 &) 13028 3.16
11 & 1751 0.42
12 z 4108 1.00
13 c 5404 1.31
14 ¢ 3092 0.75
15 2 7419 1.80
16 3 6108 1.48
17 B 15637 3.79
18 B 1980 0.48
19 o 7584 1.84
20 5 2630 0.64
21 o 2566 0.62
22 U 2088 0.51
23 L 1576 0.38
24 L 1056 0.26
25 ¢ 11647 2.83
26 ¢ 1512 0.37
27 - 10832 2.63
28 3 8711 2.11
29 d 13000 3.15
30 J 47851 11.61
31 - 33525 8.13
32 O 33910 8.23
33 > 18529 4.50
34 P 30728 7.46
35 s 3210 0.78
36 < 27350 6.64

Fig. 1 and Fig. 2 shows the calculated frequency
of occurrence of Arabic letters that are used in the
experimental tests.

14

12
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Fig. 1 Frequency of occurrence of Arabic letters.
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Fig. 2 Frequency of occurrence of bigram
combination of Arabic letters.

The proposed algorithm uses GA to attack an

encrypted Arabic text using Vigenere cipher as

follows:

1. Input the ciphertext and the length of the key to
the GA.

2.Generate a random population of chromosomes
(keys), each key is used to decrypt the
ciphertext, this key contains the indices of the
letters between 1 and 36 as shown in Table 1V.
For example the key of length 5 (<« Lz J ) is
represented as follows:

Key 7 1 30 13 17 8
Letter \ J C B @

3.Decrypt the ciphertext using each key in the
population and calculate the letters frequency
statistics of the decrypted message.

4.Calculate the fitness value of each key by
applying a fitness function. In this paper the
fitness function is the difference between the
letter frequency statistics of the language and
those of the decrypted message.

+ﬂZ‘K(bi,j) - D(bi,j)‘ ()
i,jeA

Here, A denotes the language alphabet (i.e., for
Arabic, [. . . ¢], K and D denote known
language statistics and decrypted message
statistics, respectively, u and b denote the
unigram and the bigram statistics, respectively.
a and S are weights to each of the n-gram types.

5.Keep 5% of the best chromosomes from the
population (elitism strategy).

Fitness, =y |Ky

()
ieA

u
N D(i)

164

6.Select chromosomes from the population using
the tournament selection method. The selected
chromosomes are placed in the mating pool to
generate the next population. In this paper the
tour number is 5.

7.Apply crossover to pairs of the selected
chromosomes Dby swapping part of the
chromosomes to create offspring (introducing
new keys).

8.Apply mutation.

Repeat steps 3 to 8 until the maximum generation

is reached.

V1. EXPERIMENTAL RESULTS

A plaintext is taken from the novel The Epic of
Gilgamesh (UilSIS 4eal) [16] as it has different
language features and does not contain quotes
from the holy book of Quran as other glossary
books. The text is encrypted using the Vigenere
cipher method to create a ciphertext as in (3).

Cy., =(P+K)mod 36 3)
Where C is the ciphertext, P and K are the
plaintext and keyword respectively. A Genetic
Algorithm with a population size of 100, one
point crossover with a probability of 90%,
mutation rate of 15 % and an elitism percentage
of 5% is applied for 50 generations to attack the
ciphertext. The proposed algorithm s
implemented using MATLAB®. The keys shown
in Table V are used to encrypt the plaintexts
shown in Table VI.

TABLE V
ENCRYPTION KEYS
Key length Key letters
5 <o d!
10 pdwdlayzd)
20 Olalgadalasadwdlo ,zJd)
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TABLE VI
PLAINTEXT

Size

. Plaintext
(no spacing)

@aﬁc«sﬁadsdbdﬂlﬁdjmc}muhblaw
e My LY s d A sa s a3 Lo SN
D) el 381 ¢ JS5 Calall el sa 5 la e
i Lee WY1 elil ela dasiSdl LA Cae
il 4 Ja s sl WY L de sl k)
o a Loy olle Lo JS jaall (e comi b i cnill
ool (U= gl e (sl ) sl
48 8 a8 Al oy s ) lails jallall o il
Y LSJ-“ uj;\ﬂ\ o) g ‘?J )M\ eaui) u..L;.JIS éﬂ_ﬁ

JI 30 83 g sl &y jaall asiSu alind 5 o 5 aliley

400

e oh IS G ) sa ISV 7l Gialals deale
Oe M5 cLd) maen d M) a5 @ Lo Shy
D) el a8 ¢ i JS5 Cajlall aSall sa 5 b e
J8 Lee A1 oLl clay Logiall WAl e
il 4 Ja s sl a8 de a8 e ghal)
o ya Lagolile Lo JS janll (e qomi b i Caxill
i) (U - 6l ams (el ) sl G
4l 55 aa3 a Al oy g N s jallall g st
VoA A o e b kil aadly uaills gl
(:JA” Aia 3{5;},«1\ 4&‘);;.“ PLHW raliu:‘} c«sﬁn ‘ﬂSL‘u
e piia alilay ¥ (52 )\Jﬁcu&m(b\é\)wuﬁ\
Gl (sosl) el 358 del o] V5 89 e
ol s gl sals el d el (asdi lgle
Lol Lrsadl eLaSall m s Dl 58 ) s3aall 5V L sl

¢ Al alaall Y] Gl 5 Jialala 18 o) 22y

600

‘;_'u'é;gﬂdsdi‘)ggﬂ\)h JJY\C}“‘UQAIA‘AM
On M5 cLdY) maen pid N say e Lo SN
J\y‘ylﬁ\ﬁ@&d;q)u\ﬁsg\ﬁ}uﬁ
di Lee QLY clil elay dagiSall LUAN oo
il 4 Ja s sl ul) 8 Je ol a8l i L)
aﬁu}aubuﬁ)#\wg@@ufﬂg’ﬂ\}
i) (U - ) ams ((asl ) sl o
&uﬂm@)\;\\wyéj )LJE)ALH\&JM\}
Y L;JX\ L;;‘JM [ BE™ & )k.d\ (u_lij u.nh.\ﬂs éjtﬁ
e&sﬂ dia SJ};)AM 4.1.\);;.” FLE W] (A.u:d‘};cw ‘Uﬂ.«%
e paa Aﬂ.«g Y Lﬁﬂj Dlide USM (W h L'JA_L._\)ﬁ\
Shals (dsosl) Dlsal Bsd del gl Vs 08V (e
oull Gy gl sals el pud Ganit lede
e ola 48lA ardaall 4] Cpuaal  alala BIA 0 22y
Alasll AV Jaa A ghadlly 20 4ad 5 ually (5 sbandl
le)n e aa) dlsh S ALlS Al halals B ) 5ea
_)A;ﬂ Al g cal] ana Ul )L\..Ini Al o yla (ga e
W ol Y de A L
MM\Q\JH&LJ&L;JDMY%%&SJ
A OSSO elie agil ma gyl Jdad oY aie
d el e daldan adadii ol 40 Wl Glalals &
eeally ol dyosl el s Galals (Sl
el Ghaals @y ol afa s diany (58 Liel ) &)
cem ol dhall dgha Yy Jladl A5 Y Leawal

(8 aa) S 41V

1000

By applying the proposed algorithm for 10 runs,
the following results are obtained.
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TABLE VII
RESULTS FOR PROPOSED ALGORITHM

Ciphert Key Min. . Max.t Ave ragte ?;f::gte A_\Il_grage

. correc correc correci ime

SUSHE gt letters letters letters Lfg/ff)rs (sec.)
5 4 4 4 80 110.6
400 10 8 9 8.1 81 110.1
20 10 14 12.7 63.5 | 110.7
5 5 5 5 100 163.9
600 10 9 9 9 90 164.7
20 12 16 141 70.5 | 1634
5 5 5 5 100 | 270.5
1000 10 9 9 9 90 273.3
20 14 18 16.4 82 284.4

It is noticed from the results above that better
results are obtained when longer ciphertext and
shorter key length are considered. The Arabic
language as any other language contains some
letters that have the same n-gram characteristics
as shown in Fig. 1 and Fig. 2. The similarity
between the n-gram characteristics of the original
plaintext and the n-gram characteristics of the
Holy Quran text has a crucial impact on the
fitness function calculation. Practically, the
plaintext has some difference in its n-grams
characteristics due to the short length compared
to the Holy Quran text. This may result in a target
fitness function, which does not necessarily of the
highest value, and it is probable that other
infeasible key solutions may produce the highest
fitness value.

It is observed that the fitness function in some
runs converges to a value which is higher than the
one of the correct key. This means that the GA is
finding a key combination that produces larger
fitness value than the target fitness value. To
reduce the effect of this phenomenon, higher
order of n-grams can be included in the fitness
function model.

Until the preparation of this paper, no research is
found in the literature, which consider the same
case study in this paper. However, comparative
results can be extracted from [6] as shown in
Table VIII. The comparison shows that the results
of the proposed algorithm is comparative to the

results in [6], taking in consideration the
difference in the language which refers to
different number of letters. The algorithm
presented in [6] considers different GA

parameters such as the elitism percentage, which
is 10%, this is as twice as the percentage used in
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this paper. The number of generations is not
specified in [6].

TABLE VII
COMPARISON RESULTS
Cipher Key Proposed Algorithm Algorithm presented in [6]
e length Average Average Average Average
S128 correct correct correct correct
letters Letters (%) letters Letters (%)
400 5 4 80 4.6 92
5 5 100 4.7 94
600 10 9 90 9.2 92
20 141 70.5 16.8 84

VIl. CONCLUSION

In this paper a cryptanalysis method is suggested
to attack Arabic ciphertext. The proposed method
uses GA to search the key space for the correct
encryption key. The ciphertext considered to be
encrypted using Vigenere cipher with known key
length. Different sizes of ciphertext (400, 600,
and 1000 letters) with different key lengths (5,
10, and 20 letters) are investigated. The proposed
algorithm can decrypt 100% of the ciphertext
when a key length of 5 letters is used to decrypt a
ciphertext of 600 and 1000 letters.
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